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m Abstract. The purpose of the study is to determine the main principles of the state policy of promoting
human rights in the national security sphere in the digital environment based on the analysis of scientific
approaches, normative documents in the national security domain, human rights and digitalisation of the
country. To meet this goal, the following tasks have been set: to provide arguments for the relevance of the
chosen topic for research; to characterise the content of the identified areas; to substantiate the importance
of ensuring state security and human rights in the context of digitalisation; to determine the relationship
between information and cyber security at several levels — the security of the individual, society and the state.
The methodological basis of the scientific article is a coherent and consistent system of methods that allowed
analysing the subject of the study properly, in particular, scientific methods of analysis, synthesis, induction
and deduction were used. The theoretical basis of this publication includes the writings of Ukrainian scholars
on ensuring human rights in the national security sphere in the context of digitalisation and the reports
of government officials delivered at special events dedicated to the chosen topic. The scientific novelty of
the publication lies in the fact that, based on the analysis, two areas of human rights protection in the
sphere of national security in the context of digitalisation have been identified: 1) ensuring information
security as a component of national security in digitalisation; 2) implementation of digital transformation
of the Armed Forces and ensuring information security. At the same time, it is substantiated that more such
areas can be identified, however, given the limited scope of the study, other areas will be the subject of
further scientific research. It is proved that information security should be considered in the context of cyber
security. Their symbiosis can be represented at three levels: state security, public security, and individual
security. The article emphasizes the importance of prioritising the information and cyber security of the
individual: its provision will become the basis for the information security of society and the state as a whole.
Cybersecurity is argued to reach a new level — the national level, moving from the civilian to the defense sphere
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= Introduction

Ensuring state security has become the central con-
cern for representatives of the government, socie-
ty and the international community. Human rights
protection in the sphere of national security in the
conditions of aggression of the Russian Federation
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is of great importance. National security policy has
always required increased attention from the state
and civil society, and now this issue has become
even more relevant. It is associated with the conflict
in the East of the country, the development of digi-
tal technologies, the emergence of new information
threats, the increased risk of cyber attacks, etc.
May 11-13, 2021 within the framework of
the All-Ukrainian forum “Ukraine 30. Security of
the Country” [1], a number of key issues in the na-
tional security sphere were discussed: conducting
a socially significant dialogue on national security
issues with representatives of strategic partners of
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the state; identifying priorities in reforming and
developing forces, sectors and industries related to
ensuring security in Ukraine; addressing the topic
of information and cybersecurity, and the measures
necessary to strengthen them, in particular the cre-
ation of cyber defence forces, etc.

The scientific relevance of the chosen subject
is evidenced by a significant amount of scientific re-
search that directly or indirectly covers the issues
of state policy of ensuring human rights in the field
of national security in the context of digitalisation.
Three main areas of scientific research can be distin-
guished: 1) state policy in national security; 2) ensur-
ing human rights as a factor in ensuring national secu-
rity; 3) digitalisation and its impact on human rights
and national security. At the same time, a detailed
study on the state policy of ensuring human rights
in the national security area in the context of the de-
velopment of digitalisation has not yet been carried
out. In particular, I. Doronin considered the issues
of digital development and national security in the
context of legal problems [2], and also devoted his
dissertation thesis to the theoretical and legal study
of the national security of Ukraine in the information
age [3]. O. Pyshchulina analysed the current stage
of world economic and social development, which is
characterised by a significant impact of digitalisation,
identified the main determinants and grounds for the
development of the digital economy in Ukraine, and
the country's readiness to introduce and use digital
technologies (both from the point of view of suppli-
ers and consumers of digital services), analysed the
potential risks and threats of digitalisation in Ukraine
and the world [4]. The study of the issue of national
security is carried out by V. Smolyanyuk, who inves-
tigated the systemic principles of the national secu-
rity of Ukraine [5]. S. Drobotov devoted his research
to the constitutional and legal provision of national
security in Ukraine [6]. O. Kubetska, T. Ostapenko,
Ya. Paleshko defined the conditions for ensuring the
national security of the state [7]. P. Bugutskyi stud-
ied the theoretical foundations of the formation and
development of national security laws in Ukraine [1].
The analysis of these scientific works shows that a
holistic, comprehensive study of the state policy of
ensuring human rights in the field of national se-
curity in the context of the development of digital-
isation has not yet been carried out. Some issues in
this area of research are considered in this study.

The purpose of the publication is to determine
the main areas of the state policy of ensuring hu-
man rights in the national security sphere in the
context of digitalisation, based on the study of sci-
entific approaches, normative documents in the
sphere of national security, human rights and digi-
talisation of the country.
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To achieve this goal, the following tasks are set:

- to present arguments on the relevance of the
chosen research topic;

- to substantiate the importance of ensuring
state security and human rights in the context of
digitalisation;

- to describe the content of the outlined direc-
tions;

- to determine the interconnection of informa-
tion and cyber security at several levels — security of
the individual, society and state.

The study proves that the issue of ensuring
state security has been the major one for Ukraine
over the years. This is attributed to the conflict in the
East of the country, the development of digital tech-
nologies and the increased risk of cyber-attacks, etc.

As a substantiation of the relevance of the
study of the selected issues, the All-Ukrainian Fo-
rum “Ukraine 30. Security of the Country “, which
discussed a number of key issues in the field of na-
tional security, the approval of the Strategic Defence
Bulletin of Ukraine, one of the priorities of which is
the digital transformation of the Armed Forces and
information security, and a number of modern sci-
entific developments in this area.

Based on the analysis, two areas of scientific
research were identified to address the subject of
the article:

- ensuring information security as a component
of national security in the context of digitalisation;

- implementation of digital transformation of the
Armed Forces and ensuring information security.

= Results and Discussion

To begin with, the rights of every person can be con-
sidered protected and their interests secured only in
conditions where the security of the country is not
threatened. It is difficult to imagine a situation in
which the state, whose security is constantly under
threat, will be able to provide full protection of the
rights of its citizens.

Article 3 of the Constitution of Ukraine de-
fines a person, his life and health, honour and dig-
nity, inviolability and security as the highest social
value. Accordingly, this also includes ensuring secu-
rity in general, i.e., national security.

Article 17 of the General Principles states that
“to protect the sovereignty and territorial indivis-
ibility of Ukraine, and to ensure its economic and
informational security are the most important func-
tions of the State and a matter of concern for all the
Ukrainian people” [8].

During his speech at the All-Ukrainian fo-
rum “Ukraine 30. Security of the country “Presi-
dent of Ukraine - Supreme Commander-in-Chief
of the Armed Forces V. Zelenskyy [9] emphasised
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the importance of security for the state. Along with
freedom and justice, security is one of the most
important values for Ukrainians. In the context of
Russian aggression, society has no doubts: security
is the main condition for the existence of the state
and its independence. One of the main focuses of
the programme is the security of the person and the
country. Its provision as an integral element of a
complex social system with all its needs, interests,
and opportunities is the basis of the national secu-
rity policy of Ukraine. This once again confirms the
interconnection and interdependence of personal
and state security.

As part of the study, it is also necessary to
formulate a definition of the national security of
Ukraine. The Law of Ukraine “On the National Se-
curity of Ukraine “interprets it as “the protection
of state sovereignty, territorial integrity, democratic
constitutional order and other national interests of
Ukraine from real and potential threats” [10]. There
is no exhaustive list of objects subject to protection
as objects of national security. Thus, the objects of
national security are all spheres of public life: vital
interests of a person, society and the state, their pro-
tection from external and internal threats. Scientists
claim that the triad of objects of national security
of the state is the security of the individual, society
and the state [11].

The examination of scientific and regulatory
sources on the analysed topic made it possible to
identify several areas of scientific research:

- ensuring information security as a component
of national security in the context of digitalisation;

- implementation of digital transformation of the
Armed Forces and ensuring information security.

There are many more such areas. However,
given the limited scope of the study, they will be the
subject of further scientific research.

The following areas should be considered
thoroughly:

1) ensuring information security as a component
of national security in the context of digitalisation.
Digitalisation penetrates all spheres of human life.
Ukraine became the first country in the world where
digital passports in a smartphone became official le-
gal analogues of ordinary documents. In September
2021, Ukraine started the process of introducing a
“no-paper” approach: state authorities will not re-
quest paper documents if the necessary informa-
tion is already in the registers [12]. Other digital
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services should also be mentioned: eMalyatko is an
integrated service for parents of newborns. With
one application submitted online, it is possible to
register the birth of a child and access up to 9 state
services from various authorities needed immedi-
ately after the birth of a child; eCase — a system
for optimising pre-trial investigations of anti-cor-
ruption agencies of Ukraine, which is integrated
with the Unified Register of Pre-trial Investigations
and judicial systems, which will allow NABU, SAP
and HACC to interact online. Under such condi-
tions, the issue of ensuring information security is
becoming more and more relevant: databases of
information about citizens, databases of holders
of such data, the results of receiving certain ser-
vices through internet requests, and so on should
be reliably protected. Specially authorised officials
direct their attention to these issues. In particular,
within the framework of the All-Ukrainian forum
“Ukraine 30. National Security “Deputy Head of the
State Service for Special Communications and In-
formation Protection of Ukraine noted that “infor-
mation security in the context of national security
is dual in nature. Firstly, information security aims
to protect the balanced interest in the information
sphere of a person, individual, citizen, state and so-
ciety. There is a balance in the information sphere
of all stakeholders. This balance must be protected
and maintained. On the other hand, the object of
information security is the information infrastruc-
ture that provides information resources, and tech-
nologies that form the digital state today, the digital
economy, and the digital society. Relevant process-
es are also being implemented: digital democracy,
digital voting. Thus, there is a duality: interests,
in particular, protection of psychological and oth-
er influence on the consciousness of an individual
citizen or society, and on the other hand - an ob-
ject of a purely technical nature. On this basis, an
appropriate pool or set of opportunities is formed,
developing which, it is possible to assess the state of
information security of the state” [13].

Information security should be considered to-
gether with cyber security. The draft Law of Ukraine
“On Cyber Security of Ukraine” was submitted, so it
is proposed to consider cyber security as the state of
protection of vital interests of a person and a citi-
zen, society and the state in cyberspace. Cyberspace
is an environment formed by an organised set of in-
formation processes on the basis of the information,
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telecommunication and information-telecommuni-
cation systems interconnected by common princi-
ples and rules [14].

Given the digitalisation process, it is believed
that information security can be fully ensured only
in the case of achieving cybersecurity. Their sym-
biosis can be represented at three levels: state se-
curity, public security, and individual security. It
is believed that the security of the individual, so-
ciety and state can be ensured at national, region-
al and international levels. The authors argue that
the information and cyber security of an individual
should be put at the highest level. Its provision will
become the basis for ensuring the information secu-
rity of society and the state as a whole.

The importance of ensuring cybersecurity can
be supported by the following arguments. In particu-
lar, the Petya virus has affected more than 60 countries
in the world. The damage from the virus attack was
estimated at USD 8 billion. Ukraine lost UAH 10 bil-
lion in half an hour [15]. In 2017, Ukrposhta suffered
UAH 100 million in losses due to the Petya virus [16].

It is also necessary to highlight the case of
personal data leaks from the digital public service
of the application “Diia”. On May 12 last year, in-
vestigators of the Main Investigation Department
of the National Police of Ukraine initiated criminal
proceedings under Part 2 of Article 361 of the Crim-
inal Code of Ukraine. The operation of the resource,
which illegally distributed the personal data of cit-
izens, was promptly blocked. Subsequently, infor-
mation appeared on official websites that the data
was not confirmed, and within the framework of the
pre-trial investigation, it was established that the in-
formation disseminated in social networks, includ-
ing Telegram channels, has signs of fragmented data
sets compiled from various sources and resources,
including open information from registers [17].
This demonstrates the importance of creating a re-
liable system of protection of citizens' information
data and the high threat to national security in case
of their unauthorised dissemination.

It seems that now, in the context of counter-
ing the aggression of the Russian Federation, it is
extremely difficult to effectively ensure the informa-
tion security of citizens. Therefore, it is important
that information and cyber security is ensured at
the state level, taking into account external threats;

2) Implementation of digital transformation of
the Armed Forces and ensuring information security.
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In September 2021, the President of Ukraine
V. Zelenskyy [9] approved the Strategic Defense
Bulletin of Ukraine, which identifies the digital
transformation of the Armed Forces and information
security as one of the priorities. As a result of the
implementation of the military policy of Ukraine,
the defence forces will meet the requirements of
comprehensive defence of Ukraine and will be: built
on national and Euro-Atlantic values; interopera-
ble with the relevant structures of NATO member
states; able to ensure the defence of the territory
of Ukraine within the state border, confrontation
in the information space, cyberspace as a compo-
nent of the information space using the potential of
the state and society, using all possible forms and
methods to repel armed aggression. The above gives
grounds to assert that cybersecurity is reaching a
new level - the national level, and moving from the
civilian to the defence sphere [18].

It should also be noted that this development
is “new” for Ukraine and is currently at the stage of
developing a regulatory framework. These norma-
tive acts, in turn, will become the basis for further
development of the system of information and cyber
security of the country as a whole and each citizen.

= Conclusions

The article substantiates the position that in the cur-
rent conditions of digital transformation, the issue
of information security is becoming increasingly
relevant: databases of information on citizens, da-
tabases of holders of such data, the results of ob-
taining certain services through Internet applica-
tions, etc. should be reliably protected. It is proved
that information security should be considered in
the context of cyber security. Their symbiosis can
be represented at three levels: state security, pub-
lic security, and individual security. The authors
argue that the information and cyber security of
an individual should be put at the highest level.
Its provision will become the basis for ensuring
the information security of society and the state
as a whole. The conducted study gave grounds to
assert that cyber security is reaching the gener-
al state level, moving the civilian to the defence
sphere. This statement is based on the adoption of
new normative legal acts in this area, in particular
the Strategic Defense Bulletin of Ukraine, one of
the priorities of which is the digital transforma-
tion of the Armed Forces and information security.

Scientific Journal of the National Academy of Internal Affairs, 26(4)




State policy of human rights in the field of national security...

= References

[1]
(2]
(3]
[4]
(5]

(6]
[7]

(8]

[9]

[10]

[11]
[12]
[13]
[14]

[15]

[16]

[17]

[18]

Country security. Site “All-Ukrainian Forum: Ukraine 30”. Retrieved from https://ukraine30.com/
national_security/.

Buhutskyi, P.P. (2020). Theoretical bases of formation and development of the law of national
security of Ukraine. Extended abstract of Doctor's thesis. Kyiv: National University.

Doronin, .M. (2019). Digital development and national security in the context of legal issues.
Information and Law, 1(28), 29-36. doi: 10.37750/2616-6798.2019.1(28).221305.

Doronin, I.M. (2020). National security of Ukraine in the information age: Theoretical and legal
research. Extended abstract of Doctor's thesis. Kyiv: National University.

Dosenko, S.D., & Shevchenko, T.0. (2021). Rights and freedoms of man and citizen as an element
of the system of national security. Scientific Notes of Lviv University of Business and Law, 29, 127-133.
doi: 10.5281/zenodo.563641.

Drobotov, S.A. (2020). Constitutional and legal support of national security in Ukraine. Science Rise:
Juridical Science, 2(12), 24-29. doi: 10.15587/2523-4153.2020.210858.

Fedorov, M. (2021). Ukraine is the first country in the world in which digital passports in smartphones
have become complete legal analogues of ordinary documents. Retrieved from https://thedigital.
gov.ua/news/mikhaylo-fedorov-ukraina-persha-derzhava-svitu-v-yakiy-tsifrovi-pasporti-usmartfoni-
stali-povnimi-yuridichnimi-analogami-zvichaynikh-dokumentiv.

Information on the leakage of personal data of citizens from the digital state service of the application
“Action” has not been confirmed. Retrieved from https://www.kmu.gov.ua/news/informaciya-
shchodo-vitoku-personalnih-danih-gromadyan-iz-cifrovogoderzhavnogo-servisu-dodatku-diya-ne-
pidtverdilasya-nacpoliciya.

Constitution of Ukraine. No. 254k/96-VR (1996, June). Retrieved from https://zakon.rada.gov.ua/
laws/show/254k/96-Bp#Text.

Kubetska, O., Ostapenko, T., & Paleshko, Ya. (2020). Conditions for ensuring national security
of the state. Scientific Bulletin of the Dnipropetrovsk State University of Internal Affairs, 2, 321-327.
doi: 10.31733/2078-3566-2020-2-321-327.

Draft Law of Ukraine “On Cyber Security of Ukraine”. No. 2207a. (2013, June). Retrieved from
https://ips.ligazakon.net/document/JG1PBAOA.

Pyshchulina, O. (2020). Digital economy: trends, risks and social determinants. Retrieved from https://
razumkov.org.ua/uploads/article/2020_digitalization.pdf.

Smolianiuk, V.F. (2018). Systemic principles of national security of Ukraine. Bulletin of the National
University “Yaroslav the Wise Law Academy of Ukraine”, 2(37), 107-126.

In 2017 “Ukrposhta” suffered 100 million in losses due to the Petya virus. (2018). Retrieved from
https://www.epravda.com.ua/news/2018/04/24/636312/.

Decree of the President of Ukraine from August 20, 2021 “On the decision of the National Security
and Defense Council of Ukraine “On the Strategic Defense Bulletin of Ukraine”. No. 473/2021. (2021,
September). Retrieved from https://www.president.gov.ua/documents/4732021-40121.

Volodymyr Zelensky opened the All-Ukrainian Forum “Ukraine 30. Country Security”. Retrieved
from https://drive.google.com/drive/u/1/folders/14shchqt3g6PfIUlvWhzCi9FmULvwIWwS.

How Ukraine counteracts disinformation: the results of the third session of the All-Ukrainian Forum
“Ukraine 30. Country Security”. Retrieved from https://docs.google.com/document/d/1000g15keak
3HWfGAiINA2egRXU3R16xpjxsn6eKmQIN8/edit.

The damage from the attack of the Petya. A virus in the world reaches 8 billion dollars — expert.
(2020). Retrieved from https://www.unian.ua/science/2003241-zbitkivid-ataki-virusu-petyaa-
syagayut-8-milyardiv-dolariv-ekspert.html.

Scientific Journal of the National Academy of Internal Affairs, 26(4) 50




Chyzhov

= CNUCOK BUKOPUCTaHUX axKepen

[1]
(2]
(3]
[4]
(5]

(6]

[7]

(8]

(9]

[10]

[11]
[12]

[13]

[14]

[15]

[16]

[17]

[18]

51

Besmeka kpainu. “Bceykpaincbkuii ®@opym: Ykpaina 30”. URL: https://ukraine30.com/national_
security.

Byrynpkuii I1. [1. TeopeTryHi OCHOBY CTaHOBJIEHH: i pO3BUTKY IIpaBa Hal[iOHaJIbHOI 6e3neky YKpalHu:
aBToped. guc. ... A-pa opuA. Hayk: 12.00.01. Kuis, 2020. 40 c.

Hoponin I. M. l{ludppoBuil po3BUTOK Ta HallioHaAJIbHA 0Oe3Meka y KOHTEKCTi HMpaBOBUX IMpPoOJeM.
Ingopmayis i npaso. 2019. Bum. 1. No 28. C. 29-36. doi: 10.37750/2616-6798.2019.1(28).221305.
HopoHin [. M. HamioHanbHa O6e3neka YkpalHu B iHoOpMmarliliHy enoxy: TeopeTUKO-IpaBOBe
JocJixeHHA: aBToped. AuC. ... A-pa opuf. Hayk: 12.00.01. Kuis, 2020. 39 c.

Hocenko C. M., llleBuenko T. O. IIpaBa Ta cBoOOAM JIIOAWMHU i TpOMaJsAHNUHA AK €JIeMeHT CUCTEMU
3abe3nedeHHsA HallioHaJIbHOI 6e3neku. Haykoai 3anucku JIb8iécbkoeo yHigepcumenty Oi3Hecy ma npasa.
2021. Ne 29. C. 127-133. doi: 10.5281/zenodo.563641.

Jpo6oToB C. A. KoHCTUTYI[ilTHO-TTpaBOBe 3abe3eueHHs HalliOHAJIbHOI 6e31neku B yKpaiHi. FOpuduuHa
Hayka. 2020. Bum. 2. Ne 12. C. 24-29. doi: 10.15587/2523-4153.2020.210858.

®enopoB M. YkpaiHa — mepina AepxaBa CBiTy, B fAKil HuUQPOBiI macnopTu y cMmapTdOHi cTanu
MOBHUMM OPUANYHUMU aHajoraMmu 3BuvyaiiHux nokymeHTiB. URL: https://thedigital.gov.ua/news/
mikhaylo-fedorov-ukraina-pershaderzhava-svitu-v-yakiy-tsifrovi-pasporti-u-smartfoni-stali-povnimi-
yuridichnimi-analogami-zvichaynikh-dokumentiv.

Indopmariis mOAO0 BUTOKY NEpPCOHAJBHUX [JaHUX TpoMaAsH i3 IUGPOBOTO AEpPKaBHOIO
cepBicy momatrky “Mis” He migTBepmuiacsa. URL: https://www.kmu.gov.ua/news/informaciya-
shchodovitoku-personalnih-danih-gromadyan-iz-cifrovogo-derzhavnogo-servisu-dodatku-diya-ne-
pidtverdilasyanacpoliciya.

KoHnctutynis Ykpaiuu: 3akoH Ykpainu Big 28 ueps. 1996 p. No 254k/96-BP. URL: https://zakon.
rada.gov.ua/laws/show/254k/96-Bp#Text.

Ky6eupka O., Ocranenko T., [Tajsemko fl. YMoBu 3abe3nedeHHs HalliOHa/JbHO1 Oe3neku Aep>KaBu.
Hayxoguii @icHUK /[Hinponempoacbkoeo 0epicadHOeo YHigepcumemy @HympiwHix cnpag. 2020. No 2.
C. 321-327. doi: 10.31733/2078-3566-2020-2-321-327.

[Tpo kibepHeTHUHY Oe3leKy YKpalHU: IpoeKT 3aKkoHy Ykpainu Bifg 4 dyeps. 2013 p. No 2207a. URL:
https://ips.ligazakon.net/document/JG1PBAOA.

[Mumymnina O. LludppoBa ekoHOMiKa: TpeHAM, PU3UKU Ta coliasbHi gerepmiHantu. URL: https://
razumkov.org.ua/uploads/article/2020_digitalization.pdf.

Cmorauiok B. @. CuctemHi 3acagu HallioHaJIbHOI Oe3neku YKpaiHu. BicHuk HaijioHasbHOTro
yHiBepcutreTy “lOpuanuyHa akageMis Ykpainu imeni fApociaBa Mypaporo”. 2018. Bum. 2. Ne 37.
C. 107-126.

Y 2017 poui “Ykpnomrta” 3a3Hana 100-MisibiloOHHUX 36UTKiB uepe3 Bipyc Petya. URL: https://www.
epravda.com.ua/news/2018/04/24/636312/.

[Ipo pimenHa Pagu HarioHaspHO! Ge3neku i obopoHu Ykpainu Bifg 20 cepnHa 2021 poky “IIpo
Crpareriunuii o6opoHHUN 610jieTeHb YKpaiHu”: Yka3 [Ipe3ugenTta Ykpainu Big 17 Bepec. 2021 p.
No 473/2021. URL: https://www.president.gov.ua/documents/4732021-40121.

Bonogumup 3eneHcpkuil Bigkpus BceykpaiHcekuit @opym “YkpaiHa 30. Besneka kpainu”. URL:
https://drive.google.com/drive/u/1/folders/14shchqt3g6PfIUIVWhzCi9FmULvwIWw8.

SAx YkpaiHa npotufie Aesindopmanii: migcyMku TpeTbhol cecii Beceykpaincbkoro dopymy “Ykpaina
30. URL: https://docs.google.com/document/d/1000g15keakBHWfGAINA2egRXU3R16xpjxsn6eKm
QIN8/edit.

36uTtku Big aTaku Bipycy Petya. Ay cBiTi carawTh 8 MinibspiB gqosapis — ekcriept. URL: https://www.
unian.ua/science/2003241-zbitki-vid-ataki-virusu-petyaa-syagayut-8-milyardiv-dolarivekspert.html.

Scientific Journal of the National Academy of Internal Affairs, 26(4)




State policy of human rights in the field of national security...

Oep)XaBHa noniTnka 3a6be3sneyeHHd Npas NIOANHU
y cdepi HauioHaNIbHOI 6e3nekKu B ymMoBax UuudpoBsisauii

OeHuc AHaToninosmy Ymxos

HarnionasibHa akazemisa BHYTpIILIHIX clIpaB
03035, Costom’ssHCBKa mIT0Ia, 1, M. KuiB, YkpaiHa
KuiBcbkuil perioHaspHUl LieHTp HalioHaapHOI akajeMil MpaBOBUX HayK YKpaiHU
01024, Byn. [lununa Opauka, 3, M. KuiB, Ykpaina

m AHoTtamisa. MeTa cTaTTi — Ha MmiAcTaBi JOCTigKeHHs HayKOBUX MOTJIAAIB, HOpMAaTUBHUX JOKYMEHTIB y
cdepi HamioHa/IbHOI Oe3meku, 3abe3meveHHA MpaB JIIOAWHU, a TaKOX LM@poBi3allil KpaiHU BU3HAYUTU
OCHOBHi HaIpsMU JepXaBHOI MOJIITUKU 3a0e3neueHHsA HpaB JIIOAMHU y cdepi HallioHaAJIbHOI Oe3meku
B ymoBax Iudposizamii. A peasizallili I[i€l MeTH IOCTaBJIeHO TakKi 3aBAaHHA: HaBeCTU apryMeHTU
OO0 AKTYyaJIbHOCTI 0O6paHOl TeMM [JiA AOCJi)KeHHS; CXapaKTepu3yBaTH 3MiCT BHU3HAUEHUX HaNpPsAMIB;
OOTpyHTYBaTH BaXJIMBiCTh 3abe3neuyeHHs AepXaBHOI Oe3neky Ta IpaB JIIOAUHU B yMoBax nudposizaril;
BHU3HAYWUTH B3Aa€MO3B’A30K iHpoOpMmariliHol Ta KibepHeTHYHOI Oe3NeKku Ha [eKijIbKOX piBHAX — Oesneka
ocobu, cycninibcTBa U fepkaBy. MeToosioriyHe MiATPYHTA HAYKOBOIL CTAaTTi CTAHOBUTSD LijIicHA 1 y3roJXeHa
crcTeMa MeTO/iB, 110 Jajla 3MOTy HaJleXXHO ITpoaHasli3yBaTy IpeAMeT AOCIi)KeHH:, 30KpeMa BUKOPHUCTaHO
HayKOBi MeTOAU aHaJi3y, CUHTe3y, iHAYKIil Ta Aeaykuil. TeopeTHuHUM HiATPYHTAM Li€l my6Jlikalil cTaau
nparfi BiTYM3HAHUX BUYEHUX CTOCOBHO 3ale3ledyeHHsA NpaB JIIOAWHU y cdepi HaljioHajbHOI 6e3neku B
yMOBaxX pO3BUTKY IUGpOBi3allii, a TaKoX BUCTYIU Aep>KaBHUX MOCAJIOBUX OCi0 Ha creriajJbHUX 3aX0[ax,
npucBAYeHNX oOpaHili Tematuni. HaykoBa HOBM3Ha y6JliKallil moJjiArae B TOMY, IO Ha Mi/icTaBi 3[1ifiCHEHOT 0
aHali3y MM BUOKpeMWJM ABa HampsAMU 3ale3ledyeHHA NpaB JIIOAUHU y cdepi HalioHaybHOI Oe3NneKku B
yMoOBax poO3BUTKYy mudposizamii: 1) 3abe3neyeHHsa iHGopMaliliHOI 6e3neKku sK CKJIa[0BOI HalliOHAJIbHOI
6e3nexu B yMoBax nudposizariii; 2) BupoBaakeHHA HudpoBoi TpaHchopMarlii 36poiiHux cuil i 3a6e3neyeHHA
indopwmaniiiHoi Oe3neku. BogHouyac oOrpyHTOBAHO, 1[0 TAKUX HANPsAMiB MOXHA BU3HAUUTH OiJibllle, OAHAK,
3 OIJIAAY Ha OOMeXeHU 00CAT AOCIIi/UKEeHHs, iHIII HAMPAMU CTaHYTh MPEMETOM MOJaBIINX HAYKOBUX
nomykis. JloBefieHo, 1o iHpopMaIliiiHy 6e3meKy cJIifi po3TIAAaTH OJHOYACHO 3 KifepHeTHYHOW. Ix cuM6io3
MoXxe OyTH MpeAcTaBJeHO Ha TPhOX piBHAX: Oe3leka AepXaBH, Oe3meka CycCIiJbCcTBa, Oe3neka ocobu. Y
CTaTTi aKLeHTOBaHO, IO CJIiJ] MOCTAaBUTU Ha HaWBUIINH Iabesb iHGopManiliHy 11 KibepHeTHYHY Oe3neKy
ocoOu: 11 3abe3rneueHHs CTaHe HNiATPYHTAM [JiA iHGopMaliiiHol 6e3MeKu CyCHiJibCTBa Ta AepKaBU 3arajioM.
OO6rpyHTOBaHO, 1[0 3abe3neueHHs KiOepOe3neky NepexoAWTh Ha HOBUU piBeHb — 3arajibHOJep>XaBHHUU, a
TaKOX i3 I[UBiJIbHOI chepu — B 0OOOPOHHY
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