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Human element in algorithmic warfare:
Legal foundations and fault lines
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m Abstract. The rapid advancement of artificial intelligence technologies is reshaping the landscape of
modern warfare, giving rise to autonomous weapons systems capable of operating with minimal or no
human intervention. The study provided a comprehensive legal and policy analysis of the challenges posed
by AWS to international humanitarian law, international human rights law, and global security. Based on
doctrinal sources, state practice, and armed conflicts, including in Libya, Ukraine, and the Middle East, the
study examined key issues such as distinction, proportionality, accountability, and the erosion of human
control. The study assessed current international efforts, including discussions within the framework of the
UN Convention on Certain Conventional Weapons, and outlines the growing normative consensus around
the principle of meaningful human control. The study argued for a multi-layered regulatory approach,
combining a legally binding international treaty with national legislative reforms, mandatory legal reviews,
and transparency measures such as international registries and independent monitoring bodies. The study also
proposed the development of testing standards for AWS and calls for a temporary moratorium on the use of
fully autonomous lethal systems until appropriate legal safeguards are in place. In of the context of growing
concerns regarding responsibility attribution and real-time legal compliance, the study introduced the concept
of “embedded legality” as a forward-looking governance paradigm. This approach reframed compliance not
merely as ex post legal review, but as a process of embedding international humanitarian law directly into the
design architecture of AWS. The codification of legal principles such as distinction and proportionality into
algorithmic decision-making was proposed as both a technical and normative safeguard. The article argued that
this paradigm offered a viable pathway to operationalise IHL in increasingly autonomous systems and should
be institutionalised through binding domestic and international standards. The study concluded that the law
must correlate to technology: legal norms are essential to ensure that Al-enhanced military capabilities are
governed by principles of humanity, accountability, and the rule of law. In an era of increasingly automated
warfare, legal and ethical governance must remain paramount

m Keywords: autonomous weapons systems; artificial intelligence; meaningful human control; military
accountability; legal regulation; national security; embedded legality

= Introduction

The swift development of artificial intelligence (AI) aspects of this transformation is the deployment
technologies is profoundly transforming modern of autonomous weapons systems (AWS) capable of
armed conflicts, introducing new forms of warfare making decisions to use lethal force without direct
that go beyond the scope of traditional interna- human involvement. The first verified instances of
tional humanitarian law. One of the most alarming combat deployment of such systems have already
|
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underscored the scale of potential risks. In 2020, the
Turkish-manufactured Kargu-2 drone (Nasu, 2021),
was reportedly used in Libya in fully autonomous
mode, engaging human targets without real-time
operator control — effectively marking the first doc-
umented case in which a machine independently
decided to apply lethal force. The full-scale war in
Ukraine (2022-2025) further illustrates this trend, as
drones and robotic platforms with autonomous capa-
bilities(Geneva Academy,n.d.),havebeenincreasingly
integrated into the military arsenals of modern states.

At the same time, the legal dimension of this phe-
nomenon remains underdeveloped and fragmented.
The absence of clear international legal norms con-
cerning the design, testing, and deployment of lethal
autonomous weapons systems (LAWS) generates
a range of challenges — from ensuring compliance
with the principle of distinction to the problem of
accountability in cases where algorithmic error leads
to the unlawful targeting of civilians. As M. Ware-
ham (2021), Director of the AI Division at Human
Rights Watch, has emphasised, autonomous weapons
represent “one of the most urgent threats to human-
ity today”. A similar view was expressed by United
Nations Secretary-General Anténio Guterres, who
has described such systems as “politically unaccept-
able and morally repugnant”, calling for their total
ban (Gunawan et al., 2022). The adoption of the UN
General Assembly Resolution on LAWS on 2 Decem-
ber 2024!, supported by 166 states (American Soci-
ety of International Law, 2023), confirms a growing
international consensus on the need to develop new
legal mechanisms for regulating this domain. In the
context of ongoing armed conflicts, particularly in
Ukraine and the Gaza Strip, the urgency of address-
ing this issue becomes even more apparent.

While the deployment of autonomous systems
in armed conflicts is prioritised, there is a growing
trend toward their use within domestic settings, par-
ticularly in law enforcement. This development ex-
pands the spectrum of legal risks, implicating not
only the norms of international humanitarian law
but also fundamental human rights, including the
right to life and access to justice. Accordingly, the
legal analysis of Al-enabled autonomous weapons is
not only timely but critically necessary for safeguard-
ing the fundamental principles of international hu-
manitarian law and international human rights law,
ensuring accountability, and preventing emerging
threats to both international and domestic security.
E.H. Christie et al. (2024), 1.V. Sancar (2024) and
K.E. Vuyk (2024) explored issues such as explaina-
bility, traceability, bias, and the operational unrelia-
bility of autonomous systems. These studies advocate

hybrid approaches, including experimental deploy-
ment phases with guaranteed meaningful human con-
trol. These challenges acquire heightened significance
in the context of global technological competition.

The study aimed to conduct a comprehensive
analysis of the legal regulation of artificial intelli-
gence based autonomous weapons and to develop
practical recommendations for its improvement.
Achieving this objective will contribute to the for-
mulation of balanced legal responses that reconcile
technological innovation in the defence sector with
compliance with international law and human rights
standards.

m Literature Review

Over the 2010-2020, the issue of “AWS” was ad-
dressed by scholars, international lawyers, military
experts, and human rights advocates. Early studies
and reports identified both legal and ethical chal-
lenges posed by such technologies. Among earliest
studies, the United Nations Special Rapporteur on
extrajudicial executions, C. Heyns (2013), warned
that autonomous drones could violate the right to life
and human dignity, calling for a global moratorium
on their development and deployment. In the report
“Losing humanity”, Human Rights Watch (2012) was
among the first to raise the concern of a potential
“accountability gap”, whereby no individual could be
held legally responsible for the actions of an autono-
mous system. The concept was further developed by
T. Chengeta (2016) in an analysis of how existing re-
gimes of legal responsibility under international law
does not relate the technological realities of autono-
mous weapons. Conversely, a range of military ana-
lysts and legal scholars argued that emerging tech-
nologies can be accommodated within the current
legal framework. For instance, M. Schmitt (2013)
concluded that AWS are not per se unlawful, and
that autonomy, in and of itself, does not constitute
a violation of the prohibitions on means and meth-
ods of warfare. M. Schmitt (2013) argued that if a
weapon is properly designed and lawfully employed,
its autonomous nature does not preclude compliance
with the core principles of international humanitar-
ian law (IHL). This position has been supported by
other experts, highlighting the potential of artificial
intelligence to one day reduce human error on the
battlefield. At the same time, a substantial body of
legal scholarship has drawn attention to the current
limitations of Al technology. E. Winter (2022) exam-
ined the capacity of AWS to comply with IHL princi-
ples and concluded that, at present, such systems are
unable to reliably meet the requirements of distinc-
tion, proportionality, and precaution — primarily due

! Resolution of the United Nations General Assembly No. 79/62 “Lethal Autonomous Weapons Systems”. (2024, December). Retrieved
from https://documents.un.org/doc/undoc/gen/n24,/391/35/pdf/n2439135.pdf.
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to insufficiently advanced AI and the lack of contex-
tual awareness. In other words, current “intelligent”
combat systems are not yet capable of independently
making targeting decisions without a high risk of vi-
olating the laws of armed conflict.

Substantial number of studies address the inter-
section of human rights and ethics. Numerous schol-
ars (Sparrow, 2007; Sharkey, 2008; Asaro, 2012)
have argued that delegating the power to kill to ma-
chines undermines human dignity, as life-and-death
decisions are made in the absence of human moral
judgment. This concern also underpins the advoca-
cy efforts of the Campaign to Stop Killer Robots, a
coalition coordinated by Human Rights Watch. Its
representative, M. Wareham, (2021), has repeatedly
emphasised the global threat posed by such technol-
ogies and voiced disappointment over the continued
reluctance of leading states to take meaningful action
to address the issue (Human Rights Watch, 2012).

The discourse surrounding “meaningful human
control” is also based on human rights-oriented lit-
erature. Experts proposed the concept as an ethical
baseline - asserting that weapons should not be per-
mitted to make the decision to kill without human
involvement (Article 36, 2013; Docherty, 2014). This
idea was later taken up by the International Com-
mittee of the Red Cross (ICRC) (2016) and several
states, which have advocated for its inclusion in in-
ternational negotiations (United Nations, 2019). A
related strand of scholarship has examined diplomat-
ic efforts and legal initiatives in this area. E. Rosert
& F. Sauer (2020) and F. Sauer (2020) analysed the
trajectory of negotiations under the Convention on
Certain Conventional Weapons (CCW)! and the role
of humanitarian organisations. The studies note that
the process has been slow due to deep divisions
among states, and despite numerous meetings of the
CCW Group of Governmental Experts, consensus on
a binding legal instrument has not yet been reached.
At the same time, following the study by A. Wilner &
C. Babb (2021), delays may prove dangerous, as tech-
nological advancements exceed the scope of territo-
rial and regulatory boundaries and risk undermining
existing legal norms. The most current research men-
tioned in the previous section (Christie et al., 2024;
Sancar, 2024; Vuyk, 2024) broadens the discussion
and proposes hybrid implementation models with
mandatory human control at every stage. Fllowing
D. Garcia (2024), without the development of mech-
anisms for “common good governance”, the acceler-
ating Al arms race may weaken strategic stability and
|

erode international legal frameworks.

Thus, the literature review reveals two polar po-
sitions — ranging from calls for an outright ban on
LAWS based on ethical concerns to arguments assert-
ing that existing law is sufficient. At the same time,
there is a shared recognition of the need for concrete
legal measures to prevent uncontrolled risks. The
present study builds on these contributions, seeking
to synthesise them and offer balanced legal responses.

= Materials and Method

This study employed a combination of general sci-
entific and specialised legal research methods. The
primary method was formal legal analysis, prioritis-
ing international humanitarian law and human rights
law?3 provisions relevant to autonomous weapons, as
well as documents, drafts, and recommendations is-
sued by international organisations. A comparative
legal method was also applied to examine the ap-
proaches of different states (particularly those of the
United States, China, and various European countries)
to the regulation of Al-enabled weapons. This includ-
ed analysis of national doctrines and policy instru-
ments, such as the U.S. Department of Defense Direc-
tive No. 3000.09* on autonomy in weapons systems.

The case study method was used to examine re-
al-world incidents involving the use of autonomous
weapons (e.g. in Libya, Ukraine, and the Middle East)
to assess their legal implications. Information about
these incidents was obtained from open sources (The
Associated Press, 2020; CSIS, 2020; Clarke, 2024;
United Nations, 2024). The selected body of interna-
tional and national sources was central in shaping the
conceptual and legal structure of this study. The offi-
cial reports of the Group of Governmental Experts on
LAWS (United Nations, 2019; United Nations, 2021;
United Nations, 2022) were used to trace the evolu-
tion of the international discourse on the human role
in the use of autonomous weapon systems, particu-
larly in relation to the requirement of “meaningful
human control”. These documents provided founda-
tional insights into the legal risks posed by remov-
ing human judgment from lethal decision-making
processes and was used as a reference point for as-
sessing normative fragmentation across states. The
2020 working paper (United Nations, 2020) was
used to identify the early framing of legal and ethical
dilemmas, offering a structured basis for analysing
the gaps in current international humanitarian law
with regard to algorithmic systems. National-lev-
el contributions enriched the study by providing

! Convention on Certain Conventional Weapons. (2001, December). Retrieved from https://treaties.unoda.org/t/ccw.

2 Additional Protocol to the Geneva Conventions, Relating to the Protection of Victims of International Armed Conflicts (Protocol I).
(1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.

3 Convention on Certain Conventional Weapons. (2001, December). Retrieved from https://treaties.unoda.org/t/ccw..

4U.S. Department of Defense Directive No. 3000.09 “Autonomy in Weapon Systems”. (2012, November). Retrieved from https://www.

esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf.

n

Scientific Journal of the National Academy of Internal Affairs, 30(3)



https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf
https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf

Human element in algorithmic warfare...

comparative perspectives. France’s official position
(France’s national position..., 2023) was used to
demonstrate a restrictive interpretation of autonomy
in weapons systems, while the Netherlands’ letter to
Parliament (Netherlands Government, 2022) illus-
trated a more permissive regulatory model that still
emphasises human oversight.

All sources were used in a multi-layered analy-
sis of the legal foundations underpinning algorith-
mic warfare, exposing the risks associated with the
erosion of human agency in lethal operations. The
findings were interpreted using a normative-an-
alytical approach, whereby each observed fact or
argument was evaluated against applicable interna-
tional legal norms. This interdisciplinary method-
ology, situated at the intersection of international
law, security, and technology, can be used in the
development of well-founded conclusions and poli-
cy recommendations.

m Results

The emergence of autonomous weapons confronts
states with a fundamental dilemma: how to inte-
grate artificial intelligence into military operations
in a way that enhances security, while simultane-
ously ensuring respect for human rights. From the
standpoint of international law, the right to life is
both fundamental and inalienable. Even in times
of armed conflict, states remain bound by the ob-
ligation to respect human life. No considerations of
military necessity can justify arbitrary killings of
civilians or captured combatants (Geneva Acade-
my, n.d.). An autonomous system operating without
human control could, in theory, conduct an unau-
thorised killing in violation of the right to life and
human dignity. For instance, the deployment of ro-
bots by police or intelligence agencies to eliminate
suspects without judicial oversight would amount to
an extrajudicial execution, which is expressly pro-
hibited under international human rights law. For-
mer UN Special Rapporteur on extrajudicial execu-
tions, Agnés Callamard, warned that the use of AWS
in law enforcement could result in violations of the
right to bodily integrity and human dignity (Gene-
va Academy, n.d.). The use of autonomous systems
for targeted killings (for example, within the frame-
work of counterterrorism operations) carries the
risk of widespread rights violations, particularly af-
fecting vulnerable populations. Historically, the hu-
man element in the application of force has served
as a safeguard of deliberation and accountability. In
contrast, removing human involvement from strike
decisions may lead to unpredictable and dispropor-
tionate outcomes. A crucial issue concerns account-
ability: in the event of an error by an autonomous
system, such as a strike on civilians, a fundamen-
tal legal question of responsibility is relevant The
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absence of identifiable perpetrator undermines the
principle of accountability, which is foundational to
international law (Geneva Academy, n.d.). A victim
of an arbitrary killing done by a robot must have the
right to an investigation and to justice; otherwise,
the very concept of human rights is fundamentally
undermined.

Conversely, states justify the development of
AWS by invoking national security interests. Propo-
nents of such technologies argue that these systems
can save the lives of military personnel by replac-
ing them in high-risk missions and by increasing the
overall effectiveness of defensive operations. Auton-
omous drones do not experience fatigue, react fast-
er than humans, and can operate in environments
with high levels of radiation or chemical contamina-
tion — conditions in which human operators would
not survive. For example, automated air defence
systems such as Israel’s Iron Dome and the U.S. Na-
vy’s Phalanx Close-In Weapon System (CIWS) can
intercept incoming rockets or mortar shells within
fractions of a second, a response that would be im-
possible under human control (Perrin, 2025). Such
systems can enhance the protection of both civil-
ians and military personnel by responding more ef-
fectively to sudden attacks. Moreover, autonomous
platforms may reduce casualties among troops by
conducting reconnaissance or strike missions with-
out exposing soldiers to direct physical risk. From
the perspective of state interests, a further strategic
argument is often invoked: if a potential adversary
is developing “killer robots”, then inequality in this
field may result in asymmetric vulnerability. This
dynamic creates a security dilemma: states fear fall-
ing behind in military technological advancement
and therefore accelerate domestic AI weapons pro-
grammes. Experts warn that autonomous systems
are increasingly perceived by governments as “rev-
olutionary” tools for achieving military superiority,
a perception that is already fuelling an arms race.

As of May 2025, reports suggest that both Rus-
sia and Ukraine have likely employed autonomous
weapons on the battlefield, while active development
is underway in China, Israel, South Korea, and the
United States (Hoppenbrouwers, 2024; Clarke, 2024;
O’Grady et al., 2025). Thus, the national security-ori-
ented approach tends to favour minimal regulation,
as states prioritise the technology without forfeiting
strategic advantages. This stands in contrast to hu-
manitarian calls for an outright ban on such systems.
As a result, a normative conflict emerges: the prima-
cy of human rights versus the primacy of national
security. Resolution of this tension requires the de-
velopment of legal norms that, on the one hand, im-
pose limits to protect individuals from uncontrolled
risks, and on the other, provide frameworks for the
legitimate use of Al in defence contexts.
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International legal mechanisms for risk pre-
vention. There is currently no global treaty specif-
ically regulating AWS. However, such systems fall
within the scope of general norms of IHL and inter-
national human rights law (IHRL) (Perrin, 2025). All
states recognise that there must be no legal vacuum:
the UN Charter, the Geneva Conventions, the rules
on state responsibility, and other applicable instru-
ments of international law are fully applicable to
AWS. In the context of armed conflict, the fundamen-
tal principles of IHL are central. States are obliged
to ensure that any weapon they deploy complies
with the principles of distinction, proportionality,
and precaution. This obligation is reaffirmed in Ar-
ticle 36 of Additional Protocol I', which requires a
legal review of any new weapon, means, or meth-
od of warfare to determine whether its use would
be prohibited under existing international law. If the
use of a weapon in certain circumstances would be
inconsistent with legal norms, the state must refrain
from employing it in that manner. This requirement
is particularly relevant in the context of AWS, which
must undergo legal review prior to deployment. For
instance, both the United States and NATO have es-
tablished procedures whereby military legal advisers
assess the compliance of proposed systems with THL
obligations (Schmitt, 2013). If a system is deemed
uncontrollable or unpredictable, its use in combat
must be considered unlawful. Such pre-emptive legal
scrutiny would prevent the deployment of systems
that are inherently incapable of complying with the
law. During the actual use of AWS, commanders re-
main bound by the same core principles: they must
select targets and means of attack in a manner that
avoids civilian casualties and ensures proportionali-
ty. In practical terms, this requires that human oper-
ators retain sufficient control and situational aware-
ness, even when employing an autonomous system
(Perrin, 2025). For example, if a robot is tasked with
patrolling a designated area and automatically en-
gaging targets, the commander must restrict that
area to zones where only combatants are present to
prevent any interaction between the system and ci-
vilians. Furthermore, the commander is obliged to
retain the ability to intervene or deactivate the sys-
tem in the event of malfunction or unlawful conduct
(United Nations, 2024). These requirements function
as “safeguard” mechanisms under international hu-
manitarian law, intended to mitigate the risks associ-
ated with autonomous operations.

Notably, most states acknowledge that while
existing IHL is applicable to AWS, it may require

further clarification. Since 2014, discussions have
been ongoing within the framework of the Conven-
tion on CCW regarding the possible development
of new norms specific to LAWS. The CCW Group
of Governmental Experts has produced eleven
guiding principles. Among these are the endur-
ing human responsibility for decisions on the use
of force; the requirement that AWS must comply
with international legal norms; and the necessity
of “context-appropriate” human control over such
systems (Perrin, 2025). However, these principles
are not legally binding. Negotiations on a specif-
ic treaty have so far yielded no concrete results,
as states remain divided. Some, such as Austria,
Mexico, and the Holy See, have called for a pre-
ventive ban on autonomous weapons, while oth-
ers, including the United States, Russia, and Israel,
oppose such prohibitions and advocate instead for
non-binding guidelines. Due to the CCW’s consen-
sus rule, the process has effectively stalled (Per-
rin, 2025). In this context, in December 2024, the
United Nations General Assembly took an unprec-
edented step by adopting a resolution that effec-
tively renewed the debate at the highest political
level. The Resolution? received near-unanimous
support (with only three states voting against)
and proposed a “two-tiered approach”: to prohibit
the most dangerous types of LAWS while subject-
ing others to strict regulation under international
law. It also recommended that states begin devel-
oping elements of a legally binding instrument
in preparation for the 2026 CCW Review Confer-
ence (Perrin, 2025). In May 2025, negotiations
on the regulation of autonomous weapons were
held at the United Nations, yet reaching consensus
among key states such as the United States, Rus-
sia, and China remains a significant challenge (Le
Poidevin, 2025). Nonetheless, these developments
reflect growing political momentum toward the
creation of a new treaty or protocol. Future inter-
national legal mechanisms may evolve along the
following trends: (a) establishment, at the treaty
level, of minimum requirements for human con-
trol across all systems; (b) prohibition of fully au-
tonomous weapons that select and engage human
targets without human intervention; and (c) codi-
fication of the principle of state responsibility for
the consequences of AWS deployment.

Outside the context of armed conflict, IHRL is
critical. As noted earlier, any use of lethal force by
the state in peacetime is governed by human rights
law, both international and domestic. Accordingly,

! Additional Protocol to the Geneva Conventions, Relating to the Protection of Victims of International Armed Conflicts (Protocol I).
(1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.

2Resolution of the United Nations General Assembly No. 79/62 “Lethal Autonomous Weapons Systems”. (2024, December). Retrieved
from https://documents.un.org/doc/undoc/gen/n24,/391/35/pdf/n2439135.pdf.
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the integration of autonomous systems into law en-
forcement activities would require legislative adjust-
ments to ensure compliance with these standards.
Several international bodies have already addressed
the issue in advance. In 2017, the UN Human Rights
Council adopted a resolution emphasised that au-
tonomous systems must comply with IHRL and that
states must retain control over their use. Similarly,
in the 2022 report A New Agenda for Peace, the UN
Secretary-General noted that the uncontrolled spread
of military technologies, including Al, poses a threat
to human rights (United Nations Secretary-Gener-
al, 2023). A normative approach is thus taking shape
in which core human rights principles, such as the
right to life and human dignity, must be integrated
into the legal frameworks governing AWS. This could
be reflected in a future treaty, for example, through
a preambular recognition that decisions over life and
death must remain subject to human judgement, in
accordance with the imperatives of human dignity.
The issue of responsibility and legal accountabili-
ty warrants separate consideration. If an autonomous
system causes an unlawful death, victims are entitled
to justice. In the context of armed conflict, such an
incident may constitute a war crime — either as an
intentional or negligent killing of protected persons.
However, the issue of accountability for the murder
by the machine remains relevant. The traditional
mechanism is command responsibility. A command-
er may be held liable for the actions of subordinates
if the violations was known and no preventive ac-
tions or punishment were undertaken. In the case of
AWS, however, the role of the “subordinate” is per-
formed by a machine, raising novel challenges for the
doctrine of command responsibility. Many scholars
argue that commanders and operators must none-
theless bear full responsibility for the consequenc-
es of deploying autonomous systems (Gunawan et
al., 2022). In effect, the decision to deploy an AWS
is itself an act attributable to the commander; thus,
if the system commits a war crime, responsibility lies
with the commander or, more broadly, with the state.
The challenge, however, lies in the evidentiary dif-
ficulties of attributing individual fault, particularly
when the system’s behaviour was unpredictable due
to algorithmic complexity. One proposed solution is
the explicit inclusion in a future treaty of a rule as-
signing full responsibility for the use of AWS to the
state and its authorised agents. This would mean that,
irrespective of the degree of autonomy involved, the
human commander (or operator) is considered the
legal subject who “directed” the weapon, and may be
held accountable in the same way as for the actions
of human subordinates. Such a provision would help
|

close a potential accountability gap. Several states
have already affirmed in their national positions that
“a human must always remain responsible for the ac-
tions of a weapon”. International law thus appears to
be moving toward the affirmation that autonomous
weapons do not entail automatic impunity.
National legal mechanisms. At the national
level, no domestic legal systems have yet adopted
specific legislation that explicitly prohibits or author-
ises the use of lethal AWS, largely due to the classi-
fied nature of defence programmes and the novelty
of the issue. Nevertheless, several states have de-
veloped policies and doctrines that indirectly reg-
ulate the integration of artificial intelligence into
weapons systems. A notable example is the United
States, where the Department of Defense issued Di-
rective No. 3000.09! as early as 2012, with a revised
version adopted in 2023. This directive stipulates
that the development and use of autonomous and
semi-autonomous systems must preserve an “appro-
priate level of human judgment” over each decision
to apply force (Garamone, 2023). In effect, U.S. pol-
icy requires that a human operator remain within
the decision-ma king loop for all critical decisions
involving the use of force. Moreover, any new AWS
in the United States must undergo rigorous testing
and high-level approval. The directive mandates
that proposed systems be reviewed by a senior-lev-
el oversight body before deployment or operational
integration (Garamone, 2023). The goal is to ensure
that the system operates reliably and in compliance
with legal standards. Similarly, the United Kingdom’s
Ministry of Defence has declared that all domestic
weapon systems will operate under “responsible
human control” (House of Lords UK, 2024). In the
official position issued in 2018, France also empha-
sised that it does not intend to deploy fully autono-
mous systems without human involvement (France’s
national position..., 2024). Germany (Autonomous
Weapons, 2025) and the Netherlands (Netherlands
Government, 2022) have endorsed international
declarations affirming the necessity of “meaningful
human control”. Thus, a range of democratic states
are already de facto limiting the autonomy of weap-
ons systems through political commitments and
military policy instruments. It is worth noting that
some states (such as Russia and China) have made
few public statements on this issue, yet are actively
developing relevant technologies. In such cases, in-
ternational law serves as the primary safeguard, as
domestic legal lacunae may result in external con-
sequences (Boulanin & Verbruggen, 2017). National
mechanisms may also include export controls: for in-
stance, several countries, including the United States

1 U.S. DOD Directive No. 3000.09 “Autonomy in Weapon Systems”. (2012, November). Retrieved from https://www.esd.whs.mil/

portals/54/documents/dd/issuances/dodd/300009p.pdf.
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(Shibolet. Law Firm, 2025) and EU member states
(European Commission, 2024), have updated their
military control lists to enhance oversight of drone
exports and Al-related components that could be
used in lethal systems. These measures aim to pre-
vent autonomous technologies from falling into the
hands of malign actors or terrorist groups.

In summary, national regulation remains frag-
mented. Leading democratic states have incorporat-
ed requirements for human control and weapons re-
view procedures into their military doctrines, while
others have taken advantage of the absence of prohi-
bitions to pursue more experimental approaches. In
the future, it is expected that states will incorporate
international treaty norms (once adopted, or even in
anticipation of them) into domestic legislation. This
may include, for example, the criminalisation of the
development of fully autonomous “killer robots” or
the introduction of licensing regimes for military Al
research and development. Such steps would help es-
tablish a coherent legal space in which the rules of en-
gagement are defined and universally comprehended.

Practical case studies of autonomous weap-
ons use. To further analyse legal implications, it is
necessary to examine several documented instances
in which autonomous or semi-autonomous weap-
ons systems have been employed by various states.
As previously noted, in March 2020, during the civil
conflict in Libya, forces of the Government of Nation-
al Accord, supported by Turkey, deployed STM Kar-
gu-2 loitering munitions against fighters of the Liby-
an National Army, led by General Haftar. According
to a UN Panel of Experts report, these drones were
programmed to engage targets without requiring
a data connection to a human operator, “effective-
ly operating in a true “fire, forget, and find” mode”
(Nasu, 2021). This indicates that the drones inde-
pendently identified and engaged targets, making au-
tonomous decisions to strike. Although no confirmed
casualty figures were reported, the very occurrence
of an autonomous combat attack sparked significant
international concern. From a legal standpoint, the
incident raised several issues. Firstly, compliance
with IHL must be considered. Could the Kargu-2
system distinguish between combatants and persons
hors de combat? Was the principle of proportionality
observed — i.e., was excessive harm avoided? If the
drone had killed an unarmed individual or a civil-
ian, such action would have constituted a violation
of THL, raising the question of who bears responsibili-
ty — the operator (if one was not in control at the time
of the strike), or the commander who authorised the
use of the system in autonomous mode. Secondly,
the question of accountability arises. The UN report
(United Nations Security Council, 2021) was unable
to confirm whether any fatalities were caused direct-
ly by the drone’s actions. Had it been established
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that a war crime had been committed by the autono-
mous system, legal accountability could only extend
to the individuals who authorised its deployment or
were involved in its development. This case has re-
inforced calls for banning “human-out-of-the-loop”
systems, as it demonstrates that such technologies
have already reached the battlefield, while effective
accountability mechanisms remain underdeveloped.
In response to the incident, during UN meetings held
in 2021-2022, several states cited the Libya case as
evidence of the urgent need for legally binding rules
to prohibit similar uses of autonomous systems in the
absence of direct human control.

Israel has long been a supplier of autonomous loi-
tering drones. A well-known example is the IAI Har-
py, developed in the 1990s as a fully autonomous an-
ti-radiation munition. The Harpy is programmed to
patrol a designated area, autonomously detect enemy
radar signals, and dive toward the source to destroy
it (Perrin, 2025). This is a classic “fire-and-forget”
system: the operator launches the drone into a des-
ignated area, after which it operates independently,
without further commands. Such systems (including
the Harpy and its upgraded version, the Harop) have
been exported to several countries, including India,
South Korea, and Turkey, and were reportedly used
by Azerbaijan during the 2020 Nagorno-Karabakh
conflict (CSIS, 2020). The legal assessment of such
systems is twofold. On the one hand, the Harpy is
designed to strike strictly military objectives (specifi-
cally, radar installations) which are, by their nature,
legitimate targets under international humanitarian
law. Its algorithms are configured to detect specific
enemy air defence signals, reducing the probability
of striking a civilian object relatively low. This dif-
ferentiates it from a general-purpose “killer robot”
that autonomously seeks human targets. On the other
hand, the Harpy’s autonomy means that no human
verifies the target prior to attack. If an adversary
turns off their radar and another transmitter oper-
ating on the same frequency is present in the area,
the drone may mistakenly strike a non-combatant
object. In theory, this could include a civilian radar
beacon or other non-military equipment. In such cas-
es, compliance with the principle of distinction may
be questioned. Therefore, even highly specialised au-
tonomous systems carry a risk of error. One possible
regulatory safeguard would be to require states to
deploy such drones only in areas where civilian pres-
ence can be reliably excluded and only against ac-
tively functioning military targets. Notably, the Har-
py has been in service for many years, and no serious
incidents have been reported, suggesting that user
states likely implement certain precautionary meas-
ures. Nevertheless, the fact that more than ten coun-
tries currently possess a fully autonomous offensive
drone (Hammes, 2023), highlights a broader point:
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the era of autonomous weapons has already arrived,
and international law must keep pace by establishing
clear rules governing their use.

Many armed forces around the world deploy
stationary or ship-based weapon systems that auto-
matically engage enemy targets. Examples include
the U.S. Phalanx CIWS, which is installed on naval
vessels and military bases for intercepting missiles,
and Israel’s Iron Dome, designed to counter artillery
shells and rockets. These systems operate with a high
degree of autonomy due to the speed at which in-
coming threats must be neutralised — manual con-
trol would be insufficient. The legal framework!
governing their use typically operates is as follows:
an operator activates the automatic mode when an
incoming munition is detected, and the system then
independently decides when to fire. Notably, the tar-
gets in these scenarios are not humans but incoming
munitions or rockets — objects that are not protect-
ed under IHL. This distinction is significant: such
systems do not make decisions over human life or
death, but rather intercept hostile projectiles. IHL
does not prohibit the use of automation against inan-
imate military objects. Nonetheless, incidents have
occurred. During the 2003 Gulf War, the automated
Patriot PAC-2 system mistakenly shot down a Brit-
ish fighter jet, misidentifying it as an enemy missile.
Subsequent investigations revealed a failure in the
“friend-or-foe” recognition system (Piller, 2003).
This incident demonstrated that even defensive AWS
requires human oversight — at minimum, the capac-
ity for emergency shutdown or intervention. Since
then, operational protocols have been improved. For
instance, current Patriot system crews are bound by
strict rules regarding target identification, and in
cases of uncertainty, human confirmation is required
before engagement. From a legal perspective, such
incidents are generally classified as accidents or trag-
ic mistakes, since there was no intent to violate IHL.
Nonetheless, it is evident that full autonomy, even in
narrowly defined operational roles, can cause dan-
gerous consequences. To prevent such outcomes in
the future, legal instruments could include a require-
ment for a so-called “kill switch” — a human-operated
mechanism to immediately deactivate the automated
mode (United Nations, 2024), if the system behaves
unpredictably.

Current armed conflicts reveal a growing trend
in the deployment of autonomous and semi-auton-
omous systems. In the Russian war against Ukraine,
both sides extensively employ unmanned aerial vehi-
cles (UAVs) for reconnaissance and strikes. Some of
these UAVs are equipped with artificial intelligence
components. For example, the Russian Lancet-3

loitering munition reportedly possesses autonomous
targeting capabilities: it can detect targets based
on pre-programmed parameters and automatically
guide toward them without requiring further human
input (Perrin, 2025). Although it is likely that the
final strike decision is still made by a human oper-
ator (at least according to publicly available Rus-
sian sources), this reflects a broader trajectory: an
increasing number of functions are being delegated
to algorithms. On the Ukrainian side, the military
has reportedly been experimenting with systems that
use computer vision to guide drones toward enemy
equipment. In addition, both sides have reportedly
employed robotic platforms for fire support, such
as remotely operated turrets that, in theory, could
also operate autonomously. While none of these cas-
es resulted in known violations of international hu-
manitarian law, they contribute to a growing legal
grey area: it is becoming increasingly difficult to de-
termine where “smart automation” ends and “lethal
autonomy” begins. Contemporary conflicts indicate
that the widespread use of even semi-autonomous
systems is transforming the nature of warfare. Ad-
versaries may begin to act more rapidly, and the
pace of reciprocal strikes may accelerate to a level
where human decision-making cannot keep up -
posing serious challenges for escalation control. As
noted in an analysis by the Geneva Academy, if de-
cision-makers rely too heavily on fast-reacting auton-
omous systems, they may lose the ability to manage
crises and control escalation when events unfold on
the tactical level at speeds that outpace human in-
tervention” (Geneva Academy, n.d.). This is not only
a humanitarian concern but also a strictly military
one: warfare itself may spiral beyond the control of
the parties involved. The ongoing war in Ukraine has
further demonstrated how rapidly technologies can
proliferate — cheap drones and open-source software
for autonomous navigation are now accessible not
only to states, but also to non-state armed groups.
The legal implication is evident: there is an urgent
need to develop binding international rules, or future
conflicts risk becoming testing grounds for unregu-
lated autonomous systems.

Although autonomous weapons are most often
discussed in military contexts, their potential deploy-
ment in domestic settings cannot be overlooked. In
2016, police in Dallas (USA) used a remotely operat-
ed robot to neutralise an armed suspect — effectively
killing the perpetrator by detonating an explosive de-
vice attached to the robot (Solon, 2016). The device
was remotely operated, and thus legal responsibili-
ty was on the human operator. However, in 2022,
the authorities in San Francisco took the discussion

1 Additional Protocol to the Geneva Conventions, Relating to the Protection of Victims of International Armed Conflicts (Protocol I).
(1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.
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further by considering whether to authorise the po-
lice to deploy robotic systems with lethal capabili-
ties in certain emergency situations (The Associated
Press, 2022). Initially, the proposal received approv-
al from the city council, sparking widespread public
outcry and leading to its withdrawal. Nonetheless,
the precedent is significant: it marked the first at-
tempt to legalise the use of robots with potential
autonomous lethal capabilities in a civilian law en-
forcement context. The legal implications are clear —
such actions fall under constitutional protections and
statutory regulations concerning the use of force by
police. In many jurisdictions, the law explicitly re-
quires officers to issue a warning, attempt non-lethal
measures, and assess the necessity of force before re-
sorting to lethal means. A robot cannot autonomous-
ly fulfil these procedural safeguards. As a result, the
integration of Al into law enforcement will require
legal reform — at minimum, provisions must state
that any decision to apply lethal force must rest with
a human officer, and that the robot serves only as
an instrument. Otherwise, there is a risk of violating
the right to due process and the presumption of in-
nocence, as machines would effectively be executing
punishment without trial. This case underscores that
the regulation of autonomous weapons must extend
beyond the battlefield to address their potential de-
ployment in domestic security contexts. While public
backlash has constrained such initiatives, advancing
technologies are likely to increase the temptation to
use Al-driven systems for counterterrorism or public
order enforcement.

The case studies examined above demonstrate
that autonomous weapons are no longer theoreti-
cal - they are a present reality requiring urgent legal
reflection. Each case reveals vulnerabilities in exist-
ing law: whether in distinguishing lawful targets, en-
suring accountability, or adapting norms to the rap-
id tempo of modern combat. This analysis lays the
groundwork for a set of recommendations aimed to
mitigate the risks identified herein.

m Discussion

The study results indicated that the existing regula-
tory vacuum in the field of LAWS could not be filled
solely by a prohibitionist ethical approach or by me-
chanically applying the existing norms of IHL. While
the academic literature has traditionally been divid-
ed between these two positions (Sharkey, 2008; Asa-
ro, 2012; Schmitt, 2013), both empirical evidence
and normative analysis revealed deeper structural
inconsistencies within the current legal architecture.
In particular, the assumption that existing IHL norms
are sufficient to regulate LAWS lost credibility in the

face of their real-world deployment, which exposed
critical gaps in accountability and legal clarity (Win-
ter, 2022; Nnamdi et al., 2023; Clarke, 2024).

The notion that the core IHL principles of dis-
tinction, proportionality, and harm prevention can
be technically encoded remains conceptually fragile.
The principle of distinction, enshrined in Articles 48
and 51 of Additional Protocol I to the Geneva Conven-
tions!, requires human ethical judgement and contex-
tual awareness that cannot be replicated by algorith-
mic means alone (Rosert & Sauer, 2020; Nnamdi et
al., 2023). As a result, contemporary LAWS were not
capable of making legally informed decisions under
conditions of normative ambiguity or complex com-
bat environments. At the same time, the debate on
permissible levels of autonomy is shaped not only by
legal regimes but also by actors beyond intergovern-
mental institutions. As I. Bode (2024) demonstrated,
narratives emerging from diplomats, arms manufac-
turers, and journalists significantly shape perceptions
of autonomy, which in turn influence the legitimacy
of regulatory strategies. This form of “normative con-
structivism” contributes to the fragmentation of the
international legal order, as illustrated by Q. Qeri-
mi’s (2024) typology of state positions on LAWS.
The classification outlines six regulatory strategies
(ranging from total prohibition to conditional accept-
ance) and underscores the absence of a unified inter-
national consensus. Another layer of divergence lies
in public perception: research by K. Arai & M. Mat-
sumoto (2024) shows that support for LAWS varies
depending on context, such as national defence or
levels of civilian harm. This finding highlights the
need to account for ethical context when designing
regulatory frameworks.

The deployment of the Kargu-2 drone in Libya, as
documented in the report of the UN Security Coun-
cil Panel of Experts (United Nations Security Coun-
cil, 2021), brought renewed urgency to the issue
of legal accountability in the context of increasing
autonomy in combat systems. Despite the potential
compliance with the principle of military necessity,
the absence of clear evidence regarding human con-
trol over the decision-making process raised serious
concerns about adherence to the standard of “mean-
ingful human control” (International Committee of
the Red Cross, 2021). This regulatory gap illustrated
that the pace of technological advancement signifi-
cantly outstripped the capacity of legal frameworks
to respond to emerging challenges.

The international discourse on the legal gov-
ernance of AWS remained fragmented. While some
states, such as Austria and Mexico, supported the
adoption of a legally binding treaty, others (including

! Additional Protocol to the Geneva Conventions, Relating to the Protection of Victims of International Armed Conflicts (Protocol I).
(1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.
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the United States and Israel) employed a more cau-
tious stance (United Nations Secretary-General, 2023;
Qerimi, 2024). The persistent deadlock within the
framework of the Convention on CCW highlighted
the limitations of consensus-based diplomacy in the
face of deep geopolitical divides. The juxtaposition
between states such as the US, China, Israel, and
Russia, opposing strict regulation, and others such as
Austria, Mexico, or the Holy See, advocating for a
total ban, prevented the formation of a unified regu-
latory framework (Qerimi, 2024).

In this context, national approaches gained in-
creasing prominence. The US Department of Defense
Directive No. 3000.09!, France’s official position ad-
vocating an “appropriate level of human control,”
and the recommendations of the House of Lords
UK (2024) illustrated the emergence of internal reg-
ulatory models that could serve as a foundation for
a future global regime. This evolution from consen-
sus-based to polycentric norm-making reflected a po-
tential pathway towards the gradual codification of
new international standards.

As T.F.A. Watts & L. Bode (2024) argued, percep-
tions of autonomous systems are shaped by cultur-
al narratives, notably the recurring metaphor of the
“Terminator” as a hyper-precise guardian-machine
executing human intent. Such imaginaries served
to legitimise political strategies of underregulation.
Real-world examples of AWS implementation in law
enforcement (such as the Dallas police incident (So-
lon, 2016) or debates in San Francisco (Associated
Press, 2022)) pushed the issue outside the battlefield
and into the realm of domestic security. This expan-
sion necessitated the integration of IHRL, especially
the right to life and guarantees of due process.

At the core of the regulatory discourse remained
the concept of meaningful human control; howev-
er, no universally accepted definition or operation-
al mechanism has yet emerged. B. Perrin (2025)
proposes a multi-layered accountability model en-
compassing Article 36 of Additional Protocol I?
legal reviews, transparency requirements, and
criminal liability for negligent delegation of lethal
decision-making functions. In this context, the mod-
el introduced by T. Zurek et al. (2023) provided a
particularly illustrative conceptual framework. It
presented a hybrid architecture for an autonomous
combat system designed to comply with IHL. The
proposed framework integrated five key legal tests
(including proportionality, harm minimisation, and
the duty to take precautionary measures (Article 57)
within a formalised logical structure that could be

used for potential software-based implementation.
The tension between direct human control and par-
tially automated evaluation of the legality of combat
decisions was emphasised. By combining a knowl-
edge-driven architecture with normative constraints,
this model constituted a valuable conceptual contri-
bution to the discourse on the legal accountability of
autonomous systems.

The cumulative evidence presented in this study
suggests that legal accountability for autonomous
weapons cannot be sustained by traditional doc-
trines alone. Instead, an emerging solution lies in
the concept of embedded legality: the technical inte-
gration of international legal norms, such as propor-
tionality, distinction, and precaution, into the very
architecture of autonomous systems. This approach
transcends reactive legal enforcement and instead
redefines legality as a design imperative. By embed-
ding legal safeguards into system behaviour, and by
ensuring that these norms are encoded as operation-
al constraints, states can move toward a proactive
model of legal compliance. This reconceptualisation
may guide future regulatory instruments, offering a
constructive path between the extremes of prohibi-
tion and deregulation. In conclusion, contemporary
debate on LAWS cannot be reduced to the binary of
prohibition versus permission. Instead, it must be
grounded in the construction of a multi-layered reg-
ulatory framework capable of addressing the ethical,
legal, and security challenges posed by the evolution
of autonomous military technologies.

= Conclusions

The study examined the legal and ethical implica-
tions of deploying AWS, emphasising whether ex-
isting frameworks under IHL and IHRL remain ade-
quate to ensure accountability, legality, and civilian
protection. The research confirmed that key IHL prin-
ciples, such as distinction, proportionality, and pre-
caution, are difficult to implement algorithmically,
while traditional doctrines of command responsibil-
ity and weapons review lack the capacity to govern
systems operating without real-time human over-
sight. Drawing on case studies from Ukraine, Libya,
Israel, and the United States, the analysis revealed a
growing legal vacuum concerning the attribution of
responsibility in machine-led targeting. The ongoing
war in Ukraine, where Al-enabled systems have been
deployed with unclear command chains and limited
post-hoc attribution, underscores the urgency of en-
forceable safeguards and exposes the limitations of
existing legal architectures.

1 U.S. DOD Directive No. 3000.09 “Autonomy in Weapon Systems”. (2012, November). Retrieved from https://www.esd.whs.mil/

portals/54/documents/dd/issuances/dodd/300009p.pdf.

2 Additional Protocol to the Geneva Conventions, Relating to the Protection of Victims of International Armed Conflicts (Protocol I).
(1977, June). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.
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In response, the study proposes a shift in concep-
tual framing: the governance of AWS should not be
confined to a binary choice between prohibition and
permission, but reconceptualised as the construction
of a multi-layered normative architecture. A central
claim is that legal responsibility must be re-anchored
from the human operator to the technical design of
the system itself. Rather than treating the law as an
external constraint-imposed ex post, this study ar-
gued that legal norms must be embedded into the
algorithmic architecture ex ante - transforming IHL
principles into functional design parameters. The
proposed concept of “embedded legality” exceeds
the scope of external normative oversight and en-
tails the incorporation of legal norms directly into
the technical design of autonomous weapon systems.
It involves the codification of proportionality thresh-
olds, precautionary criteria, and standards of human
control as operational parameters embedded within
the system’s real-time decision-making logic. To op-
erationalise this concept, national and international
regulatory frameworks must require the integration
of such legal constraints as a condition for the devel-
opment, deployment, and export of AWS. This entails
embedding IHL-based thresholds not only in technical
specifications, but also in national legislation, certi-
fication protocols, and weapons review mechanisms.

The Russian war against Ukraine provides an em-
pirical testbed for this reconceptualisation, demon-
strating the risks semi-autonomous systems with-
out institutionalised review mechanisms or binding
standards of responsibility attribution. To address
these challenges, the study proposes a tripartite
national governance model: (1) a legally binding
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m AHoTtanisA. CTpiMKUII PO3BUTOK TEXHOJIOTIH IITYYHOTO iHTEJIEKTY paJuKabHO 3MiHIOE XapaKTep CyYacHOL
BiliHN, CIIPUYMHIOIOYY MOSABY aBTOHOMHUX CHCTeM O30PO€HHS, 3AaTHUX AiATH 3 MiHiMaJIbHUM BTPYy4YaHHAM
JII0AHU ab0 TTOBHICTIO 6€3 Takoro BTpy4aHHA. Y Iill CTATTi 3[iliCHEHO KOMIIJIEKCHUI MPaBOBUH i MOJIiTUKO-
NpaBOBUI aHaJli3 BUKJIMKIB, fAKi Taki CHCTEMH CTaHOBJIATH [JIA MiXHapOAHOTO T'yMaHITapHOTO Ipasa,
MiXHapOJHOTO NpaBa Ipas JIIOJUHU Ta rjiobanspHOI Oe3nekyu. Ha 0CHOBI JOKTpUHAJIBPHUX JIXKepeJl, TPaKTUKU
nepxas i momii y 36poiiHux KoHGJTiKTax (30kpema B JIiBii, YkpaiHi Ta Ha Biim3skomy Cxo/1i) OCITiqKeHO Taki
KJIIOYOBi MUTAHHA — NPUHIUNN PO3pi3HEHH:A Ta NMPOIMOPLIHHOCTI, MpobjeMy BiANOBiAIbBHOCTI Ta 3arpo3y
BTpPaTH JIIOJICBKOTO KOHTPOJII0. Y PpoOOTi OOIpyHTOBAaHO HEOOXi[HiCTh OaraTOpiBHEBOTO peryJIl0BaHHSA:
Bi[l IPUIHATTA WPUANYHO 3000B’A3aJIbHOTO MiXXHAPOJHOTO AOTOBOPY M0 pedopMyBaHHA HalliOHAJIBHOTO
3aKOHOJIaBCTBAa, BNIPOBAJI)KEHHsA O0OOB’A3KOBUX IOPUANYHUX €KCIepTU3, CTBOPEHHs MiXHAapOJHUX PEECTpPiB
i He3aJIeXXHOr0 MOHITOPHHTY. 3alpOllOHOBAHO TAaKOX TUMYAaCOBHI MOpPAaTOpili Ha BUKOPUCTAaHHSA MOBHICTIO
aBTOHOMHOI JIeTaJbHOI 30pol [0 yXBaJIeHHS HaJIeXXHUX NPaBOBUX TapaHTil i po3poOJieHHA CTaHAapTiB
TeCTyBaHHA. Y BHCHOBKY IMiJKpecJieHO: NpaBO He MOBMHHO BiJICTaBaTH BiJl TexHoJIOTil. YUiTke mpaBoBe
peryJiioBaHHA € KpUTUYHO BaXJIMBUM, I[00 rapaHTyBaTH, IO BOEHHI iHHOBAIil CJIYryIOTh JIIOACTBY, a He
3arpoXxyIoTh HOMy. Y KOHTEKCTi 3aHEelOKOEHD L[OZ0 BiANOBiAJIBHOCTI Ta 3a0e3nedyeHHs JOTPUMAaHHA [paBa
B peXUMi peasibHOrO 4Yacy B AOCJigXeHHi OyJI0O 3alpOomOHOBAaHO KOHLEMI[iI0 «BOYQOBaHOI IOPUANYHOCTI»
fIK TIepCHeKTUBHY HOPMaTUBHY MapaJurmMy peryJloBaHHSA aBTOHOMHHUX CHCTeM 030poeHHA. Takuil migxin
rnepeocMUCIIoE 3abe3nedeHHs JOTPUMaHHA IPaBOBUX HOPM He fIK BUKJIIOYHO NMOCTOAKTYMHUN I0pUANIHNUN
KOHTPOJIb, a fAK Mpolec iHTerparili Mi’>kKHapOAHOI'O0 I'yMaHiTapHOro IpaBa 0e3nmocepelHbO B apXiTeKTypy
MIPOEKTYBAHHA aBTOHOMHUX crcTeM 030poeHHA. Kogudikariito mpaBoBUX NPUHILUIIB, 30KpeMa po3MeXyBaHH:A
Ta MPOMOPLIHHOCTI B aJrOPUTMidHy JIOTiKy yXBaJIeHHs pillleHb OKPECJIeHO K TeXHiYHWN i HOpMaTHUBHUMI
3anobixkHUM 3axifl. Y cTaTTi KOHCTAaTOBaHO, L0 3a3HAYeHWU MiAXifl € Ai€BUM WILJIAXOM OO0 IMPaKTUYHOTO
BIIPOBA/I)K€HHsI HOPM Mi’)KHapOJHOI'0 T'yMaHiTapHOrO IpaBa B YMOBaX 3pPOCTaHHs aBTOHOMHOCTi cucTeM i
Mae OyTH iHCTUTYLiOHaIi30BaHUI depe3 OOOB’A3KOBi HalliOHaJIbHI Ta MiXXHApoAHi cTaHAapTu. B ymMmoBax
3pOCTaHHA aBTOMAaTH3allil BillHW BEPXOBEHCTBO IIpaBa Ta 'yMaHHICTh MaloTh OyTH BHUIUMU 3a aJITOPUTMU

m Kuti0o4oBi cjioBa: aBTOHOMHI cucTeMU 030pPO€HHS; IITYYHUI iHTEJIEKT; CyTTEBUIL JIIOACHKUI KOHTPOJIb;
BiliChKOBA Bi[MOBiJaJIbHICTh; IpaBOBe peryJiloBaHH:A; HallioHa/JbHa Oe3reka; BOyJJoBaHa IOPUANYHICTH
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m Abstract. In the context of full-scale war in Ukraine, the issue of psychosocial support for combatants and
their families is becoming particularly relevant. High levels of stress, the risk of developing maladjustment,
and problems of resocialisation and adaptation after participating in combat operations necessitate the
creation of systematic psychological support programmes. The study was based on a systematic analysis of
the literature and a review of the results of previous studies. The methodology was selected in accordance
with the outlined objectives and the specifics of the object and subject of the study: comparative analysis,
content analysis of scientific publications, and a systematic approach. The methodological tools were selected
based on the outlined goal and the specifics of the object and subject of the study: comparative analysis
methods, content analysis of scientific publications, and a systematic approach to summarising the social and
psychological practices used in different countries. Three main groups of approaches to psychosocial support
were compared: psychological (individual and group therapy, work with maladjustment and post-traumatic
stress disorder), social (resocialisation, family support, educational and professional programmes), and
integrative (multidisciplinary models and case management). Accordingly, the significance of psychological,
social, and integrative components in the system of social and psychological support has been established.
The study proved that the Ukrainian experience is unique, and the system of social and psychological support
is in the process of improvement due to the active phase of repelling military aggression, while the practices
of the United States, Israel and Canada have established mechanisms of state and public support due to the
absence of a direct threat. The results obtained can form the basis for optimising psychological and social
rehabilitation programmes for veterans, as well as for developing integrative support models that address the
needs of both combatants and their families

m Keywords: veterans; psychosocial support; rehabilitation; adaptation; social work; mental health

= Introduction

Military conflicts, in particular the full-scale war in
Ukraine, have become a significant challenge not
only for the national security system, but also for
mental health care and social security. Combatants
experience excessive psycho-emotional stress, wit-
ness and directly participate in traumatic events,
which significantly increases the risk of developing
maladaptive conditions, depression and anxiety dis-
orders. Many combatants experience some degree of

change in their psycho-emotional state depending
on the duration and intensity of their combat expe-
rience. This indicator tends to increase in conditions
of prolonged armed conflict. A substantial aspect is
the resocialisation and integration of veterans into
civilian life, which is accompanied by difficulties in
the areas of employment, family relationships and in-
terpersonal interaction, which can hinder post-trau-
matic personal growth (Nazar, 2024).
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L. Dzhigun et al. (2021) proved that returning
from war is often accompanied by feelings of alien-
ation, reduced social activity, and a lack of trust in
social institutions. This indicates the need for a com-
prehensive approach that combines psychological
assistance with social support measures. Ukrainian
researchers are actively studying various aspects of
the problem. For example, O. Stoliaryk & T. Semigi-
na (2023) emphasise that psychosocial support for
veterans should be provided not only at the level of
individual assistance, but also in the context of fam-
ily support, as the family is often a key resource for
adaptation. In their work, T. Gordeeva & A. Lazare-
va (2023) analyse the forms and methods of social
work with combatants and prove that multidiscipli-
nary practices are the most promising. Research by
N.V. Pozmogova et al. (2024) shows that one of the
key challenges in Ukraine remains monitoring the ef-
fectiveness of programmes. The lack of an adequate
evaluation system complicates the development of
long-term support strategies. This significantly dis-
tinguishes the Ukrainian experience from the inter-
national one, where monitoring and performance
evaluation are integral elements of state policy in the
field of working with veterans.

D. Biirgin et al. (2022) emphasised the role of
targeted psychological work with trauma, which
requires specialised methods and long-term ther-
apy. The specifics of long-term social support for
male and female veterans with complex traumat-
ic histories were highlighted by A.A.J. Scoglio et
al. (2022). The determinants of traumatic incidents,
their common manifestations, disturbances in nor-
mal psychological and biological functioning, and
negative health effects are highlighted by M. Ta-
han et al. (2021). The results of the study indicate
an associative link between social support and psy-
chological trauma through a methodological review.
International practices demonstrate a wide range of
models of socio-psychological support. In the United
States, the Department of Veterans Affairs combines
medical, educational, and social services for veterans
and their families. In Israel, there are rehabilitation
programmes that integrate psychological assistance
with social and professional support, ensuring the
adaptation of military personnel after combat oper-
ations. The Canadian experience is distinguished by
the active role of non-governmental organisations
cooperating with state institutions to ensure effective
case management. M. Halych (2025) emphasises the
importance of studying and adapting these practices
in the national context.

There is a need to systematise approaches to so-
cial and psychological support for veterans, analyse
Ukrainian and international experience, and identify
integrative models capable of ensuring effective as-
sistance to both military personnel and their families.

Scientific Journal of the National Academy of Internal Affairs, 30(3)

Therefore, social and psychological support for veter-
ans and their families is one of the promising tasks of
modern science and practice.

The study aimed to conduct a comparative anal-
ysis of contemporary approaches to social and psy-
chological support for combatants and their families,
as well as to systematise scientific and theoretical de-
velopments and practical models applied in national
and international practice. Following the goal, the
research tasks were outlined, which determined the
sequence of its stages: to clarify the conceptual and
categorical apparatus used in the field of psychoso-
cial support for military personnel and their families;
to analyse modern theoretical and applied research
in the field of psychological rehabilitation and social
integration of veterans; to identify the fundamental
principles of organising social and psychological sup-
port; to determine the possibilities for using integra-
tive models of assistance, considering the Ukrainian
context and international experience.

m Literature Review

The issue of socio-psychological support was ad-
dressed by many studies of both Ukrainian and for-
eign researchers. O. Stoliaryk & T. Semigina (2023)
emphasised the importance of psychosocial support
for veterans in the adaptation process, considered
the specifics of the veteran community as a category
of social work clients, and revealed methods of pro-
viding social support based on an approach focused
on the strengths of clients. O.V. Bezsmertna (2024)
explored the characteristics of post-traumatic growth
in combatants through the lens of vitality and resil-
ience. T.S. Vaida & O.S. Herashchenko (2024) pro-
posed methods for practical psychologists working
with psychotraumatic experiences, while M. Hal-
ych (2020) analysed the international experience of
psychosocial work with military personnel and the
possibilities for its adaptation in Ukraine. Practi-
cal recommendations for the differential diagnosis,
treatment and rehabilitation of individuals suffer-
ing from mental disorders associated with the influ-
ence of stressors typical of wartime were analysed
by O.S. Chaban et al. (2023). The consequences of
combat mental trauma during military conflicts, the
impact of traumatic events, and post-traumatic stress
disorder associated with combat operations were
highlighted by O. Blinov (2015), while V. Antonova
& N. Pidbutska (2024) emphasised the importance
of achieving psychological harmony between the
individual and their social environment. General as-
pects of psychological assistance and rehabilitation
of participants in armed conflicts and specialists in
high-risk professions were discussed by S.Y. Lebedie-
va et al. (2023). The specifics of rehabilitation work
with combatants, which will facilitate the comfort-
able reintegration of participants in the transition
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system into civilian life and their social security,
were highlighted by O. Gulbs & A. Kobets (2021) and
V. Aleschenko (2025). It is necessary to analyse cur-
rent approaches to improve psychological and social
rehabilitation programmes for veterans, as well as to
develop integrative support models that incorporate
the needs of combatants and their families.

= Materials and Methods

The methodological basis of the study was formed
by modern concepts of psychological rehabilitation,
social support and post-traumatic adaptation, which
consider personality recovery in the context of a
systemic approach. The theoretical framework was
defined at the intersection of the concept of social
support by O. Stoliaryk & T. Semigina (2023), the
theory of psychological resilience by O.V. Bezsmert-
na (2024) and the model of the biopsychosocial ap-
proach by V. Antonova & N. Pidbutska (2024). With-
in these concepts, socio-psychological support was
considered as a multi-level process that integrates
psychological, social, medical, and legal mechanisms
to facilitate the adaptation of veterans and their fam-
ily members.

Research into the regulatory framework was used
to assess the legal basis for the implementation of
state policy in the field of psychological assistance
to veterans, in particular, the analysis of the Law of
Ukraine “On the Status of War Veterans, Guarantees
of their Social Protection”, “On Social and Legal Pro-
tection of Military Personnel and their Family Mem-
bers”? and “On the System of Mental Health Care in
Ukraine”. The empirical basis of the study was the
results of the analysis of reports by international or-
ganisations (WHO, 2023).

To achieve this goal, a systematic and compara-
tive approach was used in combination with a dog-
matic analysis of regulatory and legal documents and
a structural and functional analysis of socio-psycho-
logical support. The comparison made it possible to
compare the Ukrainian experience with the practices
of other countries, such as the United States, Canada,
and Israel. This identified differences in the levels of
institutional organisation of assistance, programme
structure, approaches to monitoring effectiveness,

and the involvement of family resources in the reha-
bilitation process. The systematisation method was
used to organise the information obtained and iden-
tify the main groups of approaches (psychological,
social, integrative). This formed a generalised model
of social and psychological support that considers the
multidisciplinary nature of the process. The applica-
tion of a structural-functional approach addressed
social and psychological support as a holistic system,
the elements of which (individual psychotherapy,
social measures, institutional interaction) perform
complementary functions. This approach determined
the place of each component in the overall structure
of assistance to veterans.

= Results and Discussion

An analysis of contemporary literature devoted to the
issue of socio-psychological support for combatants
and their families has identified three main groups
of approaches: psychological, social and integrative.
Each of these groups has specific conceptual founda-
tions, implementation methods and specific results.
First, it is necessary to consider the legal regulation
of issues related to the provision of psychological, so-
cial and psychosocial assistance to veterans and com-
batants and their families, which in Ukraine is deter-
mined by several laws and subordinate regulatory acts.

Firstly, it is worth noting Law of Ukraine
No. 3551-XII4, which establishes the legal status of
veterans, guarantees them social protection and de-
fines their right to receive psychological assistance,
including through state programmes and specialised
institutions. Moreover, Law of Ukraine No. 2011-XII°
is also relevant, as it establishes a set of social guar-
antees, including the provision of free psychological
assistance to persons who are being discharged or
have been discharged from service, as well as to fam-
ily members of deceased or fallen military personnel.

The Law of Ukraine No. 4223-IX° adopted in
2023, which will come into force in 2025-2026,
addresses mental health issues. It defines the legal
and organisational basis for the functioning of the
mental health care system, including psychosocial
support for war veterans and their families. Among
the subordinate acts, Resolution of the Cabinet of

! Law of Ukraine No. 3551-XII “On the Status of War Veterans, Guarantees of their Social Protection”. (1993, October). Retrieved from
https://zakon.rada.gov.ua/laws/show/3551-12#Text.

2Law of Ukraine No. 2011-XII “On Social and Legal Protection of Military Personnel and their Family Members”. (1991, December).
Retrieved from https://zakon.rada.gov.ua/laws/show/2011-12#Text.

3 Law of Ukraine No. 4223-IX “On the System of Mental Health Care in Ukraine”. (2025, January). Retrieved from https://zakon.rada.
gov.ua/laws/show/4223-20#Text.

4 Law of Ukraine No. 3551-XII “On the Status of War Veterans, Guarantees of their Social Protection”. (1993, October). Retrieved from
https://zakon.rada.gov.ua/laws/show/3551-12#Text.

5 Law of Ukraine No. 2011-XII “On Social and Legal Protection of Military Personnel and their Family Members”. (1991, December).
Retrieved from https://zakon.rada.gov.ua/laws/show/2011-12#Text.

6 Law of Ukraine No. 4223-IX “On the System of Mental Health Care in Ukraine”. (2025, January). Retrieved from https://zakon.rada.
gov.ua/laws/show/4223-20#Text.
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Ministers of Ukraine No. 1338! is of key importance.
This document defines the procedure, conditions and
categories of persons who are provided with free
psychological assistance, as well as establishes a list
of institutions and specialists authorised to provide
such services. Another relevant element is Order of
the Ministry of Health of Ukraine No. 21182 The doc-
ument details the list of services, diagnostic methods
and therapeutic approaches that can be used in the
rehabilitation of veterans.

Ukraine has been dealing with Russian aggres-
sion since 2014. Since then, a range of studies were
conducted on the psychological, physical, and so-
cio-economic needs of Ukrainian veterans and their
families. In particular, veterans and their family
members may face various problems as a result of
military service and new experiences. In a guide for
veterans and their families, the following groups of
problems faced by veterans and their families are
highlighted: physical and mental health problems;
employment and financial difficulties; relationship
problems; housing problems and homelessness; so-
cial isolation (Lashko, 2023).

A significant proportion of veterans face physical
and mental health problems. Returning from service,
they often have serious physical injuries. Along with
this, mental health disorders are common, including
post-traumatic stress disorder, depression and anxie-
ty. Family members of veterans may also experience
secondary traumatic stress as they deal with the con-
sequences of their loved ones’ military experiences.
The quality of interpersonal relationships has a sig-
nificant impact. Military experience and the mental
and physical consequences of service often cause ten-
sion in family life (Halych, 2020). This is reflected in
an increase in the number of divorces. In addition,
unstable living conditions have a negative impact
on the psychological climate of the family and make
it difficult to create a comfortable environment for
children. After returning to civilian life, combatants
often feel alienated from society.

Most Ukrainian people have a lack of awareness
about mental health, healthy lifestyle, constructive
conflict resolution, meeting personal needs, and sup-
porting others. A lack of awareness of the processes
that occur in a person after returning from war and
ignorance of how to respond to these changes are
characteristic not only of veterans and their families,
but also of service providers and local government of-
ficials. This situation leads to prejudice against veter-

ans in communities and makes it difficult to create an
atmosphere of goodwill, mutual care and psychologi-
cal support both within families and at the community
level. Low public awareness significantly affects the
demand for psychosocial services, determining their
content and the quality of satisfaction. An addition-
al barrier is the prevalence of stigma and prejudiced
attitudes towards mental health, as well as fears re-
lated to confidentiality issues when seeking help. All
this hinders the development of an effective system
of psychosocial support for veterans and their fami-
lies in communities (Klymchuk & Tsarenko, 2021).
Providing psychological assistance is one of the
key factors ensuring the successful adaptation of mil-
itary personnel to peaceful living conditions after the
end of hostilities. Its main task is not only to over-
come the individual psychological trauma caused by
war, but also to restore and strengthen the individu-
al’s relationship with their natural, social and cultur-
al environment. This integrated approach not only
eliminates the consequences of physical and mental
trauma but also increases the individual’s resilience
to possible repeated crises. The social aspect of sup-
port is also essential, as it involves the creation of fa-
vourable conditions for the resocialisation and adap-
tation of veterans to the new realities of civilian life.
One of the most effective mechanisms for achieving
this goal is the operation of specialised rehabilitation
centres. Such institutions provide comprehensive as-
sistance, including psychological, medical and social
services, and help veterans to re-establish their social
roles, build interpersonal relationships and solve a
wide range of problems related to their integration
into peaceful life (Stasiuk & Fedorenko, 2025).
Psychological assistance to military personnel
and veterans primarily aims to overcome the individ-
ual psychological trauma caused by war, including
post-traumatic stress disorder, depression, anxiety,
and adjustment disorders. Cognitive-behavioural
therapy, desensitisation, and eye movement desen-
sitisation and reprocessing (EMDR) are most com-
monly used in individual psychotherapy. According
to international studies, it is the cognitive-behaviour-
al approach that demonstrates the highest effective-
ness in treating PTSD among veterans in the United
States and the United Kingdom (Halych, 2020). The
effectiveness of the cognitive-behavioural approach
in treating post-traumatic stress disorder has been
confirmed by numerous empirical studies and me-
ta-analyses. In particular, according to the American

! Resolution of the Cabinet of Ministers of Ukraine No. 1338 “Some Issues of Providing Free Psychological Assistance to Persons Discharged
or Discharged from Military Service, War Veterans, Persons Who Have Made Special Merits to the Fatherland, Family Members of Such
Persons and Family Members of Deceased War veterans and Family Members of Deceased Defenders of Ukraine in Accordance with the
Law of Ukraine “On the Status of War Veterans”. (2022, November). Retrieved from https://zakon.rada.gov.ua/laws/show,/1338-2022-

n#Text.

2 Order of the Ministry of Health of Ukraine No. 2118 “On the Organisation of Providing Psychosocial Assistance to the Population”. (2023,
December). Retrieved from https://zakon.rada.gov.ua/laws/show/z0126-24#Text.
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Psychiatric Association (PTSD Treatments, 2025) and
the World Health Organisation (2023), cognitive-be-
havioural therapy is one of the first-line treatments for
post-traumatic stress disorder. It provides a sustained
reduction in the frequency of flashbacks, nightmares,
and hyperarousal, and also contributes to improved
emotional stability, social functioning, and overall
quality of life. Group programmes help reduce feel-
ings of isolation and promote the formation of new
social connections, as confirmed by the practice of
Ukrainian volunteer psychological assistance centres
O. Stoliaryk & T. Semigina (2023). Early intervention
aimed to prevent acute psychotraumatic reactions in
soldiers who have just returned from the front is also
particularly relevant.

Social support for veterans covers a wider range
of measures aimed to restore social functioning, in-
tegration into civilian life and improving the quality
of life of their families. A significant proportion of
military personnel face employment and alienation
problems in civilian life after their return. Therefore,
resocialisation programmes include career guidance,
educational courses and involvement in community
initiatives. M. Halych (2025) demonstrated that ef-
fective assistance to veterans is impossible without
addressing the needs of their family members. In
many cases, it is the family that becomes the main
resource for adaptation, but at the same time, it ex-
periences high psychological and social stress. There
are a number of state programmes in Ukraine, but it
will take some time to assess their effectiveness.

In international practice, social approaches are
implemented through state agencies in cooperation
with non-governmental organisations. For example,
the United States has a Veterans Affairs system that
combines medical, educational, and social services.
The U.S. Department of Veterans Affairs implements
the Veterans Rehabilitation Program!, whose main
areas of focus are: medical rehabilitation (treatment
of injuries, amputations, prosthetics), psychological
support (PTSD therapy, depression, group and indi-
vidual counselling), employment and professional
adaptation programmes, as well as individual initi-
atives such as the Wounded Warrior Project, which
assists wounded veterans, and Vet Centres, which are
places for informal support for veterans. Another fea-
ture of the American model is the systematic mon-
itoring and evaluation of programme effectiveness.
This provides timely improvement of existing prac-
tices, implementation of new methods, and adapta-
tion of programmes to the needs of veterans and their
families. Thus, the American system of psychosocial
support is characterised by its comprehensiveness
and institutional diversity, and its effectiveness is
|

largely ensured by the inclusion of a family compo-
nent (Tahan et al., 2021; Halych, 2025).

In Israel, the Beit Halochem rehabilitation centre
provides professional psychological and psychiatric
assistance in the form of cognitive behavioural ther-
apy, social adaptation through joint activities and
training courses, and physical rehabilitation through
sport (Paralympic programmes). A distinctive fea-
ture of the programme is its focus on family support
and extensive sports and cultural programmes. It
provides a space for processing combat experiences,
using both individual and group work formats, em-
phasising adaptation to civilian life, including fami-
ly support components, and is often combined with
other areas of assistance (social, medical, profession-
al). A substantial component of the Israeli model
is the creation of a safe environment for collective
work with traumatic experiences. Programmes such
as Peace of Mind are designed to process through
the effects of combat experience in groups while in-
volving their families in the process of psychosocial
support. The integration of family counselling and
educational sessions fosters a shared perception of
the specifics of post-traumatic experiences, reducing
isolation and conflict within the family. Alongside
group therapy, national initiatives aimed to prevent
and treat post-traumatic disorders are substantial.
Programmes such as Shields of Resilience combine
psychotherapeutic interventions with social support,
creating conditions for stabilising the emotional state
of not only military personnel but also their immedi-
ate relatives. This helps reduce secondary trauma in
family members, who often bear the brunt of their
loved ones’ war experiences (Halych, 2025).

A group of American scientists, E.A. Prosek et
al. (2021), developed “Exemplary Practices for Mil-
itary Populations” (EPMP) with civilian psycholo-
gists and identified the necessary competencies. The
EPMP structure consists of seven main components:
military culture, identity development, system char-
acteristics, assessment of existing problems, treat-
ment, ethics, and protection (Kokun et al., 2023).
The Canadian psychosocial support programme is de-
signed for veterans who have served in the Canadian
Armed Forces or the Royal Canadian Mounted Police,
including veterans who need support. Family mem-
bers and caregivers of veterans, relatives living with
veterans, or those who provide care, also have access
to physical, mental, and social health support pro-
grammes. The programme highlights information for
military personnel who are about to complete their
service and need an action plan for transitioning to
civilian life, education, and employment. A separate
section provides information for individuals with

! Instruction of the Department of Defense of USA No. 6490.05 “Maintenance of Psychological Health in Military Operations”. (2011,
November). Retrieved from https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/649005p.pdf.
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somatic health problems (compensation, treatment
or support services, etc.). It also provides a list of
specialists and organisations working with veterans,
including social workers, psychologists, clinicians
and non-governmental organisations. The Canadi-
an psychosocial support programme for veterans is
a comprehensive government system implemented
through Veterans Affairs Canada and aimed to pro-
vide veterans and their families with a wide range of
services, including psychological, social, medical and
professional assistance. Its main goal is to create con-
ditions for full resocialisation, adaptation to civilian
life and the preservation of mental health for those
who have participated in military operations. The
support programme is complemented by a system of
rehabilitation measures that combine medical, psy-
chosocial and professional components. It involves
the development of individual rehabilitation plans
that include both physical and mental health recov-
ery, as well as professional reorientation, training
and employment assistance. Thus, the support has
not only a therapeutic but also a socio-economic di-
mension, aimed to ensure the stability and well-being
of the veteran and family. The Canadian psychosocial
support programme is based on an integrated model
that combines medical, psychological and social re-
sources into a single system. Its distinctive feature is
its focus on comprehensive assistance, covering both
the veteran and their family, as well as the active
involvement of community initiatives and volunteer
networks. This approach ensures long-term effec-
tiveness, reduces the stigma associated with mental
disorders, and contributes to improving the quality
of life of veterans after completing military service
(Veterans Affairs Canada, 2025).

Despite differences in structure and approach, all
three systems combine medical, psychological and
social components into a single care package. The
American model is notable for its scale and systematic
approach, the Israeli model for the depth of its psycho-
therapeutic work and family focus, and the Canadi-
an model for its social inclusiveness and cross-sec-
toral interaction. The synthesis of these elements
could form the basis for an effective model of psy-
chosocial support for combatants and their families.

The psychological and social components form
an integrative approach to supporting combatants
and their families, which includes the involvement
of a multidisciplinary team, the use of case manage-
ment, and cross-sector partnerships. Each component
will be analysed below. Multidisciplinary teams in-
clude psychologists, social workers, doctors, and
lawyers, developing an individual assistance plan for
combatants. Case management involves appointing a
specialist to coordinate all types of assistance for a
specific veteran and their family. As noted by O. Sto-
liaryk & T. Semigina (2023), elements of case man-
agement are already being implemented in Ukraine as
part of some projects of international organisations.
Cross-sectoral partnerships involve the integration
of state, public and international resources, which is
considered key to a sustainable support system, as
confirmed by the experience of Canada and Israel.

An analysis of the Ukrainian regulatory frame-
work related to the provision of psychological, social
and psychosocial assistance to combatants and their
families, and the identification of international ex-
perience, made it possible to compare the types of
approaches used in their implementation, the main
aspects of which are shown in Table 1.

Table 1. Comparison of Ukrainian and international experience
in providing social and psychological support to combatants and their families

Approach Ukraine USA/Canada/Israel
. s government programmes,
Psychological local initiatives, volunteer programmes large-scale mental health centres
Social benefits, educational programmes, volunteer integrated systems (Veterans Affairs, Ministry
initiatives of Defence), focus on employment and education
Integrative individual pilot projects supported by international | established multidisciplinary teams, developed
& organisations a case management system

Source: compiled by the author

The results show that Ukraine still prioritise psy-
chological and social measures, while integrative
models are only beginning to be implemented. When
working with families of combatants, two main as-
pects are usually highlighted: cooperation with them
as one of the most significant factors in the psycho-
logical rehabilitation and psychological support of
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combatants returning from war, and the provision
of direct psychological support to family members of
military personnel.

The results of the study demonstrated that suc-
cessful socio-psychological rehabilitation of veter-
ans has positive correlations with factors of family
well-being, and changes in family relationships can
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be substantial in the process of providing psycholog-
ical assistance to veterans. The family as a system
contains the following elements: basic elements (men
and women, adults and children); purpose (raising
the younger generation and further development of
all its members); order of functioning of the system
elements (rules by which the family lives, type of
communication between its members, characteris-
tics of their self-esteem); system energy (food, water,
air, activity and life positions of family members in
combination with each other); interaction with the
outside world (change in the family’s attitude to life)
(Hrynzovskyi et al., 2022).

Notably, a significant proportion of veterans who
need social and psychological support are often un-
able to access it. This leads to isolation from family
and friends. Analysing this phenomenon, it is possi-
ble to conclude that veterans create a kind of barri-
er around themselves to maintain control over their
own intimate experiences related to relevant people
and events (McCarroll et al., 2007). After transferring
negative events and experiences of war to peaceful
conditions, veterans continue to control the depth of
their own experiences and relationships, fearing to
feel the emotional pain associated with stressful situ-
ations again (Newby et al., 2005).

Conclusions regarding the need for a compre-
hensive approach to supporting veterans are con-
sistent with the findings of O. Stoliaryk & T. Semi-
gina (2023), emphasising that only a combination
of psychological assistance and social integration can
ensure sustainable results. The work of a psycholo-
gist with trauma must be complemented by social
support for the family. The study by O. Stoliaryk &
T. Semigina (2023) confirms the results of the analy-
sis, as it focuses on the problems of resocialisation of
military personnel, which remain the least addressed
in Ukraine. In this regard, the experience of the Unit-
ed States, where special programmes for professional
adaptation and retraining are in place, may be par-
ticularly useful.

In contrast to American models, the Ukrainian
support system is in a stage of active development
and involves coordination between state and public
institutions. Analysis shows that existing programmes
are difficult to evaluate, which complicates their im-
provement. In the US and Canada, on the contrary,
monitoring results are an integral part of government
policy in the field of veteran support. Another differ-
ence is the role of the family. In international models,
the family is viewed as a key source of support.

Self-care for mental health and the well-being of
loved ones requires learning self-help and self-sup-
port skills. This primarily involves the ability to be
attentive to personal inner states, listen to bodily sig-
nals and emotions, and trust existing self-regulation
mechanisms developed throughout life. A substantial
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element is the practice of self-acceptance and the
development of the ability to adequately assess and
accept personal feelings without judgment. A further
awareness of personal emotions creates the condi-
tions for effective management of them. In situations
of increased anxiety, panic or emotional tension, it is
advisable to use special techniques and exercises to
regulate your psycho-emotional state. In most cases,
each person already has some individual experience
of coping with stress; therefore, it is necessary to re-
fer to those strategies that have previously helped to
restore inner balance.

An equally significant factor in maintaining psy-
chological well-being is one’s social environment.
Support from family, friends, colleagues, peers, and
associates is essential in strengthening one’s inner re-
sources. The presence of an empathetic and attentive
circle of communication contributes to a sense of se-
curity and acceptance. At the same time, it should be
emphasised that the absence of such an environment
is a completely natural phenomenon, and in such
cases it is worth seeking help from professional psy-
chologists, social workers, counsellors or volunteers
who provide psychosocial support.

Psychological support and mutual support groups
have also proven to be effective. In particular, peer-
to-peer programmes, which assist veterans to other
veterans and their families, have become widespread.
Such groups not only provide emotional relief but also
create a space of trust where participants can share
their experiences with people who have had similar
experiences. At the same time, the psychologist pro-
vides emotional support and creates an atmosphere
of acceptance, caring and empathy. This contributes
to the individual feeling validation, value and enti-
tlement to personal experiences (Lashko et al., 2023).

At the same time, social and psychological support
for combatants and their families in Ukraine must be
based on the specific nature of the Russian-Ukrainian
war, considering the unique experience of Ukraini-
ans. A critical condition for improving the effective-
ness of the system is reducing the stigma surrounding
mental health, raising public awareness, and creating
clear pathways to assistance and accessible services
for veterans and their families. Families deserve spe-
cial attention as a key resource for recovery: expand-
ing the range of family and parental support, pro-
grammes for children, and training modules on stress
management and constructive communication skills.
The results obtained formulated several substantial
conclusions regarding the further development of
theory and practice: a combination of psychological
and social approaches should form the basis of fu-
ture support programmes; it is necessary to create a
single state centre to coordinate the activities of var-
ious institutions and organisations; family participa-
tion in support programmes is key to the successful
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adaptation of veterans. Drawing on the experience of
countries with a long history of supporting the mili-
tary will accelerate the development of the Ukraini-
an system, but when integrating this experience, it is
essential to consider the uniqueness of the Ukrainian
experience. In addition, some Ukrainian programmes
are still in the implementation stage, so there are no
long-term results on their effectiveness.

A summary of the results of comparing interna-
tional experience in providing social and psycholog-
ical support to combatants and their families identi-
fied several key areas.

= Firstly, individual psychological counselling
for family members is a substantial component. Such
counselling helps to reduce anxiety levels, learn emo-
tional self-regulation, restore a sense of security and
develop internal resources to support combatants.

= Secondly, family and group therapy are effi-
cient. It can be used to address all family members
simultaneously, reducing tension in relationships,
establishing new patterns of interaction, and preserv-
ing family unity. Through group work, families can
receive support from other families experiencing sim-
ilar difficulties.

= Thirdly, social support is becoming increasing-
ly significant. This includes educational and upbring-
ing programmes for children of military personnel,
financial assistance for families of those killed in
action, and the organisation of leisure and rehabil-
itation activities. A substantial component of social
support is also the development of communities and
volunteer initiatives that unite families of veterans
and create an environment of mutual assistance.

= Fourthly, an essential element is the devel-
opment of stress management skills among family
members. This may include special training cours-
es aimed to develop effective communication skills,
constructive conflict resolution, emotional stability
and the ability to adapt to new circumstances.

= Fifth, legal and informational assistance is a
substantial component. Families of combatants need
access to information about social benefits, legal
protection mechanisms, educational and medical
programmes. The creation of specialised counselling
centres and resource platforms greatly facilitates the
process of obtaining such assistance.

Social and psychological support for families of
combatants is a multidimensional process that com-
bines psychological interventions, social services,
educational and legal mechanisms. A comprehensive
approach not only ensures the stability and well-be-
ing of the family but also increases the effectiveness
of the rehabilitation and adaptation of combatants.
The development of a family support system is an
essential condition for the successful integration of
combatants into peaceful life and the preservation of
social stability in society.
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m Conclusions

The study established that social and psychological
support for combatants and their families should be
structured as a comprehensive, multi-level system in
which psychological interventions are inextricably
linked to social programmes, legal mechanisms and
institutional coordination. The need for such a sys-
tem is due not only to the growing number of veter-
ans, but also to the long-term consequences of partic-
ipation in combat operations, such as post-traumatic
stress disorder, social isolation and loss of adaptive
skills. In the context of prolonged armed conflict, it
is the integrated approach of combining individual
and group psychotherapy, family-oriented practices,
and targeted social assistance to families that pro-
vides the most sustainable results in the recovery
and return of combatants to active civilian life.

In the process of analysing international expe-
rience, the study demonstrated that countries with
long-standing experience of military conflicts (the
United States, Israel, and Canada) already have
well-established systems of comprehensive support
for veterans. These include not only psychological
assistance, but also a developed infrastructure of
social services, mechanisms for professional reinte-
gration, legislative guarantees and state funding. In
Ukraine, however, such programmes are still in the
process of being developed, and one of the main dis-
tinguishing factors remains the fact that Ukrainian
society is in a state of full-scale invasion, which sig-
nificantly complicates the stable implementation of
systemic measures.

Therefore, the development of an effective na-
tional model of socio-psychological support should
be based on the integration of evidence-based psy-
chological approaches, systemic social measures,
institutional coordination, and a family-oriented ap-
proach. Such a model can ensure not only the indi-
vidual recovery of veterans, but also the resilience
of communities and society as a whole. Promising
areas for further research include large-scale em-
pirical evaluations of the effectiveness of Ukrainian
support programmes, the development and testing of
integrative models that include a family component,
analysis of gender aspects, and the study of the role
of community initiatives and volunteer movements
in building a comprehensive support system.
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OiAX 3yMOBJIIOIOTH MOTPedy y CTBOPEHHi CUCTEMHHUX IporpaM MCHUXOJIOTiYyHOI mgomoMoru. MeTow cTatTi
OyB aHaJIi3 Cy4yaCHMX IiAXOJiB COLiaJbHO-TICUXOJIOTiYHOI MiATPUMKU y4aCHUKIB OOMOBUX [ill Ta 1IX pOAuH,
y3arajbHEeHHs HayKOBHX HalpalloBaHb, BUOKPEMJIEHHs KJIIOUOBUX HAIpPsAMiB YJOCKOHAJI€HHSA CHUCTEMH
JOTOMOTY yYyacHUKaM OOMOBUX [ill Ta 1X poAuHaM. MeTOo[OoJIOTiuHNI iHCTpyMeHTapill oOpaHo BiANOBigHO
[0 oKpecjieHOI MeTH, crhienudiku o0’ekTa I MpeaMeTa MOCTiIKEHHS: MeTOOU IOPiBHAJIBHOIO aHai3ly,
KOHTEeHT-aHaJli3 HayKOBUX NyOJiikamliii, CUCTEeMHUMN MiAXif OO0 y3arajbHEHHA COIiaJIbHO-IICUXO0JIOTiYHUX
MPAaKTUK, BUKOPUCTAHUX y Pi3HUX KpalHaX. 3iCcTaBjieHO TPU OCHOBHi Ipynu HigXOMiB A0 INCHXOCOLiaJIbHOI
MiATPUMKU: IICUXOJIOTiuHI (iHAMBiAyaysbHa Ta IpyloBa Tepamis, po6oTa 3 [Ae3ajanTaliiHUMU CTaHaMU
Ta MOCTTPAaBMAaTUYHUM pPO3J1aJIoM), coliaJibHi (pecormiasisamis, miATpUMKa POOUH, OCBITHBO-TIpodeciiiHi
nporpamMmu), iHTerpaTuBHi (MyJIbTUAUCITUILTIHAPHI MOeJTi Ta Kekc-MeHe)KMeHT). OOrpyHTOBAHO BaXJIMBiCTh
ypaxyBaHHA IICUXOJIOTiYHOI, COIiaJIbHOI Ta iHTEerpaTUBHOI CKJIAJIOBUX YV CHUCTEMi COIliaJIbHO-IICUXOJIOTi4HO1
migTpuMKu. JloBeZleHO, IO YKPaiHCBKUM MOOCBi[ € YyHIKaJbHUM, a CHCTeMa COIiaJbHO-IICUXO0JIOTi4HO1
MiATPUMKU 3HAXOOWUTHCA Ha eTani BAOCKOHAJIeHHA B KOHTEKCTi aKTHWBHOI a3y MPOTHUCTOSHHA 30POMHIN
arpecii, HaToMicTp npakTuku Crosydenux llraTtie AMepuky, I3paimo Ta KaHagu maroTe crajii MexXaHi3sMu
JEepXaBHOI Ta T'POMAaJICbKOl MiATPUMKU Yepe3 BUKJIIOUEHiCTh KOMIIOHEHTa mpsAMol 3arpos3u. OTpumasxi
pe3yJbTaTh MOXYTb CTaTH OCHOBOIO MiJi Yac BHMKOPHCTAHHA [JIA ONTHMi3allil mporpaM IICHUXOJIOTiYHOI Ta
coniajpHOI peabijiTalil BeTepaHiB, a TakoX AJA (GOpMyBaHHA iHTErpaTUBHUX MofeJiel MiATPHUMKH, IO
BPaxOBYIOTh fIK IOTPeOM y4acHUKiB OOMOBUX Oili, Tak i 4JleHiB IXHiX poaquH

m KutiouoBi cijioBa: BeTepaHH; MCHUXOCOIiajibHa MiATpUMKa; peabisiTarlis; agamTailis; comiajbHa po6OTa;
MCUXiyHe 340pOB’a
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m Abstract. The relevance of this work lies in the need for society and the state to recognise the reality of the
threat to the environment, which is reflected in the areas of state environmental policy, the main principles
of which are to ensure environmental safety in Ukraine, to improve its level in the exclusion zone, to ensure
environmental balance and to ensure accountability for violations of environmental legislation. The aim of
the article was to conduct a systematic analysis of environmental protection issues in light of the provisions
of national and international criminal law doctrine, to identify its inconsistencies and contradictions, to
provide scientifically sound recommendations, and to develop proposals for improving its application and
eliminating the identified contradictions. The methodological basis of the study was a system of general
and special methods, which includes systemic-structural, logical-dogmatic, formal-legal, and terminological
methods. The shortcomings of criminal law protection of the environment have been identified and ways
to overcome them have been proposed, namely: mechanisms for environmental protection at the national
and international levels have been identified, problematic issues and inconsistencies that may arise at
the legislative level during the formulation or improvement of the relevant criminal law prohibition have
been outlined, norms that could lead to legal conflicts have been identified, and the need to strengthen the
imperative nature of legislative norms in order to ensure guarantees of the right to a safe environment has
been proven. The expediency of strengthening the link between the right to a safe environment and other
human rights guaranteed by the Constitution of Ukraine was analysed. Conclusions were formulated in the
field of improving legislation on liability for criminal offences against the environment, focusing on the need
to take into account the implementation of guarantees of the right to a safe environment as an element not
only of environmental but also of national security of the state, and specific directions for improving the
current criminal legislation of Ukraine are proposed. Taking into account the provisions of international acts
aimed at strengthening the effectiveness of criminal law protection of the environment, the expediency of
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using the principle of clarity in the formulation of legal terminology in legislative practice has been proven.
The practical value of the work lies in the fact that the results of scientific research will contribute to the
complete and correct qualification of the analysed acts by practitioners and compliance with the principle of

justice in the implementation of criminal liability

m Keywords: criminal offence; criminal liability; international legal act; martial law; natural environment;

mineral resources; subsoil

= Introduction
In the modern world, environmental problems such
as climate change, the formation of ozone holes, de-
forestation, water pollution, and the damage or de-
struction of the natural environment are causing in-
creasing concern, becoming especially acute during
armed conflicts. As of 2025, the situation regarding
environmental security in Ukraine remains difficult
due to active military actions by the Russian Feder-
ation, which pose a direct threat to the natural envi-
ronment. Despite the entry into force of the Law of
Ukraine No. 2697-VIII “On the Fundamental Princi-
ples (Strategy) of the State Environmental Policy of
Ukraine for the Period up to 2030, the state of leg-
islative protection of the environment continues to be
characterised by the absence of a coordinated state
policy. A component element of the implementation
of policy in the sphere of environmental protection, as
defined in Law No. 2697-VIII, is the criminal law im-
pact on environmental criminal offences, the essence
of which includes activities aimed at intensifying crim-
inal law means of countering crime and their practi-
cal application. Given the declared direction of state
policy in the form of strengthening law enforcement
activities in the field of environmental protection, the
relevance of defining the environment as an object
of criminal law protection in national and interna-
tional legislation becomes evident. One of the central
elements of criminal law protection defined in Part 1
of Article 1 of the current Criminal Code of Ukraine?
(hereinafter — CC) is the environment. According-
ly, the provisions of the CC serve as an indisputable
component of the mechanism for countering viola-
tions of environmental legislation (Berdnik, 2019).
Ukrainian academics have made a significant
contribution to the development and improvement
of criminal law protection of the environment.
L.V. Berdnik (2019) investigated the theoretical and
applied principles of criminal law protection of wa-
ter resources. Author’s work resulted in a system for
the integrated criminal law protection of Ukraine’s
water resources, based on studying their properties
as an integral element of the environment. O.0. Du-
dorov & R.O. Movchan (2020) have for many years
researched the specifics of environmental criminal

offences, defining the main provisions of their crim-
inal law characteristics. They have also carried out a
comprehensive critical review of criminal law norms
concerning liability for violations of rules for the pro-
tection or use of the subsoil and illegal mineral ex-
traction, developing well-founded recommendations
for improving the provisions of the CC of Ukraine.
V.K. Matviychuk & V.P. Olinyk (2022), in a mono-
graph, studied the features of criminal law protection
of the sea from pollution and littering as a compo-
nent of modern social and legal problems. T.S. Sa-
dova (2023) was the first in Ukraine to provide and
substantiate a number of original conceptual ideas in
a scientific study of modern problems of criminal law
qualification of international war crimes against the
environment under international criminal law.

Yu.A. Turlova (2023) examined theoretical and
practical issues of environmental crime. Author in-
vestigated the phenomenon of environmental crime,
its trends, and development prospects, outlining the
components of a conceptual model for a system to
combat environmental crime and identifying the
most important elements of a strategy for its preven-
tion. Based on official statistics from the Prosecutor
General’s Office and the State Judicial Administration
of Ukraine, the researcher analysed the group aspect
of environmental crime. This allowed for the estab-
lishment of specific characteristics of this category of
criminals and the determination of indicators of group
criminal activity within organised groups. O.V. Ba-
zov (2023) studied the genesis of environmental pro-
tection in the process of law enforcement by interna-
tional criminal justice bodies, defining the role and
significance of international legal acts in developing
the legal framework for the activities of international
criminal courts in combating environmental crimi-
nal offences. S.I. Marco (2024) focused on the ap-
propriateness of improving the system for combating
environmental crime, adapting the CC of Ukraine to
the requirements of the European Union, and achiev-
ing compliance with its requirements and goals.

J. Schillinger et al. (2020) are among the inter-
national researchers who have studied the scientif-
ic discourse on the impact of armed conflicts on the

! Law of Ukraine No. 2697-VIII “On the Basic Principles (Strategy) of the State Environmental Policy of Ukraine for the Period Until
2030”. (2019, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2697-19#Text.
2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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natural environment. The researchers highlight two
main problems in the field of scientific knowledge
about water resources and their management in con-
flict situations. Firstly, the available information on
the impact of conflicts remains limited. However, the
increase in the number of scientific publications over
the past decade indicates that this gap is gradually
narrowing due to the efforts of the scientific com-
munity. Secondly, there is insufficient integration of
knowledge across different thematic studies, regional
contexts, and types of conflict.

Despite the significant scientific and practical
value of the work of these researchers, many ques-
tions regarding the understanding of the environ-
ment in national and international legislation, espe-
cially under martial law, have remained debatable,
insufficiently explored, or completely unresearched.
In light of this, the aim of this Article was to out-
line the problems in defining the term “environment”
by conducting a study of national and international
criminal law doctrine on the protection of the natu-
ral environment, ensuring environmental safety, and
implementing the principle of inevitability of pun-
ishment for committing criminal offences against the
environment.

= Materials and Methods

To conduct the scientific study “the environment” as
an object of criminal law protection from the perspec-
tive of national and international legal regulation, a
methodology was chosen that includes the necessary
tools for a critical analysis of the provisions of the
Criminal Code of Ukraine! with an emphasis on in-
ternationally recognised standards for ensuring envi-
ronmental safety. The following methods were used
in the research: terminological, systemic-structural,
dogmatic, comparative legal, and formal-logical. The
concept of “the environment” was investigated using
the terminological and formal-logical methods. The
systemic-structural method facilitated a comprehen-
sive theoretical analysis of international legal acts
and Ukrainian legislative norms for their consistent
systematisation and the identification of legislative
innovations. It also helped in determining the con-
nections between the analysed norms and the pro-
visions of current criminal legislation and in study-
ing the internal structure of the system of CC norms
related to criminal liability for environmental crim-
inal offences. The dogmatic method was used to an-
alyse the objective and subjective characteristics of

environmental criminal offences and to clarify spe-
cific criminal law terms. Through the application of
this method, it was found that when formulating and
justifying proposals, it is necessary to consider not
only the modern realities of law enforcement but also
the latest trends in positive law-making activities.
The comparative legal method was used to compare
Ukraine’s criminal legislation regarding liability for
environmental criminal offences with international
legislation in this area.

The theoretical basis of the research was the con-
clusions of researchers and lawyers from Ukraine
and other countries. During the preparation of this
study, provisions of a number of national legislative
acts were examined, including criminal law norms
that provide for liability for environmental criminal
offences in the provisions of the CC of Ukraine, the
Laws of Ukraine “On the Basic Principles (Strategy)
of the State Environmental Policy of Ukraine for the
Period until 2030”72, and “On Amendments to the
Criminal, Criminal Procedure Codes of Ukraine and
Other Legislative Acts of Ukraine Regarding the Im-
provement of Types of Criminal Punishments”®.

= Results and Discussion

The legally defined duty of the state to ensure envi-
ronmental safety and maintain ecological balance in
Ukraine, as well as to preserve and reproduce the gene
pool of the people (Article 16 of the Constitution of
Ukraine), underscores the relevance of studying coun-
termeasures against these offences, including environ-
mentally punishable criminal acts*. When identifying
the system of global challenges, it is clear that the is-
sues of environmental offences and liability for their
commission are highly complex (Vorobei et al., 2022).

The situation that has developed in Ukraine due
to Russia’s full-scale military invasion in February
2022 has a direct impact on the norms of interna-
tional law concerning the protection of the natural
environment during armed conflicts. Even before the
start of the Russian-Ukrainian war, the state of the en-
vironment in Ukraine was close to critical. According
to data published in legal acts, in 2019, two-thirds of
Ukraine’s population lived in areas where the air qual-
ity did not meet established hygiene standards; due
to toxic, microbiological, and biogenic pollution, the
ecological state of the country’s river basins, coast-
al, and territorial waters of the Black and Azov Seas
was constantly deteriorating; a significant Part of
Ukraine’s territory (about 57%) suffered from water

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

2Law of Ukraine No. 2697-VIII “On the Basic Principles (Strategy) of the State Environmental Policy of Ukraine for the Period Until
2030”. (2019, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2697-19#Text.

3 Law of Ukraine No. 3342-IX “On Amendments to the Criminal Code, Criminal Procedure Code of Ukraine and Other Legislative Acts
of Ukraine Regarding the Improvement of Types of Criminal Punishments”. (2023, August). Retrieved from https://zakon.rada.gov.ua/

laws/show/3342-20#n160.

4 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.

35

Scientific Journal of the National Academy of Internal Affairs, 30(3)




The environment as an object of criminal law protection...

and wind erosion; approximately 20% of Ukraine’s
land was polluted; more than 150,000 hectares of
land were damaged by mining or other activities; due
to the lack of effective state control, the mass forma-
tion of illegal dumps and landfills became possible,
as well as the recording of numerous violations of
laws during the handling of hazardous waste!. Since
the publication of this data, the situation has only
worsened due to active military operations. Every
day of the full-scale war causes irreparable damage
to the environment — water resources and air are
polluted, ecosystems are declining, land degradation
is observed, and a significant amount of spent am-
munition and its fragments remain in the territories
where combat operations are or were taking place
(Vronska, 2023). Due to active combat, the Ukrain-
ian environment is suffering immense damage, the
consequences of which will be felt for decades. Burnt
forests, plantations and shrubs, water bodies and soil
contaminated or poisoned with heavy metals, and an
countless number of destroyed animals and plants are
only a Part of the Russian aggression from which the
environment of Ukraine is suffering (Turyk, 2023).

According to S. Pakhomi (2024), armed conflicts
lead to significant damage and degradation of the
natural environment, and the negative environmen-
tal consequences, which are in some cases irrevers-
ible, continue even after the conflict ends. Interna-
tional researchers note that modern wars have an
increasingly negative impact on ecosystems, which
is associated with the increased destructive potential
of modern weapons that cause more serious damage
to the natural environment (Schillinger et al., 2020).
Through the media, an open letter from several doz-
en scientists from around the world was published,
appealing to the UN International Law Commission
with recommendations to recognise environmental
damage in combat zones as a war crime (Daft, 2019).
In addition, scientists proposed to prepare and adopt
a fifth Geneva Convention, which would contain a
list of measures, grounds, and conditions for holding
governments accountable for environmental dam-
age caused by their armed forces. Subsequently, in
1992, attempts were made to develop a fifth Geneva
Convention on the Protection of the Natural Environ-
ment During Armed Conflict (Plant, 1992), however,
this idea was not implemented. Scientists called on

the governments of states to define clear guarantees
of biodiversity and use the commission’s recommen-
dations to protect the environment during military
actions (Sadova, 2022).

Principle 21 of the Stockholm Declaration? on
the human environment absolutely prohibits causing
damage to the natural environment. The advisory
opinion of the UN International Court of Justice re-
garding the legality of the threat or use of nuclear
weapons® prohibits intentional infliction of severe
damage to the natural environment on the territory
of another state and indirectly attests to the custom-
ary nature of the application of environmental law
during armed conflicts. Important principles aimed at
the international legal protection of the environment
were enshrined in the Rio Declaration on Environ-
ment and Development*, which focuses on an anthro-
pocentric understanding of sustainable development.
The activities of the International Committee of the
Red Cross, which developed the Guiding Principles
for the Protection of the Natural Environment in
Armed Conflict (1994), play a significant role in pro-
tecting the natural environment. The Rome Statute of
1998° s a vital international agreement that reflected
the importance of environmental protection during
armed conflicts.

However, as Yu. Dmitriev (2024) points out, the
key international legal obligations of states in the
field of environmental protection during armed con-
flicts are provided for by only a few environmental
treaties, which are discussed in more detail below.
At the same time, they are not without flaws. S. Pa-
khomi (2024) notes the following as the main short-
comings of international law norms that regulate the
protection of the environment during armed con-
flicts: 1) a lack of clarity in the criteria for establish-
ing unacceptable environmental damage; 2) a lack of
legal clarity regarding the protection of structural el-
ements of the environment as civilian objects; 3) the
hypothetical nature of implementing the principle of
proportionality when environmental damage is es-
tablished only as additional losses.

In general, the content of the norms of Additional
Protocol I to the Geneva Conventions of 1949° implies
a threshold of unacceptable environmental damage.
However, despite the legal warning, these provi-
sions require improvement, as the legal protection

! Law of Ukraine No. 2697-VIII “On the Basic Principles (Strategy) of the State Environmental Policy of Ukraine for the Period Until
2030”. (2019, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2697-19#Text.
2United Nations Conference on the Human Environment. (1972, June). Retrieved from https://www.un.org/en/conferences/

environment/stockholm1972.

3 Advisory Opinion of the International Court of Justice “Legality of the Threat or Use of Nuclear Weapons”. (1996, July). Retrieved from
https://iilj.org/wp-content/uploads/2016/08/Legality-of-the-Threat-or-Use-of-Nuclear-Weapons-1996.pdf?utm_source.

*Report of the United Nations Conference on Environment and Development. (1992, June). Retrieved from https://www.un.org/en/
development/desa/population/migration/generalassembly/docs/globalcompact/A_CONF.151_26_Vol.I_Declaration.pdf.

5 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588+#Text.
5 Protocol Additional to the Geneva Conventions and relating to the Protection of Victims of International Armed Conflicts (Protocol I).
(1949, August). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199#Text.
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of civilian objects does not provide a sufficient level
of protection for the elements of the natural environ-
ment during armed conflicts. Despite the significance
of the provisions of Additional Protocol I, their ap-
plication during military operations is limited, which
necessitates the development and adoption of a new
international agreement.

The Draft Principles on Protection of the Envi-
ronment in Relation to Armed Conflicts' developed
by the UN International Law Commission at its 73
session in 2022, declared the following principles of
environmental protection:

1) Principle 19: General environmental obligations
of an Occupying Power — An occupying state is obli-
gated to take appropriate measures to prevent damage
to the natural environment of occupied territories;

2) Principle 20: Sustainable use of natural re-
sources — An occupying state is obligated to take
appropriate measures to: a) dispose of the natural
resources of occupied territories in the interests of
the population; b) ensure their proper use; ¢) prevent
harmful effects on the environment that could harm
the health of the population;

3) Principle 26: Remnants of war — Upon comple-
tion of an armed conflict, the parties are obligated to
neutralise toxic or dangerous remnants of war that
threaten to cause harm to the natural environment.

According to A. Radchenko (2020), the main
directions of international legal regulation of envi-
ronmental protection are: 1) establishing general re-
quirements for the implementation of the principle of
states’ sustainable development, including their en-
vironmental component; 2) focusing on compliance
with special requirements of international legal acts
regarding the sustainable and continuous develop-
ment of populated areas; 3) implementing legal pro-
visions for the protection of the natural environment.

With the start of the Russian-Ukrainian war, pro-
posals for environmental protection during military
operations have taken on new meaning. The legis-
lative changes to the norms of the Criminal Code
of Ukraine (CC)? regarding liability for committing
environmental criminal offences, adopted under
martial law, seem insufficiently substantiated. They
violate the systemic nature of the Code and may pro-
voke excessive expansion of its scope. It is necessary
to agree with the position of A. Vynnyk & I. Gazdai-
ka-Vasylyshyn (2023) that these ways of improving
criminal legislation appear questionable and require
the use of more effective methods of legal regulation.
In the process of formulating the norms of the CC
|

of Ukraine, it is advisable to apply a comprehensive
approach that takes into account the institutions of
the Special and General Parts of the CC of Ukraine.

Scientific literature emphasises the need to im-
prove the current system of combating environmen-
tal criminal offences and to accelerate the adaptation
of the CC of Ukraine® to the requirements of the Eu-
ropean Union to achieve compliance with its goals
and regulations (Marco, 2024), since Ukraine’s Eu-
ropean course necessitates the implementation of EU
acquis into national legislation (Pasyeka et al., 2024).
Academics are critical of the content and essence of
criminal law norms that provide for liability for en-
vironmental criminal offences. For example, there
are discussions about the uncertainty of the mini-
mum value of illegally extracted minerals of national
importance, which is necessary to initiate criminal
proceedings; the impossibility of differentiating lia-
bility for the illegal extraction of minerals of national
importance depending on the value of the extracted
minerals; the existing imbalance between the limits
and severity of penalties for committing these acts;
and the inadmissibility of constructing the sanction
of Part 3 of Article 240 of the CC of Ukraine as an
unalterable penalty, which violates such a principle
of criminal liability as the principle of economy of
criminal repression (Movchan et al., 2022). However,
one of the key problems with environmental crimi-
nal offences is the actual lack of punishment for the
illegal extraction of minerals of national importance
(Makarenko et al., 2021), which requires an urgent
solution, since the role of minerals of national impor-
tance is invaluable - deposits of minerals, which are
Part of the geological environment of the state, are
recognised as a special applied resource of exception-
al economic value (Mostepaniuk & Pavlovska, 2020).
It is necessary to remember the need to restore the
environment damaged by illegal acts, since that el-
ement of the natural environment that was harmed
by a committed criminal offence will remain dam-
aged even if the guilty persons are held accountable.
Therefore, criminal law sanctions in the field of en-
vironmental protection should be not only punitive
but also restorative, that is, they should provide for
real measures aimed at restoring the damaged eco-
system. As L.M. Babailova (2025) suggests, in cases
of tree damage, the money paid by the guilty person
in the form of fines should be directed specifically to
the restoration of the damaged plantations and their
planting at the location where the criminal offence
was committed.

! Draft Principles on Protection of the Environment in Relation to Armed Conflicts. (2022, May). Retrieved from https://legal.un.org/ilc/

texts/instruments/english/draft_articles/8_7_2022.pdf.

2 Law of Ukraine No. 3342-IX “On Amendments to the Criminal Code, Criminal Procedure Code of Ukraine and Other Legislative Acts
of Ukraine Regarding the Improvement of Types of Criminal Punishments”. (2023, Augest). Retrieved from https://zakon.rada.gov.ua/

laws/show/3342-20#n160.

3 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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In Ukraine, the problem is not just imperfect
criminal law regulations concerning environmental
offences. The relevant state bodies also have sig-
nificant shortcomings in their regulatory functions.
These issues include a lack of cohesion in the state’s
environmental policy, which extends to regional pol-
icies; an absence of coordination and mutual regula-
tion among state bodies responsible for environmen-
tal monitoring; and an insufficient level of systematic
tax incentives for introducing effective environmen-
tal protection mechanisms and ensuring compliance
with environmental norms and rules. Criminal law
measures to combat environmental crime, which in-
clude both finding appropriate criminal law means
of countering crime and their practical application
through law enforcement, are structural components
of the state’s environmental protection policy.

It is well known that criminal offences involv-
ing attacks on the environment often have blanket
norms! (for example, articles 236, 237, and 238 are
blanket norms). This situation hinders their full legal
enforcement (Berdnik, 2019) and requires addition-
al study of the relevant secondary legal acts for the
proper application of the norms of the current Crim-
inal Code of Ukraine.

The objects of environmental safety (which in-
clude the natural environment as the material basis
of state and social development?) are the constitu-
tional rights and freedoms of a person and a citizen®.
The environmental rights of citizens should be con-
sidered the set of opportunities and means, enshrined
in laws and guaranteed by legal norms, that enable
people to satisfy their needs in the field of environ-
mental protection, the use of natural resources, and
the provision of environmental safety. These rights
include a person’s rights to a safe environment —
clean surroundings, fresh air, uncontaminated land,
high-quality water, and food and household items
that are safe for health.

Despite the existence of these constitutional and
legislative imperatives, it must be acknowledged that
the situation in the field of environmental protection
in Ukraine is critical. This situation, along with the
gradual and deeper understanding by state authori-
ties and the Ukrainian population of the accelerating
scale of a potential environmental catastrophe and
the awareness of the social danger of environmental
offences, is provoking a gradual activation of relevant
scientific discussions, changing the understanding of
the generic object of environmental criminal offenc-
|

es (Mytrophanov, 2022). For instance, one element
of the modern interpretation of the generic object of
environmental offences is its definition as social rela-
tions concerning the preservation of the life support
system of society and humans (Turlova, 2023) or as
relations intended to ensure the criminal law protec-
tion of the environment and its structural elements,
the rational use of its resources, and environmental
safety in general as a specific state of the environ-
ment that meets legally defined criteria, standards,
limits, and norms (Mytrophanov, 2022). Therefore,
a person’s right to an environment safe for life and
health, as a structural element of citizens’ consti-
tutional rights, should be the basis for defining the
generic, specific, and direct objects of encroachment
against the environment when constructing environ-
mental criminal offences.

National legislation implicitly defines the con-
cept of “the environment”. For example, Article 1 of
the Law of Ukraine No. 2059-VIII* states that “impact
on the environment” is any consequence of a planned
activity on the environment, the safety of human life
and health, flora, fauna, biodiversity, soil, air, water,
climate, landscape, natural territories and objects, his-
torical monuments and other material objects, or on a
combination of these factors, including consequences
for cultural heritage objects or socio-economic con-
ditions that result from a change in these factors.

The environment was considered to be the set
of surrounding conditions and resources with which
specific organisms interact. This understanding ex-
tends to the external surroundings, including biotic
and abiotic factors that have a direct impact on the
survival and development of organisms or popula-
tions. In contrast, the “surrounding environment” is
the place where living organisms carry out the pro-
cess of life or the place that a living being occupies
for a certain period, including all physicochemical
and biological components of the ecosystem. T. Sado-
va (2023) speaks of the concept of “the environment”
as a synonym for “surrounding environment,” which,
however, is not identical and includes not only the
natural environment but also the artificially modified
environment. Therefore, it is correct to say that the
environment is the surrounding env ironment relative
to a person or group of people who are in it (Explan-
atory dictionary of the Ukrainian language, 2018).
The structural elements of the environment are the
physical (which includes the surrounding conditions
and elements with which living organisms interact),

! Resolution of the Supreme Court of Ukraine No. 17 “On Judicial Practice in Cases of Crimes and Other Offenses Against the
Environment”. (2004, December). Retrieved from https://zakon.rada.gov.ua/laws/show,/v0017700-04#top.
2 Law of Ukraine No. 2469-VIII “On the National Security of Ukraine”. (2023, June). Retrieved from https://zakon.rada.gov.ua/laws/

show/2469-19#Text. .

3 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-sp#Text.
4Law of Ukraine No. 2059-VIII “On Environmental Impact Assessment”. (2017, May). Retrieved from https://zakon.rada.gov.ua/laws/

show/2059-19#Text.
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chemical, and biological environments. The environ-
ment consists of several components: 1) the aquatic
environment — marine (oceans and seas) and freshwa-
ter (lakes and rivers); 2) the terrestrial space — land;
3) the atmosphere - air; 4) outer space (Environment
Definition, n.d.).

Thus, the environment in a broad sense is a
combination of natural and anthropogenic environ-
ments, which include elements of biological, chem-
ical, and physical components and are divided into
aquatic, terrestrial, and atmospheric environments.
In contrast, a subordinate term to the above should
be considered the “natural environment,” which in-
cludes all living organisms and inanimate objects
on Earth, which, in turn, distinguishes it from arti-
ficial objects that are created not by nature but by
humans, despite their inclusion in the surrounding
environment (Environment Definition, n.d.). In ad-
dition, the terms “ecosystem” and “surroundings”
have a similar meaning to the term “environment,”
but, at the same time, they have distinguishing fea-
tures: the term “ecosystem” should be understood
as the interaction between a living organism and its
surroundings. That is why the “surrounding environ-
ment” should be considered a broader concept, and
the terms “ecosystem” and “surroundings” should be
considered narrower. Thus, the surrounding envi-
ronment includes biotic and abiotic factors that play
an important role in the survival, evolution, and
development of the organisms that inhabit it (En-
vironment Definition, n.d.). Based on the above, it
should be considered that the environment consists
of biological (all living organisms) and physical (the
inanimate Part — the atmosphere, hydrosphere, and
lithosphere) components.

When talking about the environment in the con-
text of erga omnes obligations, it should be borne in
mind that all its key components in the form of the
atmosphere, outer space, marine environment, bio-
diversity, tropical rainforests, climate system, etc.,
are characterised by a combination of economic and
legal features (Nigreieva, 2021). For example, the
atmosphere can be considered a global public good;
the open sea and outer space are classified as global
commons; tropical rainforests are located within the
territories of a number of countries, so the obliga-
tions of states to preserve them are conditioned by
the existence of constitutional supremacy and sov-
ereign rights over these territories of specific states.
Therefore, the protection of the surrounding environ-
ment requires the implementation of effective ways
and means of ensuring them, including erga omnes
obligations. But the inclusion of environmental ob-
ligations in them requires the identification of the
constituent elements of this complex object of legal
regulation, the formulation of their legal essence,
and the distinction between the obligations of states
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regarding objects that are located within territories
characterised by a different international legal re-
gime (Nigreieva, 2021).

Thus, the main shortcomings of national and in-
ternational legal norms that regulate the protection
of the environment during armed conflicts are: 1) the
lack of clear criteria for establishing unacceptable en-
vironmental damage; 2) the legal ambiguity regard-
ing the protection of elements of the environment
as civilian objects; and 3) the hypothetical nature of
the proportionality principle when environmental
damage is considered only as additional losses (Pa-
khomi, 2024). The existence of these gaps increases
the potential for the development of a system of legal
norms, giving rise to fundamental scientific discus-
sions. One option for solving a number of shortcom-
ings in the norms of international humanitarian law
could be the enhanced application of the provisions
of international environmental law. Its norms and
mechanisms would help clarify and expand the basic
principles of international humanitarian law to hold
those responsible for causing environmental damage
during armed conflicts accountable. Therefore, atten-
tion should be paid to the possibility of expanding
the subject of regulation of current humanitarian le-
gal principles, as well as the need to supplement law
enforcement practice with the provisions of multilat-
eral environmental agreements.

International practice has seen isolated cases of
prosecution for international criminal environmental
offences. These include the case of Austrian General
Lothar Rendulic, which was heard by the Nuremberg
Military Tribunal in 1945. The tribunal acquitted the
accused for implementing a “scorched earth” tactic
in Norway, based on the principle of military neces-
sity (Orellana, 2005). Another example is the bomb-
ing of Yugoslavia by NATO forces, where the tribunal
also ruled that the Alliance’s actions were based on
the principle of military necessity (Weinstein, 2005).

The obligations of states regarding liability for
violating the requirements of international legal acts
on the protection of the natural environment are the
basis for ensuring the proper “greening” of inter-
national law (Grushko, 2023). According to O. Ba-
zov (2023), the international legal obligations of par-
ticipating states regarding environmental protection
are provided for in both ordinary environmental trea-
ties and special treaties, the prerequisite for whose
implementation is an active armed conflict. The ex-
istence of an armed conflict is not considered a con-
dition for the automatic termination of environmen-
tal treaties that the participating states of the armed
conflict joined in peacetime. That is why the legal
regulation of environmental protection issues during
armed conflicts should be considered an important
basis for forming a progressive system to reduce the
negative impact on the natural environment.
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m Conclusions

Thus, the results of the study confirm that the goal
has been achieved by identifying the problematic is-
sues in the interpretation of the concept of “the envi-
ronment”. All of the above suggests that studying the
problems of the environment as an object of criminal
law protection in a national and international con-
text has allowed for the identification of a number
of inconsistencies in the understanding and interpre-
tation of this phenomenon. It has been proven that
only the full integration of international economic
and political efforts can prevent a global environ-
mental catastrophe.

Summarising the results, it is possible to note
the formulation of substantiated provisions for im-
proving the legal regulation of the application of the
norms of the CC of Ukraine, which provide for liabil-
ity for committing offences against the environment
by strengthening the implementation of the provi-
sions of international environmental law. The pre-
cepts of this law will help to clarify the basic princi-
ples of international humanitarian law to ensure the
unimpeded prosecution of individuals when socially
dangerous consequences in the form of harm to the
natural environment occur during armed conflicts.
The use of more effective methods of legal support
when formulating the norms of the CC of Ukraine
concerns the implementation of comprehensive ap-
proaches, taking into account the provisions of the
Special and General parts of the CC of Ukraine. It
is the rationalisation of current humanitarian legal
principles and the improvement of law enforcement
practice by supplementing it with the provisions of
multilateral environmental agreements that will con-
tribute to achieving this goal. There was a need to
strengthen the imperative nature of the legally de-
fined guarantees of the right to a safe environment
and to strengthen the normatively enshrined link
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between the right to a safe environment and other
human rights. Conceptually, the above indicates that
legislators are focusing on the priority of the possi-
bilities for implementing guarantees of the right to
a safe environment, which should become an inte-
gral element not only of environmental but also of
Ukraine’s national security. After all, it is obvious
that the problems of protecting human environmen-
tal rights in Ukraine will remain unresolved for many
years after the active phase of hostilities ends.

The results of the study have shown the need to
comply with the requirements of international legal
acts aimed at ensuring the protection of the envi-
ronment or its individual structural elements during
military operations and in the post-war period, the
clarity of recording violations of the requirements of
current Ukrainian legislation and international legal
acts aimed at ensuring the protection of the envi-
ronment or its individual structural elements during
military operations and in the post-war period in
this area, and the careful assessment of the damage
caused to the natural environment. Further research
in this field is promising from the point of view of
studying European experience of criminal liability for
environmental offences, taking into account the level
and state of pollution of the natural environment, as
well as with a view to strengthening work on reform-
ing the provisions of the current CC of Ukraine.
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m AHoTamisg. AKTyajbHiCTh pOOOTH MOJIArTa€ B HEOOXiAHOCTI YCBiIOMJIEHHsI CYCHiJIbCTBOM i Jep>KaBOIO
peasbHOCTi 3arpo3u OOBKIJUIIO, IO 3HAXOAWUTh BUAB y HampAMax [epKaBHOI eKOJIOTiYHOI MOJIiTUKH,
OCHOBHHMMM IPHHIMIIAMU SAKOI BH3HAUYE€HO TrapaHTyBaHH: €KOJIOTiuHOl Oe3neky B YKpaiHi, MigBUILeHHA 11
PiBHA B 30HiI BiguyXeHH:d, 3abe3neyeHHs €KOJIOTiYHOI piBHOBAru U HEBiABOPOTHOCTI BiAMOBiJasIbHOCTI 3a
MOpYIIeHHA MPUPOAOOXOPOHHOTO 3aKOHOAAaBCTBA. MeTOw CTaTTi CTaB CUCTEMHMI aHaJjli3 Mpo6JieMaTUKU
OXOPOHU AOBKIiJIJIA 3 OTJIANY Ha IIOJIOKeHH:A HalliOHaJIbHOI Ta Mi>kHapOAHOI KpMMiHaJIbHO-IIPABOBOI JOKTPUHU,
BUABJIEHHA 11 HEY3ro[)KeHOCTEeN Ta CylepevyHOCTell, HaJaHHA HayKOBO OOIPYHTOBAaHUX peKOMeHAallil,
PpO3p006JieHH:A MPOMO3Ulliii 040 BAOCKOHAJIeHHA II0r0 3aCTOCYBaHHA Ta YCYHEHH:A BUABJIEHUX CyllepeuHOCTEeN.
MeTomo/I0TiUYHy OCHOBY OOCJIiIPKEHHS CKJlajla CHCTeMa 3arajbHHUX i CleliaJbHUX METO[iB, AKa OXOILTIE
CUCTEMHO-CTPYKTYPHHUI, JIOTiKO-AOTMaTUYHUN, (OpPMajbHO-IOPUANYHUN, TEPMiHOJIOTiYHUN METOJMU.
BuaBieHO HeJOJIiKM KPHUMiHaJIbHO-IIPABOBOI OXOPOHU AOBKIJLIA Ta 3alpONOHOBAHO HUIAXU 1X IMOJ0JIaHHS,
a caMme: O3HAQUYeHO MeXaHi3MM 3aXHCTy AOBKiJIJIA B HalliOHAJbHOMY U MiXHapoOHOMY BHUMipaX, OKpecJIeHO
npoOJIeMHi NTUTaHHA Ta HeY3ro4XXeHOCTi, II[0 MOXXy Th BUHUKATU Ha 3aKOHOAaBUOMY PiBHi i uac GopMyJiroBaHH:A
Y4 BIOCKOHAJIEHHA BiANOBiAHOI KpUMiHaJIbHO-IPAaBOBO1 3a00pOHHU, BU3HAUEHO HOPMU, AKi 3JaTHi IPU3BECTU
[0 MPaBOBUX KOJIi3ili, JOBeAeHO HeOoOXiAHICTh MOCUJIEHHA iMIepaTUBHOTO XapaKTepy 3aKOHOAABUMX HOPM
3 MeTOl0 3abe3meueHHs rapaHTill mpaBa Ha Oe3mneuHe AOBKijIA. [IpoaHasizoBaHO AOIiJIbHICTh aKTUBi3allil
3B’A3KY IIpaBa Ha Oe3meyHe AOBKIJUIA 3 iHITMMU rapaHToBaHUMHU KOHCTUTYLiE€I0 YKpaiHU ITpaBaMU JIIOJUHU.
Cdhopmyib0OBaHO BUCHOBKH y cdepi BAOCKOHAJIEHHA 3aKOHOAABCTBA I[0JI0 BiAMOBiAAIBHOCTI 3a KpUMiHaIbHi
MpaBONOPYIIEHHA NMPOTU AOBKiJIJIA, 30Ccepe/)keHO yBary Ha HeOOXigHOCTi BpaxXyBaHHA peaJtiallil rapaHTiil
npaBa Ha Oe3meyHe OOBKIIJIA fAK eJIeMEHTY He TiJIbKU eKOJIOTiuHOl, a M HallioHaJbHOlI 6e3neKku AepKaBH,
3aMpornoOHOBAHO KOHKPETHI HampAMU BIOCKOHAJIEHHSA YMHHOTO KPHMMiHa/JIbHOIO 3aKOHOJABCTBA YKpaiHU, 3
OIJIAAY Ha IOJIOXKEeHHA Mi’kHapOJHUX aKTiB, CIPAMOBAHUX Ha IOCUJIEHHA e(peKTUBHOCTi KpUMiHaJIbHO-IIPaBOBO1
OXOPOHU MOBKIiJLJIA, OBEAEHO MOLiJIbHICTh BUKOPUCTAHHA NPUHLIUIY YiTKOCTi (POPMYJIIOBAaHHSA I0PUANYHOL
TEPMiHOJIOTi1 B3aKOHOAaBUil pakTulli. [IpakThyHa 11iHHiCTh pOOOTH [TOJIATAE B TOMY, ITI0 pe3yJIbTaTU HAYKOBOTO
MOUIyKy COPUATUMYTH IOBHIN i NpaBWIbHIN KBasidikaril MpakTUYHHUMH IpaliBHUKaM{U aHajli30BaHUX
OiAHb, OOTPUMAaHHIO MPUHLMITY CIOpaBedJIMBOCTI B MeXax peasizallil KpuUMiHaJIbHOI BifMOBigasbHOCTI
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m Abstract. The study aimed to identify and systematise the main standards of procedural fairness developed
in the case law of the European Court of Human Rights concerning the procedures for limitation of legal
capacity and guardianship, with a subsequent analysis of the peculiarities of their implementation in the
national legal systems of European States. The study was conducted using a comprehensive methodological
approach that combined a systematic method for analysing the interrelationships between the elements of
procedural justice, a comparative legal method for comparing the approaches of different European legal
systems, a case law analysis method for systematising key decisions, and a structural and functional analysis
for studying the functioning of guardianship models. As a result of the systematisation of case law, five
fundamental standards of procedural fairness were identified: the obligation to ensure personal participation
or proper representation of a person in court proceedings, the application of an individual approach to the
assessment of legal capacity and ensuring the proportionality of restriction measures, guaranteeing periodic
review of decisions on the restriction of legal capacity, taking into account the will and preferences of
the person in decision-making, and ensuring independent legal assistance. A comparative analysis of the
implementation of the standards in the three countries under study revealed significant differences: the
progressive Betreuung system in Germany with support without deprivation of rights, the decision-making
support system in Finland without transfer of rights and the limited compliance of Ukrainian legislation with
European requirements due to the lack of mandatory personal participation of a person in court hearings
and mechanisms for periodic review of decisions. The practical significance of the study is determined by
the creation of a methodological framework for assessing the effectiveness of national legal systems and
developing practical recommendations for legislative reforms in the field of guardianship and incapacity. The
findings of the study can be used by judicial authorities, legislators and human rights organisations to improve
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procedural safeguards and transition from traditional models of full guardianship to modern decision-making
support mechanisms that respect the principles of human dignity and autonomy of persons with disabilities

m Keywords: legal personality; legal capacity; human rights protection; international standards; case law;

disability

» Introduction

Procedures for declaring a person incapacitated and
appointing a guardian are central elements of legal
systems designed to ensure the protection of per-
sons with disabilities while respecting the principles
of legal autonomy. In the context of the evolution
of international human rights law, under the influ-
ence of the UN Convention on the Rights of Persons
with Disabilities (CRPD!) and the case law of the
European Court of Human Rights (ECtHR), nation-
al legal systems need to adapt traditional mecha-
nisms to modern standards of procedural fairness.
The growing number of cases involving violations of
the rights of persons with psychosocial and intellec-
tual disabilities in the legal incapacity procedures
demonstrates the need for a systematic analysis of
the relevant legal standards. The issue of harmoni-
sation of national procedures with European stand-
ards is of relevance, given the development of the
doctrine of decision support as an alternative to
traditional models of substitute decision-making.
At the same time, the ECHR case law forms new
guidelines for national courts to ensure procedural
guarantees in capacity cases, which requires a thor-
ough legal analysis to understand current trends in
this area of law.

Scientific research on the procedural aspects of
recognising incapacity and appointing guardian-
ship has been developed within the framework of
an interdisciplinary approach, covering the legal,
medical and social aspects of this issue. Research in
this area has focused on analysing the functioning
of specialised tribunals, the theoretical basis for as-
sessing capacity and the practical aspects of ensur-
ing procedural fairness. The procedural aspects of
mental health tribunals were the subject of a detailed
study by S. Boyle & T. Walsh (2020), which analysed
the balance between efficiency and procedural fair-
ness. The study identified shortcomings in informing
clients about procedures, the quality of evidence,
and mechanisms for challenging medical opinions.
F. Jager et al. (2024) extended this analysis by com-
paring the views of lawyers and health professionals
on the functioning of mental health tribunals. The
study found differences between the professional
groups: lawyers criticised the tribunals’ bias in fa-
vour of medical opinion, while health professionals

expressed concerns about the adversarial nature of
the procedures and their impact on patients.

Ukrainian scholars have made an important con-
tribution to the study of legal aspects of legal capaci-
ty and procedural guarantees. I.M. Popovych (2020)
conducted a detailed analysis of forensic examina-
tion as a source of evidence in special proceedings,
particularly in cases of declaring an individual in-
capacitated. The study found that an expert’s opin-
ion is significant in the process of proof in special
proceedings, especially when special knowledge is
required. The study emphasised the need for judicial
control over the legality of the appointment and con-
duct of an expert examination, as well as a compre-
hensive assessment of the expert’s opinion for com-
pliance with the requirements of procedural design.
I.A. Borovska (2020) studied the problematic issues
of considering cases on declaring an individual inca-
pacitated in the context of reforming the civil pro-
cedural legislation of Ukraine. The study revealed
formal conflicts between certain provisions of the
current civil procedural legislation regarding the es-
tablishment of the validity period of a decision to de-
clare an individual incapacitated. The study substan-
tiated the need to ensure the personal participation
of the person in question in the court proceedings
as a means of ensuring access to justice following
European standards.

The theoretical foundations of capacity as-
sessment have been studied through the prism of
different conceptual approaches in legal science.
M. Scholten (2025) systematised three main ap-
proaches to the assessment of legal capacity: status,
function and performance, analysing their advantag-
es and limitations in the context of the CRPD. The
study considered the concept of decision support as
a key element of the modern approach to ensuring
the rights of persons with disabilities. A.R. Keene et
al. (2023) critically analysed the challenges to the
legitimacy of the concept of capacity put forward by
the Committee on the Rights of Persons with Disabil-
ities and argued for the preservation of a functional
approach to assessing capacity with adequate de-
cision support. The fundamental issues of legal ca-
pacity in the context of international human rights
law were analysed by J. Craigie et al. (2019), who

! UN Convention on the Rights of Persons with Disabilities. (2006, December). Retrieved from https://www.un.org/disabilities/

documents/convention/convoptprot-e.pdf.
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examined different interpretations of Article 12 of
the CRPD! and their implications for national legal
systems. The authors found that the differences in ap-
proaches stem from different understandings of the
consequences of limited legal capacity, priorities of
values and decision-support capabilities. The study
emphasised the interconnection between resource
provision, legal recognition and the actual freedoms
of persons with disabilities.

The general principles of procedural justice in the
European context and their practical implementation
have been studied by scholars from the standpoint
of comparative jurisprudence. B. Cerekja & O. Mu-
collari (2024) analysed the mechanisms for ensuring
that trials comply with the standards of Article 6 of
the European Convention on Human Rights (ECHR)2
The study revealed different approaches of European
countries to balancing the efficiency and fairness of
judicial procedures, identifying systemic problems in
the implementation of international standards at the
national level. The study determined that the judicial
systems of France and Poland favoured expedited re-
view of cases, which could harm the rights of the ac-
cused, while Germany, Italy and Albania emphasised
comprehensive review of cases, which guaranteed
fairness but led to delays in procedures.

Modern approaches to assessing the fairness of
procedures and the consideration of the human fac-
tor in decision-making systems were reviewed by
C. Starke et al. (2022) in the context of algorithmic
decision-making. Although the study highlighted
technological aspects, it provided methodological in-
sights into the perception of procedural fairness and
the importance of an interdisciplinary approach to
fairness assessment, which is relevant to the analysis
of traditional court procedures in capacity cases. The
study emphasised the need to incorporate contextu-
al factors and diverse stakeholder perspectives when
designing and implementing fair decision-making
procedures. Existing studies do not fully cover the
practical mechanisms for implementing ECHR stand-
ards in national procedures for recognising incapacity
and do not contain a systematic analysis of the effec-
tiveness of different models of procedural guarantees
in ensuring the rights of persons with psychosocial
and intellectual disabilities. The interaction between
European standards of procedural justice and nation-
al legal traditions in the field of guardianship also
requires further research.

The study aimed to determine the standards of
procedural fairness established by the case law of the
European Court of Human Rights in cases of declar-
ing a person incapacitated and appointing a guardi-
an. The objectives of the study were:

= to systematise the key judgments of the Euro-
pean Court of Human Rights in cases of recognition
of incapacity to identify the basic principles of pro-
cedural justice;

= to conduct a comparative legal analysis of
Ukrainian legislation on the procedures for recognis-
ing incapacity with the standards established by the
case law of the European Court of Human Rights;

= to study the experience of European countries
in reforming guardianship systems and develop rec-
ommendations for improving Ukrainian legislation in
line with European standards of procedural fairness.

= Materials and Methods

The conceptual framework of the study was based on
the theoretical foundations of procedural justice in
international human rights law, in particular the doc-
trinal provisions of Article 6 of the European Conven-
tion on Human Rights® on the right to a fair trial, the
principles of Article 12 of the UN Convention on the
Rights of Persons with Disabilities* on equal recogni-
tion before the law, as well as conceptual approach-
es to the evolution of the understanding of disabili-
ty from a medical to a social model. The theoretical
basis of the study was also the doctrinal principles
of the relationship between the state duty to protect
vulnerable persons and guarantee their right to au-
tonomy and self-determination, which were formed
under the influence of international legal standards
and paradigmatic changes in approaches to the legal
personality of persons with disabilities®. Of particular
importance for the theoretical basis of the study was
General Comment No. 1 of the UN Committee on the
Rights of Persons with Disabilities, which was ana-
lysed to study current international approaches to the
legal personality of persons with disabilities and their
impact on procedural justice in cases of incapacity.

The methodological basis of the study was an in-
tegrated approach which combines general scientific
and special legal methods of scientific knowledge.
The systemic method was used to analyse the inter-
relationships between various elements of procedur-
al justice and their impact on ensuring the rights of
persons with disabilities, which was used to address

! UN Convention on the Rights of Persons with Disabilities. (2006, December). Retrieved from https://www.un.org/disabilities/

documents/convention/convoptprot-e.pdf.

2 European Convention on Human Rights. (1950, September). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.

3 Ibidem, 1950.

4UN Convention on the Rights of Persons with Disabilities. (2006, December). Retrieved from https://www.un.org/disabilities/

documents/convention/convoptprot-e.pdf.

® General Comment of Committee on the Rights of Persons with Disabilities No. 1 “Article 12: Equal Recognition Before the Law”. (2014,
May). Retrieved from https://documents-dds-ny.un.org/doc/UNDOC/GEN/G14/031/20/PDF/G1403120.pdf.
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procedural guarantees as an integral system of inter-
related components and to identify five fundamen-
tal standards of procedural justice. The comparative
legal method was used to compare the approaches
of different European legal systems to the regulation
of the procedures for recognising incapacity when
analysing the legislation of Ukraine, Germany and
Finland on the implementation of the standards of
the European Court of Human Rights. The selection
of these countries was due to the need to present
different models of legal regulation: Ukraine as an
example of a post-Soviet legal system in the process
of adapting to European standards, Germany as a
representative of the continental European tradition
with a progressive Betreuung system, and Finland
as an example of the Scandinavian model with an
emphasis on supportive mechanisms. The method
of case law analysis was used to systematise the key
judgments of the European Court of Human Rights
in cases of recognition of incapacity to stand trial
with a view to highlighting the basic principles of
procedural justice. The structural-functional analysis
was used to study the functioning of various models
of guardianship and decision-making support mech-
anisms in European legal systems. The formal legal
method was used to analyse legal acts and determine
their compliance with international standards of pro-
cedural fairness when studying the provisions of the
Civil and Civil Procedure Codes of Ukraine.

The research was based on the judgments of the
European Court of Human Rights in the cases of
Stanev v. Bulgaria!, D.D. v. Lithuania?, Alajos Kis v.
Hungary?®, Ivanovic v. Croatia*, M.S. v. Ukraine® and
Miranda Magro v. Portugal®. The selection of these
cases was due to their fundamental importance for
the formation of the European doctrine of procedural
justice, chronological coverage of the development of
case law over two decades and presentation of var-
ious aspects of violations of procedural guarantees.
International legal instruments included the Conven-
tion for the Protection of Human Rights and Dignity
of the Human Being concerning the Application of

Biology and Medicine’. The national legislation was
represented by the Civil Code of Ukraine®, the Civil
Procedure Code of Ukraine®, as well as relevant reg-
ulations of Germany on the Betreuung system and
Finland on the regulation of guardianship. The study
also relied on analytical materials by Inclusion Eu-
rope on the implementation of alternative decision
support mechanisms (Inclusion Europe, 2022), and
documents of the Ministry of Health of Ukraine on re-
forming the mental health system (Ministry of Health
of Ukraine, 2018). The specificity of the source base
was a combination of court decisions of international
and national courts, international legal acts, national
legislation and analytical materials, which provided
a comprehensive approach to the study of procedur-
al justice in cases of incapacity at different levels of
legal regulation.

m Results

Conceptual foundations of procedural justice in
cases of incapacity. Procedural fairness in cases of
declaring a person incapacitated and appointing a
guardian is one of the most complex and conceptu-
ally significant aspects of contemporary internation-
al human rights law. This legal category embodies
the fundamental tension between the need to protect
persons who may require additional support in de-
cision-making and the imperative to preserve their
autonomy, right to self-determination and equality
before the law. The conceptual framework of pro-
cedural justice in this area was formed during the
1990s and 2020s under the influence of international
legal standards, the evolution of the understanding
of disability as a social construct, and paradigmatic
changes in doctrinal approaches to the legal person-
ality of persons with disabilities.

The conceptual basis for procedural fairness in
cases of incapacity is Article 6 of the European Con-
vention on Human Rights'®, which establishes the
fundamental right of everyone to a fair and public
hearing within a reasonable time by an independ-
ent and impartial tribunal established by law in the

! Judgement of the European Court of Human Rights in Case No. 36760/06 “Stanev v. Bulgaria”. (2012, January). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-108690.

2 Judgement of the European Court of Human Rights in Case No. 13469/06 “D.D. v. Lithuania”. (2012, February). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-109091.

3 Judgement of the European Court of Human Rights in Case No. 38832/06 “Alajos Kiss v. Hungary”. (2010, May). Retrieved from

https://hudoc.echr.coe.int/eng?i = 001-98800.

4 Judgement of the European Court of Human Rights in Case No. 13006/13 “Ivinovié¢ v. Croatia”. (2014, September). Retrieved from

https://hudoc.echr.coe.int/eng?i = 001-146393.

5 Judgement of the European Court of Human Rights in Case No. 2091/13 “M.S. v. Ukraine”. (2017, July). Retrieved from https://hudoc.

echr.coe.int/eng?i=001-175140.

6 Judgement of the European Court of Human Rights in Case No. 30138/21 “Miranda Magro v. Portugal”. (2024, January). Retrieved
from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-229894%22]}.
7 Convention for the Protection of Human Rights and Dignity of the Human Being concerning the Application of Biology and Medicine.

(1997, April). Retrieved from https://rm.coe.int/168007cf98.

8 Civil Code of Ukraine. (2003, March). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
9 Civil Procedural Code of Ukraine No. 1618-1V. (2004, March). Retrieved from https://zakon.rada.gov.ua/laws/show,/1618-15#Text.
10 European Convention on Human Rights. (1950, September). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
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determination of civil rights and obligations. This
principle is of particular legal significance in the
context of legal incapacity cases, as court decisions
in such cases may radically limit or completely de-
prive a person of legal personality and the ability to
make legally significant decisions in all areas of life.
The European Court of Human Rights has repeatedly
emphasised in its established case law that the right
to a fair trial is so central to a democratic society that
there can be no justification for a restrictive interpre-
tation of Article 6 § 1 of the Convention, especially
given that this right is “unconditional” (Goss, 2023).
A key characteristic of procedural fairness in inca-
pacity cases is the requirement to ensure effective
participation of the person in the judicial process,
which is emphasised in international doctrine by the
provision that access to the courts loses its mean-
ing if the person cannot understand or participate
in the court procedures (Vogiatzis, 2022). The re-
quirements for procedural fairness cover a wide
range of procedural guarantees, including the right
to qualified legal assistance, the right to be heard in
person or through a representative, the right to an
independent medical examination, the right to ap-
peal a court decision to a higher court, and the right
to periodic review of a decision on the restriction of
legal capacity.

The evolution of approaches to the recognition
of incapacity demonstrates a fundamental paradigm
shift from the medical to the social model of disa-
bility, which has had a fundamental impact on the
rethinking of procedural justice in this area. The
medical model of disability, which dominated from
the nineteenth century to the last decades of the
twentieth century, viewed disability as a defect with-
in the individual, a deviation from normal traits and
characteristics that required medical intervention
or “correction” (University of California..., 2024).
This model was based on two main assumptions that
had a dangerous impact on human rights: first, that
persons with disabilities need care and social wel-
fare, and second, that impairment can preclude le-
gal capacity (Degener, 2016). Instead, the social
model of disability, which developed in the 1970s
under the influence of the disability rights move-
ment and criticism of the medical model, argues that
disability is caused by the way society is organised,
rather than by individual impairments (Disability
Nottinghamshire, 2020). This approach has funda-
mentally changed the understanding of procedural
justice, shifting the focus from the medical “fixing”
of a person to the structural adaptation of judicial

procedures, legal norms and social institutions to
their needs and capacities.

The UN Convention on the Rights of Persons with
Disabilities!, adopted by the UN General Assembly
on 13 December 2006 and opened for signature on
30 March 2007, established a new legal paradigm
for understanding legal personality and procedural
justice in international law. Article 12 of the Con-
vention establishes the revolutionary principle that
States Parties reaffirm that persons with disabilities
have the right to recognition as persons before the
law everywhere and that persons with disabilities en-
joy legal personality on an equal basis with others
in all aspects of life. It is of fundamental importance
that all measures relating to the exercise of legal
personality should include appropriate and effective
safeguards to prevent abuse following international
human rights law and that such safeguards should
ensure that measures relating to the exercise of legal
personality respect the rights, will and preferences
of the person, are free from conflict of interest and
undue influence, are proportionate and tailored to
the circumstances of the person, are applied for the
shortest possible time and are

The UN Committee on the Rights of Persons with
Disabilities in its General Comment No. 1 on Arti-
cle 122, adopted on 11 April 2014, formulated a rev-
olutionary approach to legal personality that funda-
mentally redefines traditional legal constructs. The
Committee argues that Article 12 introduces a new
paradigm of “universal legal personality” that can-
not be restricted based on disability or mental inca-
pacity (Series & Nilsson, 2018). In its commentary,
the Committee stated that the right to equal recog-
nition before the law applies “everywhere”, which
means that there are no circumstances in which a
person may be deprived of the right to recognition
as a person before the law or in which this right may
be restricted (United Nations in Ukraine, 2024). The
Committee also emphasised that the right to equal
recognition before the law implies that legal per-
sonality is a universal attribute inherent in all per-
sons by their human nature and should be upheld
for persons with disabilities on an equal basis with
others (Centre for Global..., 2014). This approach
requires a fundamental overhaul of traditional legal
incapacity procedures and a shift from substitute de-
cision-making to decision-support mechanisms. In
its General Comment No. 1, the Committee proposes
replacing the “best interests” standard with a “best
interpretation” guarantee to ensure that the rights
of persons with disabilities to legal personality are

! UN Convention on the Rights of Persons with Disabilities. (2006, December). Retrieved from https://www.un.org/disabilities/

documents/convention/convoptprot-e.pdf.

2 General Comment of Committee on the Rights of Persons with Disabilities No. 1 “Article 12: Equal Recognition Before the Law”. (2014,
May). Retrieved from https://documents-dds-ny.un.org/doc/UNDOC/GEN/G14/031/20/PDF/G1403120.pdf.
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respected and protected from abuse on an equal ba-
sis with those of others (Center for Global..., 2014).

An additional international legal instrument that
has an impact on the understanding of procedural
fairness in incapacity cases is the Convention for
the Protection of Human Rights and Dignity of the
Human Being concerning the Application of Biolo-
gy and Medicine (Oviedo Convention'), signed on 4
April 1997 in Oviedo, Spain. This Convention is the
only international legally binding instrument for the
protection of human rights in the biomedical field.
Article 5 of the Oviedo Convention establishes the
general rule that interventions in the field of health
care may only be carried out after the person con-
cerned has given free and informed consent, and
the person must receive appropriate information in
advance about the purpose and nature of the inter-
vention, as well as its consequences and risks. The
Convention also contains special rules for persons
who are unable to give free and informed consent,
which directly relates to issues of procedural fairness
in incapacity cases.

A comparative analysis of the approaches to pro-
cedural fairness in different European legal systems
reveals significant differences in the understanding
and practical application of these principles, reflect-
ing the diversity of legal traditions on the continent.
Modern national legal systems are generally based on
one of the main legal traditions: civil law or common
law, with each legal system shaped by its unique his-
tory and including individual variations (University
of Michigan Law Library, 2024). In the Anglo-Sax-
on legal tradition, procedural justice develops main-
ly through judicial precedents, which contribute to
flexible adaptation to individual case circumstances
and the evolutionary development of legal standards.
In common law systems, judicial decisions take prec-
edence over other types of law, including legislation,
with judges creating law with each new decision
(University of Michigan..., 2024). The continental
European legal tradition is characterised by a more
systematic and codified approach to the regulation of
incapacity procedures. In civil law systems, the pri-
mary source of law is a written code, and the written
constitution is based on specific codes that establish
fundamental rights and obligations (University of
Michigan..., 2024). The most important are the French
Civil Code of 1804% and the German Civil Code of
19003, each of which was the result of long and careful
study by appointed commissions, but they are based
on different traditions and theories (Swift, 2021).

The balance between the protection of vulner-
able persons and preserving autonomy is a central
conceptual dilemma of procedural justice in incapac-
ity cases that requires a delicate legal balancing act.
On the one hand, states have a positive obligation
to protect persons who may not have the full capac-
ity to protect themselves from abuse, exploitation or
harm. On the other hand, the CRPD serves as a major
catalyst for the global disability rights movement,
enabling a shift from viewing persons with disabil-
ities as objects of charity, medical treatment and
social protection to viewing them as full and equal
members of society with human rights. This legal
tension requires the development of balanced pro-
cedural safeguards that provide the necessary pro-
tection without sacrificing the fundamental right to
self-determination and autonomy. The development
of the concept of procedural fairness in incapacity
cases also reflects the general evolution of interna-
tional human rights law from formal to substantive
and transformative equality. Transformative equali-
ty aims to change structures and systems through a
variety of positive measures (Degener, 2016), which
means that procedural justice cannot be limited to
the formal provision of the right to participate in
court proceedings, but must include active meas-
ures to ensure that a person has a real opportunity
to comprehend procedures, effectively defend their
rights and have access to the necessary support to
exercise their legal personality.

Case law of the European Court of Human
Rights in cases of recognition of incapacity. The
case law of the European Court of Human Rights in
cases of declaring a person incapacitated and ap-
pointing a guardian constitutes a systematic body
of judgments that define mandatory standards of
procedural fairness in the states parties to the Con-
vention for the Protection of Human Rights and
Fundamental Freedoms. In 2004-2024, the Court
developed the doctrinal framework for the relation-
ship between the state duty to protect vulnerable
persons and the guarantee of the right to autonomy,
self-determination and effective participation in ju-
dicial proceedings. Its judgments have established
specific procedural requirements for national legal
systems and created legal standards for the legal
personality of persons with disabilities that have
transformed traditional approaches to guardianship
and incapacity regulation.

The European Court of Human Rights has identi-
fied three categories of violations of the Convention.

! Convention for the Protection of Human Rights and Dignity of the Human Being concerning the Application of Biology and Medicine.

(1997, April). Retrieved from https://rm.coe.int/168007cf98.

2 Civil Code of France. (1804, March). Retrieved from https://www.legifrance.gouv.fr/codes/texte_lc/LEGITEXT000006070721,/1804-03-25.
3 Civil Code of Germany. (1900, January). Retrieved from https://www.gesetze-im-internet.de/bgb/.
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Firstly, a violation of Article 6 § 1 of the Convention!
on the right to a fair trial due to non-compliance with
procedural guarantees, with the Court emphasising
that the discretionary powers of national authorities
regarding procedural rules for persons with mental
disorders cannot violate the essence of the right to
a fair trial. Secondly, a violation of Article 8 of the
Convention as a result of disproportionate interfer-
ence with the right to respect for private life through
the complete deprivation of legal capacity, which did
not comply with the principle of proportionality be-
tween the measures applied and the legitimate aim of
the state (Mental Disability Advocacy Centre, 2008).
Thirdly, a violation of Article 5 of the Convention on
the Right to Liberty and Security of the Person due
to unlawful forced hospitalisation without sufficient
justification for the need to detain the person (Hu-
man Rights Law Centre, 2017).

The case of Stanev v. Bulgaria? (2012), consid-
ered by the Grand Chamber of the European Court of
Human Rights, extended the concept of deprivation
of liberty to include cases of placement of persons
with psychosocial disabilities in social and medical
institutions. Rusi Kosev Stanev, who was diagnosed
with schizophrenia in 1975, was partially deprived
of legal capacity in November 2000 on the applica-
tion of stepmother and half-sister without knowledge
and was then placed in 2002 in an isolated institu-
tion approximately 400 kilometres from hometown.
The Grand Chamber’s judgment set new legal stand-
ards for the institutionalisation of persons with dis-
abilities. The Court found that Stanev’s placement
in a social and medical institution without consent
for almost a decade, with the institution controlling
documents and finances and requiring the direc-
tor’s permission to leave, constituted a deprivation
of liberty that was not following national law and
was unlawful under Article 5(1) of the Convention
(Human Rights Law Centre, 2024). Additionally, the
Court found a violation of Article 5(4) of the Con-
vention due to the lack of access to judicial review
of the detention and a violation of Article 3 of the
Convention due to inhuman or degrading conditions
of detention (Human Rights Law Centre, 2024).
The case of D.D. v. Lithuania® (2012) added to the

European jurisprudence with legal positions on pro-
cedural guarantees in cases of incapacity and invol-
untary institutionalisation, in particular, the right of
access to court. D.D., a Lithuanian citizen suffering
from schizophrenia, was legally declared incapac-
itated in 2000 at the request of foster father after
simplified court procedures in which the citizen was
not able to participate, and in 2004 was placed in a
social and medical institution without consent. The
European Court of Human Rights stated that D.D.’s
forced placement constituted a deprivation of liberty
due to the administration’s full control over the per-
son’s treatment, care, accommodation and freedom
of movement, while Lithuanian law did not provide
for judicial review of such institutionalisation, and
a person without legal capacity was deprived of the
right to appeal to the court (Human Rights Monitor-
ing Institute, 2012).

The European Court of Human Rights has devel-
oped additional standards on individual approach,
proportionality of measures and consideration of the
person’s will in the procedures of recognition of in-
capacity. In the case of Alajos Kisz v. Hungary*, the
Court established the principle of limited necessity,
according to which guardianship orders should be as
broad in scope and time as necessary to protect the
interests of the person. In Ivanovié¢ v. Croatia®, the
Court emphasised the requirement of strict scrutiny
in cases of measures that adversely affect the indi-
vidual autonomy of a person. Concerning the right
to periodic review, in M.S. v. Ukraine®, the Grand
Chamber found that the significance of decisions on
incapacity requires that restrictions on the right of
access to courts be limited and proportionate to a le-
gitimate aim. The Court attaches particular impor-
tance to the consideration of the person’s will and
preferences, noting in Stanev v. Bulgaria’ that the
lack of legal capacity does not mean that the person
cannot understand the situation and emphasises the
importance of considering the person’s clearly ex-
pressed wishes to leave the institution or to regain
legal capacity. Summarising the reviewed case law
can be used to systematise the main standards of pro-
cedural fairness established by the European Court of
Human Rights, which are presented in Table 1.

! European Convention on Human Rights. (1950, September). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
2 Judgement of the European Court of Human Rights in Case No. 36760/06 “Stanev v. Bulgaria”. (2012, January). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-108690.

3 Judgement of the European Court of Human Rights in Case No. 13469/06 “D.D. v. Lithuania”. (2012, February). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-109091.

4Judgement of the European Court of Human Rights in Case No. 38832/06 “Alajos Kiss v. Hungary”. (2010, May). Retrieved from

https://hudoc.echr.coe.int/eng?i = 001-98800.

5 Judgement of the European Court of Human Rights in Case No. 13006/13 “Ivinovié¢ v. Croatia”. (2014, September). Retrieved from

https://hudoc.echr.coe.int/eng?i = 001-146393.

6 Judgement of the European Court of Human Rights in Case No. 2091/13 “M.S. v. Ukraine”. (2017, July). Retrieved from https://hudoc.

echr.coe.int/eng?i=001-175140.

7 Judgement of the European Court of Human Rights in Case No. 36760/06 “Stanev v. Bulgaria”. (2012, January). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-108690.
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Table 1. Main standards procedural justice in cases of incapacity: the ECHR practice

No. Standard of procedural fairness

Justification in the ECHR case law

Key cases

Individual approach and
proportionality of measures

Prohibition of automatic deprivation
of legal capacity based on a medical diagnosis alone

Alajos Kiss v. Hungary!

2 Periodic review of decisions

The court must guarantee the right to regular review
of restrictions

M.S. v. Ukraine?

Consideration of the person’s will and

3
preferences

The court must incorporate the wishes
of the person, even if legally incapacitated

Stanev v. Bulgaria®

4 Access to legal aid

A person has the right to a representative
or defence counsel in cases of legal capacity

D.D. v. Lithuania*

Source: created by the author

The system of procedural fairness standards pre-
sented in Table 1 reflects the comprehensive approach
of the European Court of Human Rights to the protec-
tion of persons with disabilities, where each standard
plays a specific role within a single doctrinal con-
cept. The relationship between procedural guaran-
tees and substantive legal principles, which ensures
the continuity of protection from the moment of ini-
tiation of the procedure to the stage of enforcement
of court decisions, was emphasised. A key feature of
this model is the emphasis on an individual approach
and constant review of restrictive measures, which
helps preserve the autonomy of the individual to the
maximum extent possible and prevents unjustified
interference with the rights. An important element is
also the inclusion of requirements to incorporate the
person’s will and ensure legal assistance in the gener-
al system of guarantees, which emphasises the focus
on a supportive model of guardianship instead of the
traditional paternalistic approach. The proposed sys-
tematisation demonstrates how different procedur-
al elements can effectively complement each other,
creating a holistic architecture of legal protection for
vulnerable persons.

The Court’s current case law continues to devel-
op these standards in the direction of strengthening
procedural safeguards and individual approaches.
The case of Miranda Magro v. Portugal® confirmed
the principle of the link between Articles 3 and 5
of the Convention on the conditions of detention
of persons with mental disorders, establishing that
treatment conditions are relevant to assessing the
lawfulness of detention of a person with a mental
disorder. At the same time, national courts apply
|

European standards in cross-border proceedings, as
demonstrated by the case of Aberdeenshire County
Council v. S.F.5, where the English court refused to
recognise a Scottish guardianship order because of a
violation of the person’s right to be heard, which was
contrary to Article 5(1)(e) of the Convention.

The systematisation of case law identified five
fundamental standards of procedural fairness es-
tablished by the European Court of Human Rights.
Firstly, it is mandatory to ensure personal partici-
pation or proper representation of a person in court
proceedings relating to legal capacity, while the
absence of a person at a hearing without objective
obstacles and proper representation constitutes a
violation of the right to a fair trial. Secondly, ap-
plying an individual approach to the assessment of
legal capacity and ensuring the proportionality of
restrictive measures, which excludes the automatic
application of standard solutions solely based on a
medical diagnosis. Thirdly, guarantees periodic re-
view of decisions on the restriction of legal capacity
and ensures the right of a person to appeal against
such decisions, including the possibility of inde-
pendent appeal to the court. Fourthly, incorporat-
ing the person’s will and preferences when making
decisions on limiting legal capacity and placement
in institutions, even if there are certain limitations
in the ability to make decisions. Fifth, ensuring in-
dependent legal assistance and preventing obstruc-
tion of access to legal representation. These stand-
ards form a comprehensive system of procedural
safeguards aimed at protecting the rights and in-
terests of persons with disabilities while preserv-
ing their autonomy and self-determination to the

! Judgement of the European Court of Human Rights in Case No. 38832/06 “Alajos Kiss v. Hungary”. (2010, May). Retrieved from

https://hudoc.echr.coe.int/eng?i = 001-98800.

2 Judgement of the European Court of Human Rights in Case No. 2091/13 “M.S. v. Ukraine”. (2017, July). Retrieved from https://hudoc.

echr.coe.int/eng?i=001-175140.

3 Judgement of the European Court of Human Rights in Case No. 36760/06 “Stanev v. Bulgaria”. (2012, January). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-108690.

4 Judgement of the European Court of Human Rights in Case No. 13469/06 “D.D. v. Lithuania”. (2012, February). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-109091.

5 Judgment of the European Court of Human Rights in Case No. 30138/21 "Miranda Magro v. Portugal". (2024, January). Retrieved from

https://hudoc.echr.coe.int/eng?i =001-230821.

6 Judgement of the Court of Protection in Case “Aberdeenshire Council v. SF & Ors (No. 2)”. (2024, March). Retrieved from https://
courtofprotectionhub.uk/cases/aberdeenshire-council-v-sf-ors-no-2-2024-ewcop-10.
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maximum extent possible. The practical significance
of the standards formulated by the European Court
of Human Rights is determined by the degree of
their implementation in the national legal systems

of the States Parties to the Convention. A compara-
tive analysis of the implementation of these stand-
ards in the legislation of Ukraine, Germany and Fin-
land is presented in Table 2.

Table 2. Comparative characteristics of the implementation
of ECHR standards in the legislation of Ukraine and selected European countries

ECHR standard Ukraine

Germany Finland

Not mandatory (the Civil Code!
and the Code of Civil Procedure?
do not guarantee the presence of a
person)

Personal participation
of a person in court

Participation of the person or
a representative within the
Betreuung is provided for

Participation of the individual is
a priority; the law provides for
support mechanisms

Not necessarily fixed, initiated only
by the guardian or guardianship
authority

Periodic review

Provided for by law every 7 years

5-year maximum set; automatic

or upon application review

Consideration of the

person’s will Formally not mandatory

Mandatory consideration of the

Enshrined in law; interests and

person’s wishes desires are considered

Depends on the initiative of the

Provision of legal aid guardian or guardianship authority

A lawyer is guaranteed for every

. Automatic state legal aid
decision

Form of guardianship
(support/restrictions)

Complete deprivation of legal
capacity with limited alternatives

Betreuung model support without

Decision support system without
transfer of rights

deprivation of rights

Source: compiled by the author based on Y. Melamed et al. (2007), K. Karjalainen (2022), K. N&kki et al. (2024)

The comparative characteristics presented in Ta-
ble 2 demonstrate different models of implementa-
tion of European standards of procedural fairness, re-
flecting the specifics of national legal traditions and
the level of integration of international obligations
into domestic legislation. The analysis reveals a grad-
uation from minimal compliance with conventional
requirements to progressive approaches that exceed
the basic standards of the European Court of Human
Rights. The differentiation between the formal en-
shrining of procedural guarantees and their practical
implementation is particularly revealing, highlight-
ing the importance of not only regulatory frame-
works but also the institutional capacity of legal sys-
tems to ensure effective protection of the rights of
persons with disabilities. The variety of approaches
to organising periodic reviews and considering the
will of the person reflects different concepts of the
balance between protecting vulnerable persons and
preserving their autonomy. The systematisation also
demonstrates the evolution from the traditional mod-
el of full guardianship to modern forms of supported
decision-making, which correlates with current inter-
national standards on the rights of persons with dis-
abilities and the requirements of the UN Convention
on the Rights of Persons with Disabilities®.

Implementation of European standards of
procedural fairness in national legislation. The
implementation of European standards of procedural

fairness in cases of declaring a person incapacitated
and appointing a guardian into national legislation
is a complex multidimensional process that requires
comprehensive reform of legal, institutional and
procedural mechanisms. The practice of European
countries demonstrates a variety of approaches to
this problem, from gradual modifications of existing
guardianship systems to a radical transition to deci-
sion-support models. At the same time, the numerous
challenges faced by national legal systems in trying
to bring the norms in line with the standards set by
the European Court of Human Rights and the UN
Convention on the Rights of Persons with Disabilities
demonstrate the need for a balanced approach that
incorporates both international obligations and the
specifics of national legal traditions and socio-eco-
nomic conditions.

The state of implementation of European stand-
ards of procedural fairness in Ukrainian legislation
is characterised by certain positive developments
but retains significant gaps that do not fully meet
the requirements established by the case law of the
European Court of Human Rights. The Civil Code of
Ukraine* in Articles 36-42 establish procedures for
restricting civil capacity and declaring a person inca-
pacitated, with Article 36 providing that a court may
restrict the civil capacity of an individual in case of
abuse of alcohol, drugs, toxic substances, gambling,
etc. and thus endangers personal financial situation

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
2 Code of Civil Procedure of Ukraine. (2003, March). Retrieved from https://zakon.rada.gov.ua/laws/show/1618-15#Text.
3UN Convention on the Rights of Persons with Disabilities. (2006, December). Retrieved from https://www.un.org/disabilities/

documents/convention/convoptprot-e.pdf.

4 Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
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or of a family, as well as other legally obliged per-
sons. The procedure for restricting a person’s civil
capacity is established by the Civil Procedure Code
of Ukraine!, and a person’s civil capacity is restrict-
ed from the moment a court decision to that effect
enters into force. In addition, Article 39 of the Civil
Code of Ukraine provides that an individual may be
declared incapacitated by a court if, as a result of a
chronic, persistent mental disorder, a person is una-
ble to understand the significance of actions and/or
to control them. At the same time, Article 42 estab-
lishes the possibility of restoring the civil capacity of
a person who has been declared incapacitated at the
request of a guardian or guardianship authority, if it
is established that, as a result of recovery or signifi-
cant improvement of mental state, the incapacitated
regained the ability to understand the significance of
personal actions and to control them.

The Civil Procedure Code of Ukraine? contains de-
tailed procedural rules on the participation of persons
with limited legal capacity in court proceedings, in
particular, Article 43 provides that if a party or third
party declared legally incapacitated or with limited
civil capacity has no legal representative, the court,
upon the proposal of the guardianship and trustee-
ship authority, shall appoint a guardian or trustee and
involve them in the case as legal representatives. An
important provision is Article 39, which establishes
that the rights, freedoms and interests of minors un-
der the age of fourteen, as well as incapacitated per-
sons, are protected in court by their parents, adoptive
parents, guardians or other persons specified in the
law. However, an analysis of these provisions in the
light of the standards established by the case law of
the European Court of Human Rights reveals several
problematic aspects. Firstly, the Ukrainian legislator
does not provide for mandatory personal participa-
tion of a person in court proceedings to restrict legal
capacity. Secondly, there are no clear guarantees of
periodic review of decisions on the restriction of legal
capacity, which does not meet the standards set out
in Stanev v. Bulgaria®. Thirdly, the legislation does
not contain sufficient procedural guarantees for con-
sidering the will and preferences of the person when
making decisions on the restriction of legal capacity.

At the same time, Ukraine has taken some steps
towards reforming its mental health care system,
which is directly related to procedural fairness in in-
capacity cases. On 10 June 2018, Ukraine adopted
the Law of Ukraine No. 2205-VIII “On Amendments
to Certain Legislative Acts of Ukraine on the Provision
|

of Mental Health Care™, which aims to bring the
mental health care system in line with international
standards (Ministry of Health of Ukraine, 2018). The
Ministry of Health of Ukraine has developed sever-
al strategic steps to improve the quality of mental
health care and services, including the introduction
of comprehensive and evidence-based treatment op-
tions, prevention measures, early detection, time-
ly referral to a psychiatrist, and training for medi-
cal and multidisciplinary teams (Ministry of Health
of Ukraine, 2018). On 27 December 2017, Ukraine
adopted a concept for the development of mental
health care for the period up to 2030, which envisag-
es a transition from an institutional to a community
model of mental health services (The Lancet Psychi-
atry, 2020). However, according to experts of the
World Psychiatric Association, the second phase of
the healthcare reform was not properly prepared and
implemented, which led to a 50.25% reduction in
funding for psychiatric hospitals between April and
December 2020 compared to the same period in 2019.
The positive experience of European states in re-
forming guardianship and incapacity systems demon-
strates various models of implementation of interna-
tional standards that can serve as a guide for Ukraine
and other states in the process of legislative reforms.
Germany carried out a significant reform of its guard-
ianship system in 1990, replacing the traditional in-
stitutions of guardianship and custody with a single
legal institution of “care and assistance” (Betreuung),
which provides a flexible combination of support and
intervention. This system does not involve depriv-
ing the person of their legal status or any other le-
gal rights, and the carer can be a family member, an
agent of an approved carers’ association or an agent
of a public authority responsible for coordinating
care (Melamed et al., 2007). Austria has also imple-
mented a progressive adult protection system that
emphasises the principle of subsidiarity and the use
of the least restrictive means to resolve an individu-
al’s affairs. The Austrian Federal Ministry for Consti-
tutional Affairs has developed new adult protection
legislation that aims to balance the right to personal
autonomy and protection (Karjalainen, 2022). Swe-
den, Denmark and Finland have also adopted similar
legislation to Finland’s to protect individuals who are
unable to manage their affairs due to ill health or
similar reasons, with the principle of subsidiarity and
the principle of using the least restrictive means to
manage an individual’s affairs being emphasised in
government proposals (Nakki et al., 2024).

! Code of Civil Procedure of Ukraine. (2003, March). Retrieved from https://zakon.rada.gov.ua/laws/show/1618-15#Text.

2Ibidem, 2003.

3 Judgement of the European Court of Human Rights in Case No. 36760/06 “Stanev v. Bulgaria”. (2012, January). Retrieved from https://

hudoc.echr.coe.int/eng?i=001-108690.

4 Law of Ukraine No. 2205-VIII “On Amendments to Certain Legislative Acts of Ukraine on the Provision of Mental Health Care”. (2017,
November). Retrieved from https://zakon.rada.gov.ua/laws/show/2205-19#Text.
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The challenges of implementing European stand-
ards in national legal systems are related to a varie-
ty of factors that require a comprehensive approach
to address them. First, economic and financial chal-
lenges pose a significant barrier, as people often do
not have the right to open a bank account and, in
some cases, to manage personal finance (Inclusion
Europe, 2022). Second, legal frameworks in many
countries still include guardianship as part of nation-
al law, as these countries have not implemented the
transition from guardianship to decision-making as-
sistance as envisaged by the UN Convention on the
Rights of Persons with Disabilities. Thirdly, there are
serious problems with understanding and awareness,
including a lack of knowledge among profession-
als, policymakers and families about the difference
between support persons and carers, and a better
understanding of their respective roles. Inclusion
Europe has identified several areas where progress
needs to be made to support the implementation of
modern legal capacity laws: more financial and hu-
man resources to develop effective and accessible
community-based decision support services, better
support networks for people with intellectual disa-
bilities, and better involvement of self-advocates and
organisations of people with intellectual disabilities
in policy and decision-making.

Alternative decision-making arrangements as a
replacement for traditional guardianship represent an
innovative approach that is increasingly recognised
in European legal systems and international prac-
tice. Supported decision-making means that there is
no transfer of rights, only support is provided, and
the person remains in control of the life, while full
guardianship regimes cease to exist and persons with
disabilities enjoy all their rights). Key elements of a
decision-making support system include safeguards
in measures relating to the exercise of legal capac-
ity and an understanding of how the denial of legal
capacity affects the lives of people with intellectual
disabilities (Inclusion Europe, 2022). Different opin-
ions exist among legal and disability experts on how
far-reaching the requirement to replace intrusive
measures with less drastic measures is, as illustrated
by the debate on the content of Article 12(3)' among
stakeholders and public authorities (Karjalain-
en, 2024). Disability rights advocates have strongly
argued that Article 12 should be interpreted to com-
pletely prevent traditional guardianship regimes and
especially measures that result in any deprivation of
legal capacity, while legal experts and state actors
have taken a different position, noting that it would
be virtually impossible for all those covered by the
Convention to benefit from a system in which only
decision support is possible (Karjalainen, 2024).
|

The prospects for reforming Ukrainian legislation
in incapacity and guardianship should be based on a
comprehensive approach that considers both inter-
national standards and national peculiarities of the
legal system and socio-economic conditions. Firstly,
it is necessary to amend the Civil and Civil Procedure
Codes of Ukraine to ensure mandatory personal par-
ticipation of a person in court proceedings to restrict
legal capacity or to ensure proper representation
in cases where personal participation is impossible
for objective reasons. These changes should include
clear procedural guarantees for notifying a person of
a court hearing, providing an opportunity to be heard
and ensuring qualified legal assistance. Secondly, it
is necessary to introduce mechanisms for mandato-
ry periodic review of decisions on the restriction of
legal capacity with the definition of specific terms
for such review and the right of a person to initiate
the procedure for restoring legal capacity. Thirdly,
it is advisable to develop and implement alternative
mechanisms of decision-making support that would
avoid complete deprivation of legal capacity in cases
where a person needs only partial support in certain
areas of life. Fourth, there is a need to train special-
ised legal and medical personnel who have up-to-
date knowledge of the rights of persons with disabili-
ties and procedural guarantees in cases of incapacity.

At the same time, an important aspect of the re-
form is to align changes in incapacity with the broad-
er reform of the mental health system that began in
Ukraine in 2017-2018. According to the Ministry
of Health of Ukraine, the mental health system in
Ukraine inherited the Soviet model, which was char-
acterised by a highly concentrated psychiatric system
with very limited community mental health services,
as well as a strong stigma attached to mental illness
(Bandura & Raynai, 2023). Before the full-scale war,
approximately 30% of Ukrainians suffered from men-
tal health disorders in their lifetime, and in 2019, the
prevalence of depressive disorders in Ukraine was
higher than the average for the European Union -
5.2% vs. 4.6%, respectively (Seleznova et al., 2023).
The reform of the mental health system envisages a
shift from inpatient mental health care to outpatient
services and psychosocial support, with outpatient
services accounting for only 11% of total mental
health funding, while psychiatric institutions receive
the remaining 89% (Bandura & Raynai, 2023). This
reform could create favourable conditions for the in-
troduction of less restrictive alternatives to full dep-
rivation of legal capacity and the development of
community-based support services for people with
mental disorders.

Thus, the implementation of European standards
of procedural fairness in cases of declaring a person

! European Convention on Human Rights. (1950, September). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004.
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incapacitated and appointing a guardian in national
legislation requires a comprehensive approach that
combines legislative changes, institutional reforms
and changing public awareness of the rights of persons
with disabilities. The positive experience of European
countries demonstrates that it is possible to success-
fully transition from traditional guardianship models
to more flexible decision-making support systems,
but this process requires significant resources, politi-
cal will and a long time. For Ukraine, it is particularly
important to align reforms in incapacity with broader
health and justice system reforms, as well as to ac-
count for the specific challenges posed by martial law
and its consequences for the mental health of the pop-
ulation. The successful implementation of European
standards can not only ensure better protection of the
rights of persons with disabilities but also contribute
to the overall improvement of the quality of justice
and strengthening of the rule of law in the country.

m Discussion
The results of the study demonstrate the complex
dynamics of the development of procedural fairness
standards in cases of declaring a person incapacitat-
ed and appointing a guardian in the European legal
space. The systematisation of the five fundamental
standards established by the case law of the European
Court of Human Rights reflects a fundamental para-
digm shift from the traditional paternalistic approach
to the modern concept of supported decision-making.
These results are of particular importance in the con-
text of the global transformation of the understanding
of the legal personality of persons with disabilities
and require careful analysis in the light of modern
scientific research. The identified evolution from a
medical to a social model of disability is confirmed
by G.D. Martino (2019), who emphasises that the de-
velopment of medical, social and economic sciences
has dramatically changed the relationship between
society and persons with disabilities, transforming
them from objects of social protection to active par-
ticipants in public life. This approach is consistent
with the findings regarding the need to consider the
will and preferences of the individual when making
decisions about limiting legal capacity. G.D. Marti-
no (2019) particularly emphasises that self-determi-
nation is a fundamental principle, and that “substi-
tution” in personal choices should be considered as
an exceptional measure and an extrema ratio. This
conclusion confirms the standard established in the
study regarding the consideration of the person’s will
as an indispensable element of procedural justice.
The analysis of legal mechanisms for deci-
sion-making support finds theoretical justification in
the work of J. Bodio (2021), who examines the le-
gal status of guardians in Polish law and distinguish-
es two different models of guardianship. The study
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demonstrated that a guardian for a partially incapac-
itated person has the status of a legal representative
with powers of representation and property manage-
ment, while a guardian for a person with a disabil-
ity without full incapacity provides mainly actual
assistance. This differentiation confirms the princi-
ple of proportionality of measures and individual ap-
proach to each case established in the study, which
is in line with the standards of the European Court of
Human Rights. At the same time, the results of the
study on the importance of periodic review of deci-
sions are empirically confirmed by A. Dombrovska et
al. (2022), who analyse the legal aspects of incapac-
ity in patients with dementia in Ukraine. The study
emphasised that more than a decade after the entry
into force of the Convention on the Rights of Per-
sons with Disabilities, the problem of promoting and
protecting the rights of this socially vulnerable group
remains relevant. The conclusions on the need to in-
troduce decision support systems for persons with
disabilities are fully consistent with the standard of
periodic review established in the study and confirm
the importance of developing alternative mecha-
nisms to the complete deprivation of legal capacity.

The identified problems with the implementation
of European standards in national legal systems were
confirmed by O. Kaluzhna & M. Shevchuk (2022) in
an analysis of the unconditional grounds for recusal
of judges in criminal proceedings in Ukraine follow-
ing the standards of the European Court of Human
Rights. The study emphasised that the correct resolu-
tion of applications for judicial recusal is important
for further criminal proceedings, as a miscarriage of
justice may lead to a violation of a person’s right to a
“legitimate tribunal” or the right to defence. The con-
clusions on the need to harmonise national legislation
with the standards of the European Court confirm the
problems of adapting international standards to na-
tional legal systems identified in the study. The anal-
ysis of the role of judicial independence in ensuring
procedural fairness finds theoretical justification in
the work of M. Leloup (2021), who explores the need
for the European Court of Human Rights to recognise
the subjective right of national judges to independ-
ence. The author argues that the absence of such a
right in the Court’s case law forces national judges
to formulate their complaints in terms of other sub-
stantive rights of the Convention, often through rath-
er complex arguments. This conclusion confirms the
importance of judicial independence and impartiality
as a fundamental element of procedural justice in in-
capacity cases, as established in the study.

The problem of using capacity criteria for inter-
ventions without the consent of persons with mental
disorders is thoroughly analysed by J. Stavert (2025),
who examines the Scottish experience of revising
mental health legislation. The study emphasised that
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the use of decision-making capacity as a determining
factor for intervention has been criticised from a hu-
man rights perspective, especially since the adoption
of the Convention on the Rights of Persons with Dis-
abilities'. The conclusions on the need to develop an
autonomous decision-making test as an alternative
to traditional criteria of capacity confirm the trends
identified in the study towards less discriminato-
ry and more supportive intervention mechanisms.
The complexities of applying the provisions of the
CRPD in the case law of the European Court of Hu-
man Rights are analysed in detail in J. Fiala-Buto-
ra (2024), who examines how the European Court
has applied the Convention in the field of mental
health legislation. The study noted that, despite its
initial openness to the application of the Convention,
the Court has subsequently distanced itself from the
positions of the UN Committee on the Rights of Per-
sons with Disabilities on involuntary hospitalisation
and treatment. These findings explain the difficul-
ty of harmonising different international standards
identified in the study and confirm the need for fur-
ther development of consensus between different in-
ternational institutions.

The analysis of the political rights of persons
with disabilities, in particular the right to vote, is ex-
plored in detail by S. Jovici¢ (2021), who examines
the conflicting interpretations between the systems
of the CRPD and the European Convention on Human
Rights. The study emphasised that the UN Committee
on the Rights of Persons with Disabilities has clearly
stated that a person’s decision-making capacity can-
not justify any exclusion of persons with disabilities
from the exercise of their political rights. These find-
ings confirm the principle established in the study
that no automatic deprivation of rights should be
based solely on a medical diagnosis. The importance
of cross-border protection of adults in the context of
globalisation is explored in S. Shakargy (2023), who
analyses the challenges faced by existing protection
systems in the context of the increasing mobility
of persons with disabilities. The study emphasised
that national legislation is slow to respond to these
challenges, and existing solutions are often insuffi-
cient. The conclusions on the need to accede to the
2000 Hague Convention on the Protection of Adults
confirm the need for harmonisation of national ap-
proaches to procedural justice in incapacity cases, as
identified in the study.

An empirical study of the factors influencing the
appointment of guardianship for people with de-
mentia is presented by K. Nakki et al. (2024), who
conducted interviews with healthcare professionals
and legal experts in Finland. The study determined
|

significant differences between professional groups
in determining the need for guardianship, including
that some doctors may not be aware of the legal re-
quirements for guardianship or may not incorporate
them in the assessments. These findings confirm the
problem of insufficient awareness of professional
participants in the procedures and the need for spe-
cial training. The practical aspects of reforming the
Italian legal guardianship system are analysed by
R. Ciliberti (2024), who examines the decisions of
the European Court of Human Rights on the abuse of
the legal guardianship institution in Italy. The study
emphasised that legal guardianship, like the entire
Italian judicial system, suffers from a chronic lack of
human and material resources, despite the concrete
efforts of numerous guardianship judges and ap-
pointed support administrators. Its recommendations
to abolish incapacitation and prohibition as more re-
strictive forms of guardianship confirm the areas of
reform identified in the study for national systems.
The results obtained demonstrate that European
standards of procedural fairness in incapacity cases
are in a state of dynamic evolution, reflecting the
general trends in the development of internation-
al human rights law. The identified gradation from
minimal compliance with the conventional require-
ments to progressive approaches that exceed the ba-
sic standards is confirmed by the studies of various
authors and indicates the need for further harmoni-
sation of national approaches. At the same time, im-
plementation challenges related to economic factors,
lack of professional awareness and institutional con-
straints remain relevant for most European countries.
An important conclusion is the confirmation that the
transition from traditional models of full guardian-
ship to modern decision-making support systems re-
quires not only legislative changes but also a funda-
mental rethinking of the role of the state in relations
with persons with disabilities. The analysis of studies
by various authors shows that successful implementa-
tion of European standards requires a comprehensive
approach that combines legal reforms with training
of professional staff, development of public support
services and change of public consciousness.

= Conclusions

The study aimed to establish and analyse the stand-
ards of procedural fairness in cases of declaring a
person incapable and appointing a guardian, as for-
mulated in the case law of the European Court of
Human Rights, and to study the peculiarities of their
implementation in the national legal systems of Euro-
pean countries. This goal was fully achieved through
the application of a comprehensive methodological

! UN Convention on the Rights of Persons with Disabilities. (2006, December). Retrieved from https://www.un.org/disabilities/

documents/convention/convoptprot-e.pdf.
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approach that combined theoretical analysis of the
conceptual framework with empirical study of case law
and comparative research of national legal systems.

The study provided a comprehensive analysis of
the conceptual foundations of procedural justice in
cases of incapacity, including the evolution from a
medical to a social model of disability and the impact
of the UN Convention on the Rights of Persons with
Disabilities on the rethinking of traditional legal con-
structs. It was systematised the key judgments of the
European Court of Human Rights in Stanev v. Bulgar-
ia, D.D. v. Lithuania and other cases, which identified
five fundamental standards of procedural justice: per-
sonal participation or proper representation, individ-
ual approach and proportionality of measures, peri-
odic review of decisions, consideration of the person’s
will and preferences, and ensuring access to legal aid.

A comparative analysis of national legal systems
has revealed three fundamentally different models
of implementation of European standards. Germany
represents the most developed model through the Be-
treuung system, which provides individual support to
individuals without depriving them of legal capacity
and establishes automatic review of decisions every
seven years. Finland demonstrates the Scandinavian
model with an emphasis on decision support sys-
tems and a five-year maximum period of restrictions.
Ukraine is characterised by limited compliance with
European standards due to the preservation of the
traditional post-Soviet model of full deprivation of
legal capacity and the absence of mechanisms for pe-
riodic review of decisions. These differences are due
to historical legal traditions, the level of European
integration and the political will to reform.

The impact of these differences is manifested in
radically different levels of protection of the rights
of persons with disabilities. In Germany and Finland,
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m AHOTalmiA. MeToo [ociigkeHHs OyJii BCTAaHOBJIEHHs Ta CHUCTEMAaTH3alliA OCHOBHUX CTaHOapTiB
MpoLeqyPHOI CIpaBeIMBOCTi, PO3pOo0JieHI B MpaKTUIli €BPOMNENChKOro Cyay 3 NpaB JIIOJAUHU CTOCOBHO
npoieayp oOMexxeHH:A Ai€e34aTHOCTI I OMIKYHCTBA, 3 OJaJIbIIINM aHaI1i30M 0COOJIMBOCTEMN 1X YIIPOBagXeHH
B HallioHaJIbHi IPaBOBI CHCTEMM €BPOIEHCHKUX JepxxaB. JlOCikeHHA 3AilICHeHO i3 3acTOCyBaHHAM
KOMILJIEKCHOTO MEeTOAOJIOTiYHOr0 MigX0ay, AKUIN MOoeqHAB CUCTEMHMU MeTO[ [Jid aHajlidy B3aEMO3B’A3KiB
MiX eJeMeHTaMU TMpoLeAypPHOI CIpaBeAJIMBOCTi, NOPiBHAJBHO-IPABOBUN METOJ MJIA 3iCTaBJIEHH:A
MiOXOJiB Pi3HUX €BPOINENCHKUX MPAaBOBUX CHUCTEM, METOJl aHaJIi3y Cy[OBO1 MPaKTUKU AJIA CUCTeMaTu3allil
KJIIOUOBUX pillleHb i CTPYKTYpHO-QYHKIIOHAJIBHUN aHa i3 AJiA OOCIiAXKeHHA (QYHKI[iOHyBaHHA MoJesiein
ONiKyHCTBA. 3a pe3yJbTaTaMM CHCTeMaTHu3alil cyJI0BOl MIPaKTUKN BUOKPEMJIEHO I'ATh GyHAaMeHTaJIbHUX
CTaHAapTiB NpoueqypHOI CIIpaBeIMBOCTi: 000B’A3KOBiCTh 3a6e3nedeHHs 0COOUCTOL yyacTi abo HaJIeXHOIo
NpeACTaBHUILITBA 0COOU B CyNOBUX Mpoliefypax, 3aCTOCYBaHHA iHAMBIAyaJIbHOrO MiAXOAY OO OLiHIOBAHHA
aiesmatHoCcTi Ta 3abe3nedyeHHA IMPOMOPIINHOCTI 3ax0fiB OOMeXeHHdA, TrapaHTyBaHHA NepioguYHOTO
neperJiAQy pillleHb Npo OOMeXeHHs Aie€3JaTHOCTI, ypaxyBaHHsA BOJIi Ta IpedepeHLill ocobu mif dac
NpUMHATTSA pillleHb, 3a0e3NedeHHA He3asleXXHOI IpaBoBol AonoMoru. [TopiBHANBPHUI aHaIi3 iMILJIeMeHTallil
CTaHAApTiB y TpbOX [JOCHiKYBaHMX KpalHax BUABUB iICTOTHiI BiIMiHHOCTi: MpPOTpeCcCHUBHYy CHUCTeMy
Betreuung B HimeuunHi 3 ninTpumkorn 6e3 no30aBjieHHA NpaB, CUCTEMY MiATPUMKM B NMPUUHATTI pilleHb
y ®innaHail 6e3 nepenayvi nmpas 1 oOMeXeHy BiAIIOBiAHICTh YKPalHCBKOTO 3aKOHOAABCTBA €BPONENCHKUM
BHUMOTaM dYepe3 BifIcyTHiCTh 0OOB’SA3KOBOI OCOOHMCTOI ydacTi ocoOu B CyJOBHUX 3acCifaHHAX i MexaHi3MiB
nepioguYHOrO ImeperssAy pimeHb. [IpakTHyHa 3HAUYYIIiCTh [MOCJIiJKEHHsA T[OJIATa€e y CTBOPEHHI
MeTOJOJIOTiYHOI OCHOBU [JIA OLiHIOBAaHHA e()eKTUBHOCTI HalliOHAJIbHUX MPaBOBUX CHUCTeM i po3poOJieHHi
MpaKTUYHUX pPeKOMeH/alliil A7 3aKoHoAaBuuXx pedopM y chepi omikyHCTBa 11 Heflie3AaTHOCTi. Pe3ynbratu
JOCJiI)KeHHA MOXYTh BUKOPUCTOBYBAaTH CyZOBi OpraHu, 3aKOHOZABI{i Ta IpaBO3axWCHi opraHizanii mJis
BAOCKOHAJIEHHs IPOIeIypHUX TapaHTill Ta Nepexoay BiJl TpaAMI[iHHUX MOJeJjell IOBHOTO OMiKyHCTBa J0
Cy4yaCHUX MeXaHi3MiB HMiATPUMKU B MPUNUHATTI pillleHb, IO BiANOBiga€e MpUHIUNAM IIOBaru OO0 JIIOACHKOL
TiTHOCTI 11 aBTOHOMI1 0ci0 3 iHBaJIiIHiCTIO

m KutiouoBi cjioBa: nmpaBocy6’eKTHICTb; i€3qaTHICTh; 3aXUCT MpaB JIOANHY; MiXHapOAHI cTaHAapTH; Cya0Ba
MpaKTUKa; iHBaJIiJHICTh
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m Abstract. The relevance of the article lies in the fact that in the conditions of the full-scale war of the Russian
Federation against Ukraine, the need to strengthen control over arms trafficking, ensure law and order, and
the safety of citizens is becoming more acute. The illegal trade in weapons leads to an increased risk to
public safety and creates the conditions for a rise in violent crimes. The aim of the article was to establish
optimal ways to prevent the illicit trafficking of firearms, explosives, and ammunition during martial law and,
based on international experience, to investigate the feasibility of their legalisation. To achieve this goal, a
number of methods were applied: comparative, structural, and systemic. A study of international experience
showed that in countries where arms control is lax or arms trafficking is legalised, there is an increase in the
number of criminal offences involving weapons. In contrast, in countries where strict arms control has been
introduced, a lower level of gun crime is registered. It has been established that the decriminalisation of the
storage and manufacture of weapons would increase their circulation among the population, could lead to
the illegal use of weapons in both domestic and interpersonal conflicts, and would increase the risk to public
safety. Thus, replacing criminal liability for the storage and manufacture of weapons with administrative
liability does not sufficiently consider the consequences for the law enforcement system and would reduce
the effectiveness of the fight against criminal offences. Firm and strict control over the circulation of firearms
reduces the risks of violent crimes involving the use of weapons. The practical significance of the study lies
in identifying effective approaches to the legislative regulation of firearms, ammunition, and explosives for
further implementation into the legislation of Ukraine, as well as possible ways and means of preventing the
illicit trafficking of firearms, ammunition, and explosives during martial law in Ukraine

m Keywords: weapons legalisation; civilian population; criminal offences; public order; public danger

» Introduction

Preventing the illicit trafficking of firearms, ammu- ensuring state security. The problem of the illegal
nition, and explosives during martial law is critical- and rapid spread of weapons affects every coun-
ly important for preventing criminal offences and try, but it is especially pressing for Ukraine during
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martial law. In particular, organised criminal activi-
ty in the arms and ammunition trade poses a threat
to most countries worldwide, including Ukraine
(Hideg, 2024). Among the socially dangerous phe-
nomena that threaten the development of the state
and significantly restrict human rights and freedoms,
a large number are offences committed with the use
of firearms. Ensuring the safety of citizens, protecting
their lives, health, and personal integrity is one of the
main directions of Ukraine’s social policy.

From 2023 to 2024, during their service at check-
points, military personnel and police officers docu-
mented more than 1,000 cases of illegal weapons
being transported through these checkpoints, result-
ing in the seizure of over 400 firearms, more than
50 grenade launchers, and a large number of differ-
ent-calibre ammunition (Milenin & Natochii, 2024).
It is appropriate to agree with the Deputy Head of
the National Police of Ukraine, Andriy Nebytov,
who stated in an interview that weapons, especial-
ly firearms, should be on the front lines protecting
people, not causing injury to civilians in the rear or
becoming instruments of crime. Every day, the police
prevent the serious consequences of illegal and im-
proper handling of weapons (Hirak, 2024). Thus, the
development of ways to prevent the illicit (illegal)
trafficking of firearms, explosives, and ammunition
during martial law is particularly important for the
work of law enforcement agencies and for the most
stable functioning of society possible.

Specifically, O. Jafarova & T. Dunaev (2023)
pointed out the main causes of illicit firearms traf-
ficking in Ukraine. Among these causes, they named:
the full-scale invasion by the Russian Federation,
which led to the uncontrolled removal of firearms
and ammunition from the combat zone, and the fact
that a significant part of the state border is not con-
trolled by Ukraine. At the same time, B. Greenberg et
al. (2024) found that more restrictive and limiting
firearms laws significantly reduce civilian mortality
from firearms. They believe that these findings serve
as evidence of the need to implement such legislation
to reduce firearm injuries and deaths. The researchers
remind that the growing number of violent incidents
involving firearms worldwide is causing increasing
concern in various spheres of society. M. Werbick et
al. (2021) also noted that populations worldwide are
facing a growing burden of firearm violence, which
contributes to an increase in mortality and disability.
They emphasised that at the time of their research,
firearm deaths accounted for over 250,000 deaths
annually worldwide. As of 2021, 857 million fire-
arms were in the hands of civilians.

It should be noted that N. Symonenko & A. Kho-
menko (2024) also pointed out that in most coun-
tries with strict control over the circulation of fire-
arms and ammunition, lower levels of gun crime are
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recorded. In contrast, the legalisation or relaxation
of controls has repeatedly proven to be ineffective
in fighting crime and has even contributed to its
growth. The authors noted that the bill proposing to
decriminalise the illegal storage and manufacture of
firearms does not contain scientifically sound data
or empirical studies that could confirm that such de-
criminalisation would lead to a reduction in crime or
an improvement in citizens’ self-defence conditions.

It was also important to mention the study by
J. Kappelman & R.C. Fording (2021), in which, based
on a series of negative binomial regression analyses,
the authors confirmed that strict, restrictive firearms
laws are associated with a reduction in youth suicides
involving firearms, especially among males. Howev-
er, the researchers emphasised that for this to be the
case, such laws must be genuinely strict and have age
restrictions. Despite the significant increase in youth
suicide rates in the 2010s, their results showed that
state laws restricting youth access to firearms con-
tinue to represent a potentially effective strategy for
reducing suicides.

In turn, M.E. Wallace et al. (2021) highlighted that
in the United States, homicide is the leading cause of
death among pregnant women and women up to one
year postpartum. The majority of these homicides are
committed by the woman’s intimate partner using a
firearm. The researchers found that laws prohibit-
ing firearm possession or requiring the relinquish-
ment of firearms by individuals convicted of domes-
tic violence offences lead to a significant reduction
in homicides of pregnant and postpartum women.

The aim of the article was to review policies
for preventing the illicit trafficking of firearms, ex-
plosives, and ammunition, to draw reasoned as-
sumptions about possible ways to prevent the illicit
trafficking of firearms, explosives, and ammunition
during martial law, and to explore the issue of le-
galising the possession and manufacture of firearms
among civilians.

= Materials and Methods

To achieve a goal, the following special scientific re-
search methods were used: comparison method, ex-
trapolation method, system analysis method, and hy-
pothetical-deductive method. Using the comparative
method, a comparison was made of the positive and
negative experiences of legalising weapons in var-
ious countries around the world (the United States
of America, Israel, Switzerland, Germany, and other
European countries) to prevent the illegal circulation
of firearms during martial law. Using the method of
systematic analysis, the impact of weapon legalisa-
tion on crime rates in different countries around the
world was analysed, as well as the approaches to reg-
ulating the use and possession of firearms in these
countries. Using the extrapolation method, future
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ways of preventing the illegal circulation of firearms,
explosives and ammunition during martial law were
modelled when developing recommendations for
preventive measures to reduce such cases.

The regulatory basis for the work was provided
by: the Constitution of Ukraine!, Law of Ukraine “On
the National Police”?, Regulations on the Nation-
al Police of 2015° Strategy on Fighting Organised
Crime in Ukraine*, the Criminal Code of Ukraine®,
Law of Ukraine “On Amending Article 263 of the
Criminal Code of Ukraine Regarding the Abolition of
Liability in Cases of Voluntary Surrender of Weap-
ons, Ammunition, Explosives or Devices™, Instruc-
tions on the Procedure for the Manufacture, Acqui-
sition, Storage, Accounting, Transportation and Use
of Firearms, Pneumatic Weapons, Cold Weapons
and Bladed Weapons’, Constitution of the United
States®, Directive of the European Parliament and of
the Council No. 2021/555, Federal Act on Weapons,
Weapon Accessories and Ammunition®, Law of the
Federal Republic of Germany “On Weapons”!®, Law
of Israel No. 5779 “On Arms”!!.

m Results

It should be emphasised that the conduct of military
operations on the territory of Ukraine has an im-
pact on the proliferation of firearms, explosives, and

ammunition in the country. This is an important as-
pect for law enforcement investigations and a press-
ing issue for society in various areas. According to the
Deputy Minister of Internal Affairs, Bohdan Drapi-
atyi, Ukrainian citizens may possess approximately
2 to 5 million undeclared firearms (Department of
Communications of the Ministry of Internal Affairs of
Ukraine, 2024).

According to statistical information recorded by
the Prosecutor General’s Office (Table 1), the num-
ber of criminal offences committed with the use of
firearms in 2024 increased by 115.5% compared to
2020. It should be noted, however, that the number
of criminal offences committed with smooth-bore
firearms over the same period did not increase but
decreased: in 2024, there were 3.5% fewer such
crimes committed compared to 2022. The sharp in-
crease in the number of offences committed with
firearms occurred specifically in 2022, with the start
of the full-scale military aggression: it increased by
578.3% compared to 2021. Accordingly, it can be as-
sumed that the main reason for the increase in this
type of crime was the full-scale military aggression
of the Russian Federation. In February 2022, a rela-
tively large number of small arms were distributed to
the civilian population to support territorial defence
units (Gergely, 2024).

Table 1. Comparison of the number of criminal offences committed with firearms, 2020-2024

Number of criminal offences / per year 2020 2021 2022 2023 2024
Committed with firearms 386 281 1,906 1,867 832
Committed with smooth-bore firearms 57 48 82 89 55
. Intentional homicides 57 36 247 909 295
Of which - - -
Intentional grievous bodily harm 4 1 18 14 14
Robbery 27 17 32 23 11
Proceedings under Art. 263 of the Criminal Code of Ukraine 5,116 4,067 4,735 5,582 5,898

Source: developed by the authors based on data from the General Prosecutor Office (n.d.)

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254x/96-ep#Text.

2 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
3 Resolution of the Cabinet of Ministers of Ukraine No. 877 “Regulations on the National Police”. (2015, October). Retrieved from https://
zakon.rada.gov.ua/laws/show/877-2015-%D0%BF#Text.

4 Order of the Cabinet of Ministers of Ukraine No. 850-p “On the Approval of the Plan of Measures for Implementation of the Strategy on
Fighting Organised Crime”. (2022, September) Retrieved from https://zakon.rada.gov.ua/laws/show/850-2022-%D1%80#Text.

5 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

6 Law of Ukraine No. 2150-IX “On Amending Article 263 of the Criminal Code of Ukraine Regarding the Abolition of Liability in Cases of
Voluntary Surrender of Weapons, Ammunition, Explosives or Devices”. (2022, March). Retrieved from https://zakon.rada.gov.ua/laws/
show/2150-20#Text.

7 Order of the Ministry of the Internal Affairs of Ukraine No. 622 “Instructions on the Procedure for the Manufacture, Purchase, Storage,
Accounting, Transportation and use of Firearms, Pneumatic, Cold and Cold-Action Weapons, Domestically Produced Devices for Firing
Cartridges Equipped with Rubber or Similar in their Properties Non-Lethal Projectiles, and Cartridges for them, as Well as Ammunition
for Weapons, Main Parts of Weapons and Explosive Devices”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/
z0637-98#Text.

8 Constitution of the United States. (1787, September). Retrieved from https://constitution.congress.gov/constitution/amendment-
2/#:~:text = A%20well%20regulated%20Militia%2C%20being, Arms%2C%20shall%20not%20be%20infringed.

°Federal Act of the Federal Republic of Germany “On Weapons, Weapons Accessories and Ammunition (Weapons Act, WG)”. (1997,
June). Retrieved from. https://www.fedlex.admin.ch/eli/cc/1998/2535_2535_2535/.

"Law of the Federal Republic of Germany “On Weapons”. (2002, October). Retrieved from https://www.gesetze-im-internet.de/
waffg 2002/BJNR397010002.html.

1 Law of Israel No. 5779 “On Arms”. (1949, August). Retrieved from https://www.nevo.co.il/law_html/law00,/72225.htm.
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Itisalso worth noting the study by G. Hideg (2024),
which concludes that the level of civilian ownership
of firearms in Ukraine has remained stable since the
beginning of 2022. However, it should be noted that
the study was based on a survey. Accordingly, it is
only relevant to those weapons that respondents
were willing to report. Moreover, according to the
same study, the level of victimisation from crimes

involving firearms increased in 2023 compared to
2022. Thus, in 2023, 11% of all victims reported that
they had encountered firearms during criminal inci-
dents that had occurred to them in the 12 months pri-
or to the survey. In 2022, this figure was 6%. Since
the start of the full-scale invasion, there has been a
steady increase in the number of proceedings under
Article 263 of the Criminal Code of Ukraine! (Fig. 1).

7000
6000 4735 5,582 5,898 Prosecutions registered
5000 4,067 3.059 4,001 4,330 Cases sent to court
4000 13 ,634:1353 1’ 156 2,248 —— Persons convicted
2888 1,098 944 L.558 %’égé —— Persons released from punishment
1000 2251 738 315 2’63 —— Imprisoned
0 2021 2022 2023 2024

Figure 1. Data on proceedings under Art. 263 of the Criminal Code
of Ukraine “Illegal handling of weapons, ammunition or explosives”

Source: CrimeDataLab (n.d.)

Deputy Minister of Internal Affairs, Bohdan Drapi-
atyi, stated that it’s difficult to provide precise statis-
tics on the illicit trafficking of firearms in Ukraine
due to the ongoing “hot phase” of Russia’s full-scale
war against Ukraine and the significant length of the
front line (over 1,000 km). The amount of weaponry
in Ukraine is also increasing due to active military
assistance (Leshchenko, 2023). Bohdan Drapiatyi
stressed that the trend of illicit firearms trafficking
in Ukraine is on the rise compared to 2019. He also
reported that in 2019, approximately 100 automatic
weapons were seized, whereas in 2023, that number
was 1,567 (Department of Communications of the
Ministry of Internal Affairs of Ukraine, 2024).

Therefore, although the increase in the number
of firearms illegally held by civilians in Ukraine can-
not yet be confirmed by statistics due to the diffi-
culty of obtaining them during the hot phase of the
armed conflict, the factors mentioned above (the
rise in gun-related crimes and the increase in seized
firearms) indicate that an increase in such weap-
ons among the civilian population has occurred.
This assumption is based on the strong correlation
found by M. Siegel et al. (2013) between the rate
of homicides committed with firearms and the lev-
el of gun wnership — for every percentage point
increase in gun ownership, the rate of firearm-re-
lated homicides rose by 0.9%. Recent studies also
confirm a similar relationship (Crokidakis, 2022).

The dynamic increase in gun-related crimes is
a problem for Ukraine in itself. To address this is-
sue, the legislature proposed adopting the Law of
Ukraine No. 2150-IX2. This law amended the word-
ing of Part 3 of Article 263 of the Criminal Code of
Ukraine®, which states that a person who voluntarily
surrenders firearms, explosives or explosive devices,
and ammunition to the authorities will not be subject
to criminal liability for acts described in Parts 1 or 2
of that article. According to the Research Service of
the Verkhovna Rada of Ukraine, this law was adopt-
ed with the aim of: “preventing crimes and offences
such as the illegal acquisition, purchase, transfer, or
sale of firearms, explosives or explosive devices, and
ammunition during martial law or a state of emer-
gency; taking measures to ensure that firearms, ex-
plosives or explosive devices, and ammunition are
used only within the legal framework, including for
tasks related to the protection of Ukraine’s territo-
rial integrity and sovereignty; and establishing law
and order in Ukraine...”*. According to N. Symonen-
ko & A. Khomenko (2024), the changes to the crim-
inal legislation were an attempt by the legislator
to increase control over the circulation of firearms
and to raise accountability for offences in this area.

According to data from the Centre of Security
Studies CENSS (2021), in 2019, citizens voluntar-
ily surrendered 5,444 firearms. In 2020, 423 such
weapons were surrendered. However, the total

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
2Law of Ukraine No. 2150-IX “On Amending Article 263 of the Criminal Code of Ukraine Regarding the Abolition of Liability in Cases of
Voluntary Surrender of Weapons, Ammunition, Explosives or Devices”. (2022, March). Retrieved from https://zakon.rada.gov.ua/laws/

show/2150-20#Text.

3 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

4 Draft Law of Ukraine No. 10041 “On Amendments to Article 263 of the Criminal Code of Ukraine on Strengthening Liability for
the Illegal Acquisition, Transfer or Sale of Firearms, Ammunition, Explosives or Explosive Devices in Conditions of War or a State of
Emergency”. (2023, September). Retrieved from https://research.rada.gov.ua/uploads/documents/32649.pdf.

63

Scientific Journal of the National Academy of Internal Affairs, 30(3)



https://research.rada.gov.ua/uploads/documents/32649.pdf

Ways to prevent the illicit trafficking of firearms...

number of people across Ukraine who have surren-
dered weapons is not public. Thus, given that indi-
viduals who illegally possessed firearms began to sur-
render them - and these were not isolated cases — it
can be argued that giving citizens the opportunity to
voluntarily surrender weapons without penalty has
yielded a certain level of positive results. However,
taking into account that the total number of people
in Ukraine who have surrendered weapons has not
yet been published, it is difficult to fully assess these
results. Moreover, it must be considered that Russia’s
military aggression is also a factor that may influence
the willingness of individuals who possess firearms
to surrender them, given the increase in gun-related
crimes during the war. Therefore, the full outcome
of this initiative can only be assessed by conducting
a study after the end of hostilities and comparing it
with the results achieved during Russia’s ongoing
armed aggression against Ukraine. For now, while
this armed aggression continues, it is necessary to
develop additional measures to reduce the illicit traf-
ficking of firearms, explosives, and ammunition.
Among such attempts to reduce the illicit traffick-
ing of firearms, ammunition, and explosives during
martial law in Ukraine, lawmakers proposed adopt-
ing Draft Law of Ukraine No. 11073}, which suggests
decriminalising the illegal storage and manufacture
of weapons. They argued that the mere storage of a
weapon does not directly harm anyone, and there-
fore only its use to cause harm should be criminal-
ised. In the explanatory note, lawmakers also stated
that the storage of firearms should be decriminalised
to protect civilians from Russian Federation soldiers.
However, it is necessary to consider that the main
dangerous weapons of the Russian Federation’s forces
are not ordinary firearms but tanks, missile systems,
mortars, and other weapons of mass destruction,
against which ordinary firearms, especially in the
hands of a civilian, cannot be effective. Moreover,
civilians generally do not have proper military train-
ing or even training on the correct handling of fire-
arms. Armed civilians become easy targets for trained
and prepared enemy military personnel. Situations
where such individuals attempt to engage in com-
bat with the enemy to defend their homes without
proper tactics, coordination, and planning are very
dangerous (Center of Security Studies CENSS, 2021).

The risk of accidental injury or death to their own
civilians and military personnel is also increased dur-
ing the chaotic conditions of combat. Thus, a civilian
carrying a firearm will also become a potential target
for the adversary.

It must be emphasised that the purpose of legisla-
tion is not only to punish a criminal for a committed
crime but also to prevent future crimes by applying
paternalistic restrictions. That is, if the possession of
a certain substance or object poses a real potential
threat to society, then prohibiting its storage, within
the framework of paternalism, will be a way to protect
society from that threat. In this case, not only is the
infliction of harm punished, but also the dangerous
increase in the probability of such harm occurring.

Comparing the security situation related to civil-
ian firearms ownership in other countries with that
of Ukraine will allow for a more complete considera-
tion of the potential outcomes of legalising firearms,
as well as drawing certain conclusions about ways
to prevent the illicit trafficking of firearms, ammu-
nition, and explosives during martial law in Ukraine.
Take the United States (hereinafter — USA), for exam-
ple. The Second Amendment to the Constitution of
the United States? provides for the right of its citizens
to keep and bear arms; more detailed rules concern-
ing firearms depend on the specific state. According
to a list of mass shootings that occurred in the USA in
2024, i.e., incidents where four or more people were
injured or died as a result of gun violence, 711 peo-
ple died and 2,375 were injured in 586 shootings
(List of mass shootings..., 2024).

In Ukraine, according to the Instructions of the
Ministry of Internal Affairs of Ukraine from 1998°
(hereinafter — the Instructions), police authorities do
not have the right to issue permits to citizens for the
purchase, storage, and carrying of firearms, ammuni-
tion, pneumatic or cold steel weapons, devices, and car-
tridges, or to re-register them, in the following cases:

= the person has medical contraindications for
performing the specified functional duties and for
owning a weapon;

= there is information about the person’s system-
atic (twice or more) violation of public order;

= the person has failed to remedy previously
identified violations of the requirements for storing,
transporting, and using previously acquired weapons

! Draft Law of Ukraine No. 11073 “On Amendments to the Code of Ukraine on Administrative Offenses and the Criminal Code of Ukraine
to Ensure the Unity of Norms in the Implementation of the Right to Self-Defense and Decriminalization of Weapons Production”. (2024,
March). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/Card/43810.

2 Constitution of the United States. (1787, September). Retrieved from https://constitution.congress.gov/constitution/amendment-
2/#:~:text= A%20well%20regulated%20Militia%2C%20being, Arms%2C%20shall%20not%20be%20infringed.

3 Order of the Ministry of the Internal Affairs of Ukraine No. 622 “Instructions on the Procedure for the Manufacture, Purchase, Storage,
Accounting, Transportation and use of Firearms, Pneumatic, Cold and Cold-Action Weapons, Domestically Produced Devices for Firing
Cartridges Equipped with Rubber or Similar in their Properties Non-Lethal Projectiles, and Cartridges for them, as Well as Ammunition
for Weapons, Main Parts of Weapons and Explosive Devices”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/

7z0637-98#Text.
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or devices; abuses alcoholic beverages; uses narcotics
without a doctor’s prescription or other intoxicating
substances; or commits domestic violence, as docu-
mented;

= there is a reasoned order from a state enforce-
ment officer establishing a temporary restriction on
the debtor’s right to use smooth-bore hunting fire-
arms, pneumatic and blank-firing weapons, and do-
mestically produced devices for firing rubber or sim-
ilar non-lethal projectiles;

= other cases, as specified in the Instructions
(Paragraph 5.1 of Chapter 5, Section I), where police
authorities do not have the right to issue permits for
the purchase, storage, and carrying of firearms, am-
munition, pneumatic or cold steel weapons, devices,
and cartridges, or to re-register them.

These restrictions serve as a preventive measure
that reduces the likelihood of firearms (a source of
heightened danger) falling into the hands of a person
who might use them to harm the life and health of
others. Thanks to these measures, even during mar-
tial law, when there are hypothetically between 2
and 5 million unregistered firearms in the country,
cases of mass shootings in public places are isolated
incidents in Ukraine.To better outline the difference
in the security situation related to civilian firearms
ownership between the USA and Ukraine, we should
compare the number of mass school shootings in these
countries. In 2024, there were 331 mass school shoot-
ings in the United States, where firearms are legal for
civilians. In contrast, there were 0 mass school shoot-
ings in Ukraine, where firearms are not legal for the
civilian population. However, it is important to con-
sider that the USA is a much larger country in terms
of both territory (9,826,675 km?) and population
(340.1 million people in 2024, according to the U.S.
Census Bureau) compared to Ukraine (603,628 km?).

Therefore, it is useful to compare the num-
ber of mass school shootings in the state of Texas
(696,200 km?) in 2024, which had a population of
approximately 31.29 million people, with the num-
ber of such shootings in Ukraine during the same
period. According to statistical data from the K-12
School Shooting Database (Marks et al., 2024), there
were 23 school shootings in Texas in 2024. No data
for any school shootings in Ukraine for 2024 could be
found in available sources.

The findings of P.M. Reeping et al. (2019) are
also relevant here. They discovered that a 10%
increase in gun ownership in a state was associated
with a 35.1% increase in the rate of mass shootings.
For their study, the researchers used an annual rating
from O (fully restrictive) to 100 (fully permissive) for
the gun laws of all 50 states, taken from a reference

guide for gun owners travelling between states from
1998 to 2015. They found that a 10-unit increase in
the permissiveness of a state’s gun law was also asso-
ciated with an 11.5% higher rate of mass shootings.
This suggests that states with less strict gun owner-
ship laws had a higher number of mass shootings.

Although an analysis by M. Daraklis et al. (2024)
did not find a correlation between the level of gun
ownership and the number of shootings, the study did
show a significant link between the level of gun own-
ership and the lethality of mass shootings — a 12.5%
increase in gun ownership was associated with a 34%
increase in the death rate from mass shootings. This
highlights another danger of the proliferation of fire-
arms: their higher lethality compared to other types of
weapons. The authors of the study suggest that legally
restricting gun ownership (and thus reducing gun avail-
ability) could save lives when mass shootings occur.

David Riedman, the founder of the K-12 School
Shooting Database and an adjunct professor, predict-
ed in an interview that in January 2025, there could
be around 30 school shootings, most likely resulting
from escalated fights. The number of school shoot-
ings in the USA in 2024 slightly decreased compared
to the previous year, but the 330 school shootings
registered last year are still the second-highest fig-
ure since 1966. School shootings continue to trou-
ble school leaders because each incident involves a
unique set of factors leading to the shooting. How-
ever, according to David Riedman, the 2024 shoot-
ings shared some common features: according to the
database, 43% of school shooters from 1966 to 2024
attended the school where the incident occurred;
four out of five premeditated school attacks in 2024
were committed by current students; most shootings
occurred in high schools, with slightly fewer in pri-
mary schools; school shootings most often happened
during school dismissal, sports events, and morning
lessons; and most on-campus shootings resulted from
fights that escalated into armed violence. This has
been the trend in recent years. The author notes that
the number of school shootings in 2024 was only 19
below the historical high of 349 incidents recorded in
2023. In fact, according to the database, the highest
number of school shootings in the last six decades
occurred between 2021 and 2024. This is despite
intensified efforts to reinforce schools with cameras
and weapon detection systems, as well as increased
resources for the emotional and mental well-being of
students (Arundel, 2024).

European Union legislation places significant re-
strictions on firearm use, even at a basic level. Accord-
ing to points 33-34 of Directive 2021/555' , civilian
use and possession of firearms capable of automatic

! Directive of the European Parliament and of the Council No. 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/eli/dir/2021/555/0j/eng.
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and semi-automatic firing is prohibited. The Directive
also mandates information exchange between mem-
ber states, the marking and registration of firearms,
and the requirement for member states to maintain
systems for registering and storing data on firearms
and their owners. Furthermore, under Article 6 of
the Directive, an EU member state may only permit
firearm possession to individuals aged 18 or older.
For those under 18, a parent’s permission is required,
and they must not pose a danger to themselves or
others (i.e., they are not mentally ill, have not com-
mitted violent crimes, etc.). The Directive specifies
that firearms must be stored safely and should not
be easily accessible or loaded. Firearm permits must
be periodically reviewed, with a maximum interval
of five years. It also states that member states must
tighten controls on arms possession at the Union’s ex-
ternal borders. Additionally, EU member states have
the right to adopt stricter restrictions on the posses-
sion and use of firearms within their own legislation.
As an example of a European country where fire-
arms were previously legalised, Switzerland is worth
mentioning. It recently adopted a new weapons law
amending the Federal Act on Weapons' to align its
gun laws with EU standards, particularly the Direc-
tive. In a referendum, the Swiss public approved
the new law with a 67% majority, reinforcing gun
ownership conditions as an anti-terrorism measure
(Switzerland passes new gun law, 2019). According
to Part 3, Article 9b of the Weapons Act?, a weap-
ons acquisition permit is valid for six months, with a
possible extension of up to three months. Under Ar-
ticle 8, any person wishing to acquire a weapon or a
key weapon component needs a permit. An individu-
al applying for a permit for a firearm not intended for
sport, hunting, or collecting must provide a reason
for the purchase. A permit is not issued to individuals
who: are under 18; are incapacitated or require a le-
gal representative; are considered a danger to them-
selves or others; or have been convicted of an act
indicating violent behaviour, posing a risk to public
safety, or for repeat offences or misdemeanours. Fur-
thermore, Article 26 of the Act states that firearms,
essential firearm components, ammunition, and
ammunition components must be stored securely and
protected from access by unauthorised individuals.
One reason for the change in gun law, besides
preventing terrorism, was that the victims of fire-
arm homicides in Switzerland were predominantly
the most vulnerable members of society: women and
children (Stegmiiller & Turuban, 2024). Statistics
|

from 2009-2022 show that firearms were the most
common method of killing women, used in 30.3%
of 350 homicides of women compared to 28.5% of
316 homicides of men. Over 80% of incidents in
Switzerland where a perpetrator kills their partner
and children before committing suicide are carried
out with a firearm (Federal Statistical Office, 2022).
At the same time, in Germany, according to
paragraph 2 of the Law “On Weapons™, the use of
firearms or ammunition is permitted only to persons
who have reached the age of 18, a permit is required
to use firearms, and the use of automatic firearms is
prohibited. According to paragraph 4 of the Law, a
permit to use firearms may be obtained by a person
who has reached the age of 18, has the necessary reli-
ability and personal suitability, has the relevant skills
and knowledge of firearms as required by law, has
been able to demonstrate a real need to use firearms,
and has provided proof of personal liability insurance
for EUR 1 million (in case of bodily injury and prop-
erty damage). The competent authority must regular-
ly, but at least every three years, check the reliability
and personal suitability of firearms licence holders.
In other words, the possession and use of firearms
in Germany is quite heavily regulated by law. Ac-
cordingly, mass shootings in Germany, as in Ukraine,
are a rare occurrence. For example, in 2024, there
were only three mass shootings in Germany. In one
of them, a man shot four members of his family and
then himself (Three dead in Albstadt..., 2024). In the
second, a man shot his wife and then wounded three
people in a hairdressing salon (After shooting in NRW
city..., 2024). And in the third, a soldier killed four
people and wounded two (Scheelel in Lower Sax-
ony: Bundeswehr soldier shoots four people, 2024).
K. Kriisselmann et al. (2021) conducted a study
on the relationship between firearm use and violent
crime in Europe, without comparing European coun-
tries with non-European countries. The researchers
noted that the results of several studies differed.
Some studies showed a clear decrease in the number
of violent crimes after restrictions on the availability
and ownership of firearms. Other studies indicated
that the number of violent crimes after restrictions on
the availability of firearms decreased specifically in
relation to women who were victims of such crimes.
In other words, as the number of firearms decreased,
so did the number of female victims. Thus, all studies
showed that restricting access to firearms has a pos-
itive effect on security dynamics: either overall or in
relation to women, depending on the country.

! Federal Act of the Federal Republic of Germany “On Weapons, Weapons Accessories and Ammunition (Weapons Act, WG)”. (1997,
June). Retrieved from. https://www.fedlex.admin.ch/eli/cc/1998/2535_2535_2535/.
2Federal Act of the Federal Republic of Germany “On Weapons, Weapons Accessories and Ammunition (Weapons Act, WG)”. (1997,
June). Retrieved from. https://www.fedlex.admin.ch/eli/cc/1998/2535_2535_2535/.
3Law of the Federal Republic of Germany “On Weapons”. (2002, October). Retrieved from https://www.gesetze-im-internet.de/
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In turn, S. Hurka & C. Knill (2018) conducted a
large-scale scientific study on the relationship be-
tween stronger legislative regulation of firearm own-
ership and the number of violent crimes and suicides
in 16 Western European countries. In this study, they
also did not take into account the situation with fire-
arms and violent crimes in the United States, con-
sidering it too extreme. As a result of this study, the
researchers concluded that increased legislative reg-
ulation of firearm ownership and use was always cor-
related with a decrease in violent crime and suicide
rates: immediately in some countries and gradually
in others. Nevertheless, the trend towards a decrease
in violent crime and suicide in such conditions has
always been present.

At the same time, it should be noted that G. Liu &
D. Wiebe (2019) conducted a scientific study on the
relationship between the increase or decrease in the
number of firearms purchased in the United States
and the number of mass shootings during the same
period. They claimed that the results of this study
were ambiguous. During a certain period, an increase
in the number of firearms purchased in the United
States correlated with an increase in the number of
mass shootings in the states, while during another pe-
riod, a decrease in the number of firearms purchased
in the United States correlated with an increase in
the number of mass shootings. It should be empha-
sised that the researchers took into account the num-
ber of firearms purchased in the United States, not
the number of weapons owned by individuals during
a given period. Furthermore, the level of legislative
restrictions on gun ownership was also not taken into
account in the calculations in this study. Given the
ambiguity of the study, it is worth noting the meth-
odological caveats of G. Kleck (2015), who pointed
to the need for multifactorial correlation analysis
when studying such data. It can be assumed that oth-
er factors, not just the number of firearms purchased
in the United States, influenced the number of mass
shootings during that period.

If look another country that is not a member of
the European Union for comparison, Israel’s Firearms
Act! also provides for fairly strict rules on the pos-
session of firearms. According to this law, no person
may possess a firearm unless they have a licence. In
order to obtain such a licence, a person must undergo
appropriate training in the use of the type of firearm
they wish to purchase and practise handling the type
of firearm they wish to purchase at a shooting range.
Applicants for a firearms licence must have lived in

Israel for at least three consecutive years, undergo
a background check (criminal history, health history
and mental health history), and state their reasons
for possessing a firearm (e.g. self-defence, hunting
or sport). Such licence applicants must demonstrate
that they have a secure safe in their city of residence
where they will store their firearms. Those who have
firearms licences must renew them and take a shoot-
ing course every three years. Mass shootings in Israel
committed by Israeli civilians are rare. In particular,
in 2024, only one Israeli citizen committed a mass
shooting, killing three members of his family and
then committing suicide (Staff, 2024).

At the same time, A.I. Vecino-Ortiz & D.N. Guz-
man-Tordecilla (2020) emphasised in their research
study that firearm injuries are becoming an increas-
ingly pressing issue in Latin America. They expressed
concern that Colombia ranks fifth in the world in
terms of the number of gun-related deaths, after Bra-
zil, the United States, India and Mexico. Based on the
results of the study, the researchers concluded that
permanent restrictions on the carrying of firearms
have reduced the number of deaths related to the use
of firearms. Taking these studies into account, it is
important to note that restrictions on the possession,
use and carrying of firearms do indeed help to reduce
the number of human casualties resulting from the
use of such weapons.

Thus, considering the examples of the countries
mentioned above, as well as studies conducted by
various scientists on the relationship between the se-
verity of firearms legislation the number of firearms
in the civilian population with the number of mass
shootings, violent crimes and the number of female
victims of firearms, it can be concluded that fewer
weapons in the hands of the civilian population, as
well as stricter laws on firearms, contribute to im-
proving the security situation in the country. Strict-
er gun laws lead to a decrease in deaths from mass
shootings, a decrease in the number of mass shoot-
ings, a decrease in the number of female victims,
and/or a decrease in the number of violent crimes
involving firearms. Thus, it can be argued that the
legalisation of firearms does not lead to an improve-
ment in the security situation in the country.

That is why it would be advisable to incorporate
the provisions of the Instruction?, approved by Order
No. 622 of the Ministry of Internal Affairs of Ukraine
in 1998, into a separate “Law on Weapons”, strength-
ening them. This would bring Ukrainian legislation
into line with European Union legislation. Such

! Law of Israel No. 5779 “On Arms”. (1949, August). Retrieved from https://www.nevo.co.il/law_html/law00,/72225.htm.

2 Order of the Ministry of the Internal Affairs of Ukraine No. 622 “Instructions on the Procedure for the Manufacture, Purchase, Storage,
Accounting, Transportation and use of Firearms, Pneumatic, Cold and Cold-Action Weapons, Domestically Produced Devices for Firing
Cartridges Equipped with Rubber or Similar in their Properties Non-Lethal Projectiles, and Cartridges for them, as Well as Ammunition
for Weapons, Main Parts of Weapons and Explosive Devices”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/

7z0637-98#Text.
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strengthening would also streamline the provisions
on weapons in Ukraine, making them more accessi-
ble and understandable to ordinary citizens without
special legal education.

No European country has recent experience in im-
proving the security situation in the country in terms
of the use and possession of firearms in conditions of
full-scale war and occupation of territory, or in pre-
venting the illegal circulation of firearms, ammuni-
tion and explosives during martial law. V. Chernysh
& V. Voronina (2022) pointed out in their research
study that an effective way to prevent the illegal
circulation of firearms, explosives and ammunition
during martial law is to engage international part-
ners and international organisations in cooperation,
as the exchange of information between states should
increase the effectiveness of the fight against such
threats and prevent the international deterioration of
the crime situation. However, as of 2025, the situation
has changed, as Ukraine has become the only country
in modern Europe that is involved in active military
combat operations on its own territory, which has
been attacked by a nuclear power. As a result, meas-
ures that have proven effective in other countries
may not be sufficient on their own to improve the sit-
uation regarding illegal arms trafficking in Ukraine.

A relevant opinion on this matter was expressed
by Zh.V. Udovenko & V.O. Halytskyi (2024), who
emphasised that general approaches to solving this
problem should be based on the principles of re-
sponsibility, transparency, and cooperation between
government structures, law enforcement agencies,
research institutions, and the public. Only a com-
prehensive approach can effectively prevent crimes
involving the illegal trafficking of firearms, explo-
sives and ammunition, which can help maintain sta-
bility and security in society. In turn, B.S. Shvets et
al. (2024) point out in their Article that in order to
prevent the illegal trafficking of firearms, explosives
and ammunition during martial law, as well as to pre-
vent criminal offences, it is advisable to take meas-
ures such as: improving the effectiveness of control
and supervision by law enforcement agencies, pro-
moting a culture of safety among the population and
improving mechanisms for international cooperation
to combat these crimes more effectively.

One way to reduce the number of crimes involv-
ing firearms and reduce the illegal circulation of fire-
arms, explosives and ammunition would be to raise
public awareness of the dangers of storing firearms,
explosives and ammunition. K.R. Hendel et al. (2024)

point out in their research on raising awareness that
knowledge about problems and potential dangers can
motivate people to change their lifestyle and give up
something they are used to (e.g., storing firearms). In
fact, awareness is usually one of the first steps towards
changing established behaviour. However, it should
be noted that awareness and knowledge alone do not
necessarily initiate or sustain stable changes in be-
haviour. Social and psychological studies have shown
that even clear intentions or knowledge often do not
translate into real action (Conner & Norman, 2022).

Thus, educational measures alone are not enough
to successfully change behaviour patterns. In particu-
lar, the scientific study Facilitating organisational
change (2022) states that the process of helping to
change an individual’s behaviour must include infor-
mational, behavioural and emotional components.
Achievements should be recognised and emphasised,
and progress should be monitored (in the context of
voluntarily surrendered firearms, this could take the
form of regular publication of the number of weap-
ons surrendered over a certain period throughout
Ukraine, using linguistic forms of encouragement).
However, the authors also emphasise that in order
to achieve real results, the objectives of a campaign
to change certain behaviours (e.g. illegal possession
of firearms) must be developed separately for dif-
ferent population groups, demonstrating that these
objectives are consistent with the personal values
and worldviews of the individuals whose behaviour
needs to be changed. For example: young and old
people, conservative individuals and those who are
more liberal, people with active and passive life po-
sitions. It should also be noted that individuals may
be motivated by examples of those who are similar
to themselves. Thus, given the effectiveness of strict
regulation of firearm ownership, based on the above
study of changing behaviour patterns, it can be hy-
pothetically assumed that comprehensive measures
to enshrine in law the provisions provided for in the
Instructions?, conducting specialised educational ac-
tivities for different population groups, as well as ac-
tivities aimed specifically at changing behaviour pat-
terns, will lead to an improvement in the situation
with the illegal circulation of firearms, ammunition
and explosives during martial law in Ukraine.

m Discussion

The issue of developing ways to prevent the illegal
circulation of firearms, explosives and ammunition
during martial law, as well as the danger of their

! Order of the Ministry of the Internal Affairs of Ukraine No. 622 “Instructions on the Procedure for the Manufacture, Purchase, Storage,
Accounting, Transportation and use of Firearms, Pneumatic, Cold and Cold-Action Weapons, Domestically Produced Devices for Firing
Cartridges Equipped with Rubber or Similar in their Properties Non-Lethal Projectiles, and Cartridges for them, as Well as Ammunition
for Weapons, Main Parts of Weapons and Explosive Devices”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/

7z0637-98#Text.
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legalisation, is a sensitive and widespread topic
throughout the world. For Ukraine, it has become
particularly urgent due to martial law and the Rus-
sian Federation’s brutal military aggression, which
has led to an increase in the number of unregistered
weapons in the hands of the civilian population.
Ukrainian scientists, like scientists in other countries,
have studied the problem of illegal trafficking in
firearms, explosives and ammunition and have tak-
en different approaches to solving it. For example,
M. Verkhoutova & O. Krasovsky (2024) believe that
in order to prevent the illegal circulation of firearms,
it is necessary to adopt a special law that would le-
galise firearms and, allegedly, increase the level of
public responsibility and reduce the number of un-
registered weapons. In their opinion, the crime rate
would decrease significantly if citizens had “the right
to legally purchase, store, carry and use firearms
for self-defence and protection of private property”.
However, it should be noted that there are no sci-
entific studies that conclusively confirm that public
responsibility increases when firearms are legalised.
Instead, according to a study by D. Hemenway et
al. (2001), higher levels of firearm ownership are
associated with significantly lower levels of mutu-
al trust and civic engagement. Moreover, countries
where access to firearms is easy and legal, accord-
ing to the studies cited above, have higher rates of
firearm-related deaths, an increase in violent crime,
suicide rates, and other problems associated with a
culture of free firearm ownership.

In turn, D. Sanakoev (2023) outlined the advan-
tages and disadvantages of legalising firearms in his
research article. There were only three advantages
and six disadvantages. Moreover, the advantages
listed were questionable and gave rise to counter-
arguments. For example, the reduction in criminal
offences against property has a flip side: the availa-
bility of firearms to the civilian population and “the
possibility for virtually anyone who wants to do so to
purchase such weapons and carry them concealed”,
which, according to the studies cited in this article,
leads to a natural increase in the number of crimes
involving the use of weapons, as well as suicides.

O. Bogdanets et al. (2021) support the legalisa-
tion of firearms in Ukraine in their scientific work.
The researchers believe that such a law will have a
positive impact on improving the crime situation in
Ukraine. They note that when people know that they
may encounter dangerous resistance from others,
they will be more polite, cautious, and responsible.
However, the statements made by O. Bogdanets et
al. (2021) are only the authors’ assumptions and are

not supported by any research. At the same time, the
studies cited above in this article confirm that the le-
galisation of firearms and an increase in the number
of firearms in the country leads to a deterioration in
the security situation in the state (increase in violent
crimes, increase in the number of mass shootings, in-
crease in the number of victims of such shootings,
increase in the number of victims of firearms among
women and children).

D. Priputen (2020) proposed improving Ukraini-
an legislation by strengthening state control over the
circulation of civilian weapons. It should be added
that such control would indeed provide an additional
means of improving safety related to firearms and
ammunition in Ukraine, as the studies cited in this
article show that control over the storage of firearms
helps to increase the level of security in the state.
Nevertheless, the capabilities of law enforcement
agencies are already largely focused on investigating
war crimes, and such control would only make their
work more voluminous.

M. Kulyk & V. Tylchik (2023) express their opin-
ion on supplementing the concept of “circulation
of weapons among the civilian population”. They
believe that such a concept cannot be too abstract,
one that does not contain the characteristic features
of firearms circulation and does not reveal the very
essence of the concept, and therefore developed the
term, taking into account its specific characteristics.
A clear definition of legislative terms, as well as strict
regulation of such circulation, can indeed improve
the effectiveness of legislation and the security situa-
tion in Ukraine related to firearms. M. Kulyk (2024)
believes that the legalisation of weapons among the
civilian population is a necessary step, given the rap-
id advance of Russian troops into Ukrainian territory.
An author points out that such legalisation is a harsh
military necessity. However, the author does not take
into account that, as mentioned earlier in this arti-
cle, armed, unorganised and untrained civilians with
firearms who attempt to participate in military oper-
ations worsen the situation for professional soldiers
and lead to casualties among both civilians and mil-
itary personnel. Civilians who wish to defend their
homeland have the opportunity to join the Armed
Forces of Ukraine and undergo the necessary training.

V. Galunko et al. (2024) argue that Ukraine needs
to regulate the possession and use of firearms by law
in connection with Ukraine’s aspirations to join the
European Union. Among the positive examples, the
authors cite those countries that have fairly liberal
legislation on firearms. Nevertheless, it should be
noted that Directive No. 2021/5552 does not provide

! Draft Law of Ukraine No. 5708-1 “On the Right to Self-Defense and Possession of Civilian Firearms”. (2021, July). Retrieved from

http://wl.cl.rada.gov.ua/ pls/zweb2/webproc4_1?pf3511 =7248]1.

2 Directive of the European Parliament and of the Council No. 2021/555 “On Control of the Acquisition and Possession of Weapons
(Codification)”. (2021, March). Retrieved from https://eur-lex.europa.eu/eli/dir/2021/555/0j/eng.
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for an overly liberal legislative regime regarding the
possession and use of firearms, and countries such
as Switzerland are abandoning liberal legislation in
order to improve the security situation in the country
and to maintain their status as a member of the Eu-
ropean Union.

D. Hemenway & E. Nelson (2020) emphasise that
the burden of mass shootings falls not only directly
on the victims themselves, but can also affect their
families, loved ones and communities. They believe
that indirect costs include medical care, grief, fear,
hopelessness and post-traumatic stress disorder. Re-
searchers believe that the scale of the gun problem in
the United States is much greater than just the cost of
treatment and the number of deaths. This view is rea-
sonable, given the complex negative impact of mass
shootings. At the same time, A. Vegter & A.T. Mid-
dlewood (2022) explored in their research the im-
pact of mass shootings on individuals who grew up
experiencing a significant number of mass shootings
and witnessed the government’s lack of response to
these killings. The authors examined how such peo-
ple feel about measures to prevent mass shootings.
After analysing the survey, they concluded that these
individuals do indeed believe that stricter laws reg-
ulating the circulation of firearms could reduce the
number of mass shootings. This study demonstrates
the perspective of those who grew up during a time
when the number of mass shootings increased on the
legislative regulation of firearms.

m Conclusions

The subject of this Article was the ways of prevent-
ing the illicit trafficking of firearms, ammunition,
and explosives during martial law in Ukraine. It
explored the feasibility of legalising firearms based
on the experience of other countries and proposed
the most optimal ways to prevent the illicit traffick-
ing of firearms, explosives, and ammunition during
martial law, taking into account relevant scientific
research on the topic. An analysis was conducted
of the situation with illicit firearms trafficking un-
der martial law in Ukraine, given that precise offi-
cial data on the matter is unavailable. The analysis
revealed that Ukraine does indeed have a problem
with an increase in the number of crimes involv-
ing the use of firearms. The available information,
among other things, indicates that after the start of
the full-scale armed aggression by the Russian Fed-
eration, the volume of illegal firearms trafficking in
Ukraine increased. An analysis was also conducted
of the legislation of the United States, Switzerland,
Germany, Israel, and the supranational legislation
of the European Union. The results showed that in
the countries reviewed where the use of firearms
is regulated by strict laws, mass shootings were
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isolated incidents. In contrast, in countries where
firearms were legalised, mass shootings were more
frequent and/or more women and children died as a
result of shootings. Information on the link between
the strictness of a country’s firearms legislation and
the number of violent crimes was also analysed.
The results suggest that the less strict a country’s
firearms legislation, the more violent crimes and/
or mass shootings occur, and/or the more women
die from gunshot wounds, and/or there are more
victims of such shootings. The possibilities of in-
fluencing population behaviour patterns were also
analysed. It was found that to change behaviour,
it is necessary not only to inform the public about
the need to perform or refrain from certain actions
but also to implement other measures: tracking pro-
gress, specialising the state’s communication with
the population according to the type of group, etc.

Summarising the results, it was found that strict-
er legislative norms, one way or another, lead to an
improvement in the security situation in the coun-
try that implements them. Conceptually, this article,
based on existing scientific research, hypothesises
that a comprehensive set of measures (incorporating
the provisions of the Instructions approved by Order
No. 622 of the Ministry of Internal Affairs of Ukraine
in 1998 into law, raising civilian awareness about the
dangers of storing firearms, conducting educational
events specialised for different population groups,
as well as additional campaigns aimed at changing
the population’s behaviour pattern) could reduce the
volume of illicit firearms trafficking in Ukraine. The
limitation of this article was that Ukraine has become
the first modern European country whose territory
has been occupied by a nuclear state, which makes
it impossible to find a successful example of ways to
prevent illegal arms trafficking under similar circum-
stances. A promising direction for future scientific
research would be the development of specific cam-
paign measures aimed at changing the population’s
behaviour regarding firearms ownership.
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Mertoro craTTi OyJI0 BCTAaHOBJIEHHS ONTHMAaJIbHUX LUIAXiB 3ano0iraHHA He3aKOHHOMY 00iry BOTrHemasibHOI
30poi, BUOYXOBUX PEYOBHH i OONMOBUX IpUIMAaciB Mif] YaC BOEHHOTIO CTaHy Ta Ha OCHOBi MiXKHapOJHOI'O
OOCBiy AOCHIOUTU AOLIJBHICTH iX Jierasisarii. [[JiA JOCATHEHHA 3a3HAvYeHOI MeTHU 3aCTOCOBAHO HU3KY
MEeTO/1iB HayKOBOI'O Mi3HAHHA: NOPiBHAJIBHUM, CTPYKTYPHUM, CUCTEMHNI. BUBUEHHA MiXXHapOAHOTO IOCBiqy
3acBigumJIo, [0 B KpaiHaX, y AKUX MocJjabyieHnil KOHTPOJIb 3a 00iroM 30poi abo JierayiizoBaHuil o0ir 30poi,
BOavaeTbcA 30iJIbIIeHHA BUMAJKiB KPHUMiHAJIBHUX MPaBONOpYIIeHb 3 BUKOPHUCTAaHHAM 30pol. Hatowmicts y
KpaiHax, Ae 3alpoBaJXXeHO CyBOPUIl KOHTPOJIb 3a 00iroM 30poi, peeCcTpPy€eThbCA HUXKUYNK piBeHb 3JIOUNHHOCTI 3
BUKOPUCTaHHAM 306poi. BcTaHOBJIEHO, IO AeKpuMiHati3alia 36epiraHHA Ta BUTOTOBJIAHHA 30po1 30i/IbIIUTH
11 obir cepep HacejeHH:A, MOXe IIPHU3BECTU 10 HE3aKOHHOT'O BHUKOPHMCTAHHA 30pol AK y MOOYTOBUX, Tak i
MiXOCOOUCTiCHUX KOH(DJIiKTaX, 30iJbIINTh PU3UK [JIA rpoMajcbkol Oesneku. ToMy 3amMiHa KpHUMiHaJIbHOI
BiZilTOBiAaIbHOCTI 3a 30epiraHH:A Ta BUTOTOBJIAAHHA 30p01 HAa aIMiHiCTpaTUBHY HEJOCTATHHO BPAaXOBYE HACJIIAKU
71 IPaBOOXOPOHHOI CUCTEeMU, 3HU3UTh e(DEeKTHUBHICTh y O0POTHOi 3 KpUMiHAJIBHUMU NPaBONOPYIIEHHAMMU.
HenoxuTHUI i KOPCTKUIT KOHTPOJIb 06iry BOrHenmabHOI 30pOl 3HUXYE PU3UKU HACUJIbHUIBKUX 3JIOUMHIB,
MOB’A3aHUX i3 3aCTOCyBaHHAM 36poi. [IpakTryHe 3HaUeHHA OOCJIiPKeHH:A NoJIATaE y BU3HaueHHi eeKTUBHUX
MiAXO/iB 10 3aKOHOAABYOT0 peryJiloBaHHA BOrHeNnabHO1 30po1, 00M0BUX NpUNacis i BUOYXOBUX PEUOBUH JJIA
MoJaJIbIIol iMIJieMeHTallil B 3aKOHOAAaBCTBO YKpaiHM, a TaKOX MOXJIMBUX LUIAXIB i cnocob6iB 3anobiranHsa
He3aKOHHOMY 00iry BorHemajapHOI 30poi, O0MOBUX MpPHUIIACiB Ta BHUOYXOBHUX PEUYOBHH Mif] 4aC BOEHHOTO
cTaHy B YKpaiHi

m KutiouoBi cjioBa: jierasizauis 36poi; IUBiJIbHE HaceJeHHs, KPUMiHaJIbHI TPaBOMOPYIIEHHS; TPOMAaChKUI
MOPAAOK; CycHisibHa HeGe3neka
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m Abstract. For the effective investigation of serious or particularly serious crimes, covert investigative
(search) actions are conducted, involving individuals who confidentially cooperate with law enforcement
agencies. This study aimed to examine the legal parameters governing the admissibility of the results
of covert investigative (search) actions as a particularly sensitive form of evidence collection, with
emphasis on balancing operational expediency and procedural legality within criminal proceedings. The
methodological basis of the study included a systematic analysis of Ukrainian legislative acts, as well as
comparative legal methods, which made it possible to assess the effectiveness of the practical application
of legislative provisions. In the context of insufficient legislative regulation of confidential cooperation
with law enforcement bodies, it was necessary to analyse potential errors that may lead to the recognition
of evidence as inadmissible. Attention was drawn to the possibility of conducting covert investigative
(search) actions solely during the investigation of crimes of a certain degree of gravity, and subject to
the proper procedure for obtaining the necessary authorisation. The article also highlighted the need for
proper formalisation of the involvement of individuals confidentially cooperating with law enforcement
authorities in covert investigative (search) actions, and outlines the information that must be specified
in the ruling authorising such a decision. Issues concerning the declassification of protocols prepared on
the basis of covert investigative (search) actions and the decisions authorising their conduct have been
examined, with particular attention given to the absence of a mechanism for declassifying rulings of an
investigating judge granting permission for such actions and the problems arising as a result. A mechanism
has been proposed for verifying the legality of covert investigative (search) actions in cases where no ruling
by an investigating judge exists to authorise such actions, or where such a ruling remains classified. The
problematic issues explored in this article, together with the specified conditions for using the evidence
obtained, provide a useful tool for the practical work of detectives, investigators, and operational units of
law enforcement agencies

m Keywords: admissibility of evidence; documentation of covert investigative (search) actions; involvement
of individuals; time limits; law enforcement officers; declassification

= Introduction
Covert investigative (search) actions (hereinafter information about the fact and methods of which is
CISAs) are a type of investigative (search) action, not subject to disclosure, except in cases provided
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for by the Criminal Procedure Code of Ukraine!. Ac-
cording to the CPC, CISAs are conducted only in cases
where information about a criminal offence and the
person who committed it cannot be obtained by oth-
er means. In the context of corruption-related crim-
inal offences, law enforcement officers at the initial
stage of investigation have limited time to obtain au-
thorisation to conduct CISAs, to properly involve an
individual (often the complainant) in such actions,
and to carry them out competently. The lack of time
is caused by offenders’ awareness of law enforcement
activities and their establishment of strict deadlines
for receiving bribes. Owing to time constraints, the
insufficient legislative regulation of confidential co-
operation, and the need for rapid decision-making,
law enforcement officers may make mistakes that
could subsequently result in evidence being declared
inadmissible or irrelevant. For this reason, this article
summarises practical experience, analyses the legis-
lation, and identifies the key conditions that must be
observed when preparing, conducting, and using the
results of CISAs.

Between 2012 and 2015, after the regulation per-
mitting the conduct of CISAs during pre-trial inves-
tigation was introduced, these provisions were not
implemented in practice, and only up to 7% of the
results of CISAs were used by prosecutors to sub-
stantiate charges in court (Serhieieva, 2016). How-
ever, by 2020, the situation had changed, and law
enforcement officers began to submit applications for
the conduct of CISAs much more actively, particular-
ly during investigations of corruption offences. For
example, in 2020, investigating judges of the High
Anti-Corruption Court considered 1,995 applications
for authorisation to conduct CISAs, of which 81%
were granted (High Anti-Corruption Court, 2021).
According to the findings of J. Matijasevi¢ & S. Za-
rubica (2020), one reason for this may be that mod-
ern society increasingly faces serious forms of crime
in which offenders employ advanced technological
means, thereby compelling law enforcement officers
to resort to CISAs in order to obtain evidence of crim-
inal activity, albeit at the expense of the privacy of
certain individuals.

CISAs have become an effective tool for col-
lecting evidence in criminal proceedings, and when
applied appropriately and in a timely manner,
they enable law enforcement officers and prosecu-
tors to record information that could not otherwise
be obtained - for example, conversations between
suspects, surveillance of their actions, or access to
data exchanged electronically. Alongside the con-
duct of CISAs, the use of undercover agents is also

considered an effective method of gathering evi-
dence. According to J.J. Dragojlovi¢ & N. Filipov-
i¢ (2022), this constitutes the most effective tactic for
carrying out covert operations. For this reason, this
article analyses the proper procedure for involving
individuals in confidential cooperation. In addition
to the effectiveness of CISAs, it is equally important
to maintain a balance between restricting human
rights in the course of such actions and the necessity
of gathering evidence during pre-trial investigation.
As M.M. Pohoretskyi (2023) notes, it is crucial to ad-
here to standards ensuring a balance between private
and public interests and to uphold the principle of
proportionality, whereby any interference must re-
main proportionate to a legitimate aim.

In the academic literature, many studies have ex-
amined individual conditions for the use of CISAs,
yet relatively few scholars have identified all the con-
ditions under which CISAs may be applied. Among
this limited group is H.R. Kret (2021), who observed
that if the legal classification of a criminal offence is
altered from a serious or particularly serious crime to
a less serious one, the results of CISAs may nonethe-
less be used within the given criminal proceedings.
Significant evidentiary gaps present in the process of
deciding whether to declassify investigating judges’
rulings authorising CISAs were studied by O.V. Hes-
elev (2019), who pointed to the lack of regulation in
this area and the resulting consequences. The issue of
granting admission and access to state secrets for in-
dividuals cooperating with law enforcement agencies
on a confidential basis was explored in a doctoral dis-
sertation by Ya. Talyzina (2022). The researcher con-
cluded that the absence of such admission and access
to state secrets should not affect the admissibility of
the evidence in question.

This study aimed to establish an algorithm of ac-
tions and the main requirements of the CPC? that law
enforcement officers must follow when conducting
CISAs in order to ensure that the evidence obtained
is recognised as admissible.

= Materials and Methods

To achieve the stated aim, the study employed the
following principal methods. The method of dogmat-
ic (formal-legal) analysis was applied to examine the
current legislation of Ukraine, which made it possible
to systematise legal norms and identify their gaps.
In addition, the method of comparative jurispru-
dence was used to analyse the experience of apply-
ing the provisions of the Criminal Procedure Code of
Ukraine in practice®. The methods of synthesis and
induction were also employed to examine the various

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.
3 Ibidem, 2012.
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conditions for the use of the results of covert inves-
tigative (search) actions, to generalise them, and to
present the findings in this article. Finally, the case
study method was applied to assess the effectiveness
of the implementation of Ukrainian legislation. For
example, the practical observations of O.V. Hese-
lev (2019) were analysed, which pointed to the im-
possibility of prosecutors influencing decisions on de-
classifying rulings authorising CISAs. The theoretical
framework of the study was based on the criteria of
admissibility of evidence identified by A.V. Panov &
D.R. Tyshchenko (2024): legality (obtained in a lawful
manner and in compliance with all procedural rules),
reliability (being accurate and fact-based), relevance
(pertaining to the subject of the case), and fairness
(not obtained through violations of human rights).
The source base of the study included: the Crim-
inal Procedure Code of Ukraine!, which sets out the
fundamental norms to be observed; internal instruc-
tions?, which define in greater detail the procedure
for conducting CISAs; and court rulings, which reflect
established judicial practice and made it possible to
analyse errors committed in practice and to formu-
late, on their basis, the conditions that must be ad-
hered to. For example, a ruling of the Supreme Court®
established the requirement to disclose not only the
materials of CISAs but also the decision granting per-
mission for their conduct. These sources were select-
ed because, when forming an operational algorithm,
it is necessary to take into account the requirements
set by law. The analysis of court proceedings made it
possible to consider the “vision” of the court as the
final link in the criminal process, and to assess the
decisions taken by law enforcement officers.

m Results and Discussion

The absence of a definition of the term “results of CI-
SAs” in the CPC* has sparked debate among scholars
and practitioners regarding its interpretation. Based
on an analysis of the provisions of the CPC and the
Instruction on the Organisation of Covert Investiga-
tive (Search) Actions and the Use of Their Results
in Criminal Proceedings®, D. Serhieieva (2016) pro-
poses considering the results of CISAs in both broad
and narrow senses. In the broad sense, the results of
CISAs are any data obtained in the course of their
conduct. In the narrow sense, the results of CISAs are
materially recorded sources containing such data, as

well as physical objects, including documents, aris-
ing in the course of their conduct.

M.V. Bahrii & V.V. Lutsyk (2017), in analysing
the concepts of “results of CISAs” and “materials of
CISAs”, concluded that these notions are identical.
The scholars proposed their own definition of “results
of CISAs”, which is persuasive, as it captures the es-
sence of the information obtained during the conduct
of CISAs and summarises it concisely. It is therefore
recommended for use in further research. According
to their definition, the results of CISAs are the infor-
mation obtained by persons who conducted or were
involved in the conduct of CISAs and recorded in a
procedurally prescribed form (sources of such infor-
mation), as well as objects, items, or documents seized
during their conduct that may be relevant to estab-
lishing the circumstances of the criminal proceedings.

When planning the conduct of CISAs, law en-
forcement officers seek confidential assistance from
individuals with the aim of involving them in such ac-
tions. The purpose of such involvement is to enhance
the effectiveness of CISAs and to obtain indisputable
evidence during their execution. If, in the course of
conducting CISAs, the pre-trial investigation body
manages to record evidence of the criminal activi-
ty of certain persons, the results become significant
evidence through which the prosecution may secure
a conviction in court. For this reason, it is crucial to
adhere to the conditions that ensure the subsequent
admissibility of CISA results, namely: compliance
with the CPC® requirements for obtaining authorisa-
tion to conduct CISAs; the confidential involvement
of individuals in their conduct; the prescribed forms
and methods of their implementation; and the proper
drafting of protocols recording their results.

Procedural conditions for conducting CISAs are
the legally established fundamental rules (require-
ments) that ensure the lawfulness and validity of
their conduct, the achievement of their purpose, and
the fulfilment of the tasks of criminal proceedings.
These procedural conditions determine the legitima-
cy of such actions and, consequently, the possibili-
ty of using their results in criminal proceedings. A
breach of the procedural conditions for conducting
CISAs renders their results inadmissible as evidence
(Bahrii & Lutsyk, 2017).

Several conditions can be identified under which
the results of CISAs obtained through confidential

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Instructions on the Organisation of Covert Investigative (Search) Actions and the Use of their Results in Criminal Proceedings. (2012,
November). Retrieved from https://zakon.rada.gov.ua/laws/show/v0114900-12#Text.

3 Resolution of the Supreme Court in the Case No. 671/463/15-k. (2017, March). Retrieved from https://dl.if.court.gov.ua/sud0906/

pres-centr/1/357697/.

4 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

® Instructions on the Organisation of Covert Investigative (Search) Actions and the Use of their Results in Criminal Proceedings. (2012,
November). Retrieved from https://zakon.rada.gov.ua/laws/show/v0114900-12#Text.

6 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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cooperation may be used. The first condition is the
investigation of a serious or particularly serious crim-
inal offence. According to the provisions of the CPC,!
CISAs may be conducted exclusively in criminal pro-
ceedings concerning serious or particularly serious
crimes — that is, offences punishable by imprisonment
for a term of five years or more, or by a principal fine
exceeding twenty-five thousand tax-free minimum
incomes of citizens. This provision indicates that in-
vestigators or prosecutors may apply to an investigat-
ing judge for authorisation to conduct CISAs, or inde-
pendently decide to conduct them, solely in relation
to serious or particularly serious criminal offences.
In cases where the classification of an offence
is requalified from serious or particularly serious to
non-serious, evidence obtained through covert inves-
tigative (search) actions may be used in proof, provid-
ed that at the time authorisation was granted and the
actions conducted, the Unified Register of Pre-Trial
Investigations contained information on the offence
under its initial legal classification as serious or par-
ticularly serious. In such circumstances, as noted by
the Supreme Court, there is no violation of the re-
quirements of Part 2, Article 246 of the CPC2, despite
the fact that during the pre-trial investigation the of-
fence was subsequently reclassified as non-serious?®.
On this matter, M.V. Bahrii & V.V. Lutsyk (2017)
take the opposite view and support those authors who
argue that the correct solution would be to disregard
the results of CISAs when making decisions in crim-
inal proceedings if, after their conduct, the offence
is reclassified from serious or particularly serious to
non-serious. However, if at the time of entering the in-
formation into the Unified Register of Pre-Trial Investi-
gations there were grounds to believe that a serious or
particularly serious offence was being committed, and
the initial classification was not deliberately “overstat-
ed”, then the results of CISAs conducted before it be-
came apparent that the actions should be reclassified
as a less serious criminal offence may be admissible.
The second important condition is the adoption
of a CPC-mandated decision authorising the conduct
of CISAs. In Ukraine, the life and health of individ-
uals, their honour and dignity, as well as their invi-
olability and security, are recognised as the highest
social values. The Constitution of Ukraine guarantees
the inviolability of the home, the secrecy of corre-
spondence, telephone conversations, telegraphic,

and other communications. No one may be subjected
to interference in their personal or family life, ex-
cept in cases provided for by the Constitution*. While
the Constitution® guarantees these rights, it also es-
tablishes exceptional circumstances in which restric-
tions on human rights are permissible. For example,
the Constitution® stipulates that entry into a person’s
home or other property, or conducting an inspection
or search therein, is permitted only by a motivated
judicial decision. Exceptions to the guarantee of cor-
respondence secrecy may be established solely by a
court in cases provided for by law, for the purpose of
preventing a crime or ascertaining the truth during a
criminal investigation, if the information cannot be
obtained by other means. For this reason, in a consti-
tutional state, it is not prohibited to introduce certain
restrictions, provided that they benefit society as a
whole (Domin, 2018) and are implemented solely to
achieve the objectives defined by the Constitution.
One of the legally sanctioned restrictions on hu-
man rights is the conduct of CISAs. To prevent abuse
of the authority to carry out such actions, the leg-
islature has established a logical sequence of pro-
cedural actions and decision-making algorithms for
organising, conducting, and using the results of CI-
SAs, and has prohibited the initiation or execution of
any type of CISA without proper authorisation or in
circumstances not envisaged by the CPC’. Analysing
the provisions of the relevant legislation, it is possi-
ble to identify three actors who may make decisions
regarding the conduct of CISAs: the investigating
judge, the investigator, and the prosecutor. However,
the vast majority of CISAs provided for in Chapter 21
of the CPC?® require the prior authorisation of a judge,
meaning they are subject to judicial oversight.
Judicial oversight is recognised in contemporary
legal literature as an independent organisational and
legal form of exercising judicial authority, a system
of measures provided for by criminal procedure law
aimed at implementing the constitutional functions
of the judiciary. Its purpose is to prevent unlawful or
unjustified restrictions on individual rights in crim-
inal proceedings, to restore those rights, or, where
necessary, to provide legal remedies. Such oversight
serves as a check on potential abuse of power by the
state. A distinctive feature of the role of the investi-
gating judge is that, while exercising judicial over-
sight to ensure the protection of rights, freedoms, and

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.

3 Resolution of the Supreme Court in the Case No. 607/15414/17. (2020, April). Retrieved from https://zakononline.com.ua/court-

decisions/show/88602316.

4 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.

°Ibidem, 1996.
6 Ibidem, 1996.

7 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

8 Ibidem, 2012.
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lawful interests of individuals, the judge does not de-
termine the guilt or innocence of the person subject
to criminal liability. Instead, the judge reviews the
legality of procedural coercive measures that may
infringe the constitutional principle of personal invi-
olability and prevents unlawful actions or decisions
that violate the constitutional rights and freedoms of
citizens (Drozdova & Zaritska, 2021).

In cases requiring judicial authorisation for the
conduct of CISAs, the investigator, in agreement with
the prosecutor, or the prosecutor independently, sub-
mits the relevant petition to the investigating judge.
If the investigator or prosecutor convinces the judge
that, during the conduct of CISAs, evidence may be
obtained which, alone or together with other evi-
dence, could be significant for establishing the cir-
cumstances of a criminal offence or identifying the
persons who committed it, substantiates the impossi-
bility of obtaining information about the offence and
its perpetrator by other means, and provides sufficient
evidence to suspect the individual in question, the
judge, after verifying the seriousness of the criminal
offence for which the petition is submitted and exam-
ining the details of the person concerned, will issue a
reasoned ruling authorising the conduct of the CISA.

In cases where CISAs are required that do not
need judicial authorisation (such as surveillance of
an object or location; retrieval of information from
electronic information systems whose access is not
restricted by the owner, holder, or custodian, or does
not involve bypassing logical security systems; or the
execution of a special task to uncover the criminal
activity of an organised group or criminal organisa-
tion), the investigator issues the corresponding order
and notifies the prosecutor of the commencement of
the CISA, or the prosecutor may make this decision
independently. If the decision concerns the execution
of a special task to uncover the criminal activity of
an organised group or criminal organisation, the va-
lidity of the decision requires that the investigator’s
order be approved by the head of the pre-trial inves-
tigation authority.

The final type of CISA for which the decision to
conduct it is taken exclusively by the prosecutor is
crime control, which may be carried out in the fol-
lowing forms: controlled delivery, controlled and
operational purchase, special investigative experi-
ment, and crime scene simulation. Due to the specific
nature of this type of CISA, it cannot be conducted
without the involvement of a person cooperating
confidentially with law enforcement or an undercov-
er operative. Given that the prosecutor, when decid-
ing to conduct crime control, must specify the person
involved in the CISA, the investigator is required to
|

prepare a document addressed to the prosecutor jus-
tifying the necessity of the CISA in the form of crime
control and providing information about the individ-
ual whom the investigator considers should partici-
pate in the operation. When the decision to conduct
a CISA is made by the investigator or prosecutor, it is
essential that the official has authority in the relevant
criminal proceedings - that is, they must be part of
the group of investigators or prosecutors assigned to
the case, and their involvement in the investigation
must be recorded in the Unified Register of Pre-Trial
Investigations.

It is also important to take into account the spe-
cific requirements for preparing and obtaining ap-
proval for a petition to authorise a CISA in relation
to certain categories of individuals, as established in
Article 480 of the CPC!. O.V. Shapoval (2025) pre-
sents conflicting perspectives in their study regard-
ing the possibility of conducting CISAs in relation to
a lawyer. On one hand, the scholar analyses cases
in which the results of CISAs conducted on a lawyer
were recognised as evidence of the lawyer’s involve-
ment in criminal activity, with the court, during the
hearing, establishing that the lawyer had engaged
in unlawful conduct under the guise of providing
legal assistance. On the other hand, the researcher
disagrees with the court’s description of these facts
and emphasises the necessity of conducting CISAs
involving a lawyer only with the participation of a
representative from the regional bar council. In some
cases, 0.V. Shapoval (2025) interprets the provisions
of the CPC as prohibiting CISAs against lawyers en-
tirely. It is important to note that the procedure for
obtaining authorisation to conduct a CISA in rela-
tion to a lawyer involves a special petition process,
namely submission by the Prosecutor General, their
deputy, or the prosecutor of the Autonomous Repub-
lic of Crimea, a region, Kyiv, or Sevastopol, thereby
providing additional safeguards for the protection
of attorney-client privilege. Furthermore, proposed
amendments requiring the involvement of a regional
bar council representative in CISAs against a lawyer
are not only impractical prior to implementation but
could also result in the disclosure of information re-
garding the conduct of the CISA and are aimed pri-
marily at preventing the effective documentation of
lawyers’ unlawful actions.

The third important condition is the proper for-
malisation of the involvement of an individual in
confidential cooperation. According to Article 275 of
the CPC?, an investigator has the right to involve a
person who is cooperating confidentially with them
in the conduct of CISAs. A similar right is granted
to both the investigator and the prosecutor under

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.

Scientific Journal of the National Academy of Internal Affairs, 30(3)

78




Kulitska

Part 6, Article 246 of the CPC!, which provides that,
by decision of the investigator or prosecutor, other
persons may also be involved in conducting CISAs.

The decision to involve a person in confidential
cooperation in a particular criminal proceeding is a
procedural decision, and therefore, the investigator
who makes it must issue a corresponding order. At-
tention should be paid to the CPC’s prohibition on in-
volving certain categories of persons in confidential
cooperation, namely lawyers, notaries, medical pro-
fessionals, clergy, and journalists, where such coop-
eration would involve the disclosure of professional
confidential information. When examining this issue,
it is important to note attempts by lawyers and bar
councils to manipulate this provision, seeking to pre-
vent lawyers from agreeing to confidential coopera-
tion even where such cooperation would not result
in the disclosure of confidential information. For this
reason, it is argued that if a lawyer’s confidential co-
operation with law enforcement does not involve at-
torney-client privilege and does not use information
obtained from a client, law enforcement agencies
have the right to involve lawyers in confidential co-
operation under Article 275 of the CPC and the Law
of Ukraine “On Operative-Investigative Activities”?
(Kulitska, 2025).

If there are grounds to change the personal de-
tails of an individual being involved in confidential
cooperation, the investigator must, prior to issuing
the order for their involvement, issue a separate or-
der implementing the security measures provided for
under the Law of Ukraine “On Ensuring the Safety
of Persons Participating in Criminal Proceedings”.
In such cases, the order implementing the securi-
ty measures, which contains the individual’s actual
details, must be stored separately from the criminal
case materials, while the order for involving the indi-
vidual, in which the altered personal data are record-
ed, is attached to the case materials.

The order to involve a person in confidential
cooperation must comply with the general require-
ments for orders as set out in Part 5, Article 110 of
the CPC3. Specifically, it must include an introduc-
tion, a reasoning section, and a resolutive section,
containing information on: the place and time the
order was issued; the full name and position of the
person issuing the order; the circumstances provid-
ing grounds for the order; the reasons for issuing the
order, their justification, and references to the rele-
vant provisions of the CPC; the content of the proce-
dural decision taken; the place and timeframe for its

execution; the individual responsible for executing
the order; and the possibility and procedure for ap-
pealing the order.

In addition to the information already mentioned,
the order to involve a person in confidential cooper-
ation must also include: the individual’s voluntary
consent to participate; the full name of the person
who has agreed to cooperate; and confirmation that
the individual has been warned not to provoke per-
sons under pre-trial investigation into committing a
crime. Compliance with the time limits for conduct-
ing CISAs constitutes the fourth condition. The provi-
sions of the CPC stipulate that the overall duration of
a CISA in a single criminal proceeding, for which au-
thorisation is granted by an investigative judge, must
not exceed the maximum pre-trial investigation peri-
ods established under Article 219 of the CPC. Where
a CISA is conducted to determine the location of a
person evading pre-trial investigation authorities, an
investigative judge, or a court, and who has been de-
clared wanted, the operation may continue until the
individual’s location is established. The CPC* further
regulates that the duration of an investigative judge’s
authorisation for a CISA may not exceed two months,
while a CISA conducted as part of a special task to
uncover the criminal activity of an organised group
or criminal organisation may not exceed six months.
Provisions also typically allow for the extension of
the CISA period if necessary.

When examining the issue of timeframes in the
context of complying with the conditions necessary
for the admissibility of CISA results, attention should
be paid to the requirement that CISAs are conducted
only after a decision authorising their execution has
been issued and no later than the final day of validity
of that decision. In practice, questions of legitimacy
may arise if a CISA is conducted on the same day the
authorisation is issued. The defence often requests
information on the court’s automatic allocation of
motions, which records the date and time of alloca-
tion, and may focus on whether the CISA was initiat-
ed before the judge had considered the motion. Law
enforcement officers must strictly control the start of
a CISA and commence it only after the court hearing
on the motion has taken place and authorisation has
been granted. Given that the preparation of a written
judicial decision authorising a CISA may take consid-
erable time, law enforcement officers are entitled to
begin the operation after receiving oral authorisation
from the investigative judge during the motion hear-
ing. The subsequent printing of the court order after

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
2 Law of Ukraine No. 2135-XII “On Operational-Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/2135-12#Text.

3 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

4Ibidem, 2012.
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the CISA has been conducted should not constitute
grounds for declaring the results of the operation in-
admissible as evidence in the case.

Attention should be given to the necessity of
observing the principle of “reasonable” timeframes
when conducting CISAs. The concept of “reasona-
ble” timeframes is a relatively recent development in
Ukrainian criminal procedural law and theory. The
legislator’s intention is that participants in criminal
proceedings, in each specific case, should not rely
solely on the maximum time limits set out in the
CPC!, but instead should base their actions on the
time objectively required to perform procedural acts
and make procedural decisions (Volobuiev & Smok-
ov, 2025). Therefore, if it becomes apparent that no
results are being obtained during a CISA, it is impor-
tant not to prolong the operation until the authorisa-
tion period expires, but to terminate the actions once
there are grounds to conclude that the operation is
unlikely to yield evidence of criminal activity by the
persons concerned.

Compliance with the procedural form for record-
ing CISA results constitutes the fifth condition. Proper
documentation of a CISA is an essential prerequisite
for the admissibility of its results as evidence. As a
general rule, any breach of the procedure for record-
ing the progress and outcomes of a CISA renders the
resulting evidence inadmissible (Kaplina, 2024). To
ensure that CISA results can be used as evidence in
criminal proceedings, they must be formally record-
ed in material form — namely, a protocol — because
the informational content alone, obtained during
the operation, cannot be directly used as evidence
(Serhieieva, 2017). The CPC? clearly stipulates that
the recording of the progress and results of CISAs
must comply with the general rules for document-
ing criminal proceedings as established by the CPC.
A protocol is drawn up based on the results of a CISA,
to which annexes may be attached if necessary. The
CISA protocol is a written document prepared in the
manner prescribed by the CPC, in which authorised
persons (investigators, operative officers) record and
certify the conditions and procedures of the CISA,
factual information about the criminal event, the in-
volvement of specific individuals, and other circum-
stances relevant to the criminal proceedings (Kudi-
nov et al., 2015).

According to Part 3 of Article 104 of the CPC,
the protocol consists of: 1) the introductory section,
which must include information on the location
and time of the procedural action and its title; the
person conducting the action (full name, position);
all individuals present during the procedural ac-
tion (full names, dates of birth, places of residence);
|

confirmation that the participants were informed in
advance of the use of technical recording devices, in-
cluding their specifications and the information car-
riers employed; and the conditions and procedures
for their use. 2) The descriptive section, which must
contain details of the sequence of actions; informa-
tion obtained as a result of the procedural action
that is relevant to the criminal case, including any
items or documents identified or provided during
the action. 3) The concluding section, which must
include information about the items and documents
seized and the method of their identification; copies
of documents prepared, as well as duplicates of infor-
mation, including computer data, and the method of
their identification; the manner in which participants
are familiarised with the content of the protocol; and
any comments or additions to the written protocol
submitted by participants in the procedural action.

Scholars emphasise that CISA protocols have ad-
ditional specific features. In the introductory section
of the protocol, the relevant decision authorising the
CISA must also be indicated - this could be a court
ruling, or a resolution by the investigator or prose-
cutor. Protocols may be drawn up periodically, and
the recording of results must be conducted in such
a way that their accuracy can always be verified by
expert examination. Additionally, the confidential-
ity regime must be maintained during the drafting
of protocols and while working with them (Bahrii &
Lutsyk, 2017).

It is also important to note that if an individual
is involved in the execution of a CISA, the protocol
must include information about their participation
and their personal details. If security measures have
been applied to such individuals, the protocol may
record their data in a manner that ensures confiden-
tiality, in accordance with the procedure established
by law. Additionally, if a CISA is assigned to opera-
tional staff of a particular department — for example,
surveillance of a person, object, or location — the pro-
tocol must record the involvement of such personnel
without specifying the position or personal details o f
each individual, as this information may be classified.

D. Serhieieva (2016) notes that, in many cases,
CISA protocols are drafted by investigators or opera-
tional staff who did not personally conduct or partic-
ipate in the operation, but merely delegated it to the
direct executor. The scholar argues that this prevents
the use of such a CISA in evidence. However, this
view is not fully convincing, as in most instances, CI-
SAs are carried out either by the individuals involved
in their execution (such as audio or video surveil-
lance of a person, crime monitoring, or performing a
special task to uncover the activities of an organised

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.
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group or criminal organisation) or simultaneously
by several operational staff members (for example,
visual surveillance of a person, object, or location),
making it impossible for a single executor to com-
pile the protocol. When an individual is involved in
conducting a CISA, they do not have the procedur-
al status of an investigator authorised to draft the
protocol and often lack access to state secrets, which
is required for protocol preparation. In cases where
multiple staff members are involved, each is respon-
sible for a clearly defined task and does not have in-
formation on the entire operation, which is necessary
for drafting the protocol.

For this reason, it is considered that the protocol
based on the results of a CISA should be drafted by
the investigator or an operational unit officer who
either summarises the results of the CISA (in the case
of visual surveillance of a person, object, or location,
or performing a special task to uncover the activities
of an organised group or criminal organisation) or
analyses the information obtained from its execution
(such as audio or video monitoring of a person, or
monitoring the commission of a crime).

Another possible method of recording procedural
actions, as provided by Article 103 of the CPC!, is the
use of an information carrier on which procedural ac-
tions are recorded using technical means. The issues
related to this method of recording were examined
by D. Serhieieva (2017), who noted that, unlike the
previous Ukrainian criminal procedural legislation,
which mandated the maintenance of a protocol (Ar-
ticle 84 of the 1960 CPC?), the current CPC allows
an alternative form of recording procedural actions —
using an information carrier with technical means
(paragraph 2, part 1, Article 103 of the CPC). Such
information carriers, provided they contain the data
specified in part 1 of Article 99 of the CPC, are con-
sidered documents (paragraph 3, part 2, Article 99 of
the CPC). At the same time, Serhieieva points out that
the criminal procedural legislation does not specify in
which cases this form of recording may be used. Part
2 of Article 104 of the CPC of Ukraine legislatively
provides for this possibility only during an interroga-
tion, and only if none of the participants insists that
the text of the testimony be included in the protocol.
Other instances of using technical recording to doc-
ument the course and results of a procedural action
remain the subject of limited academic discussion.

Given the specific nature of CISAs, this method
of recording is not feasible. Unlike a public investi-
gative action, it is impossible to verbally record on
tape the information that is mandatory for proper

documentation of a CISA, such as the date and time
of the CISA, the location where it was conducted,
the legal basis for its conduct, the official carrying
out the action, the persons involved, the technical
recording devices used, and other required details.

The declassification and disclosure of materials
to the defence and the accused constitute the sixth
condition. When drafting the protocol based on the
results of a CISA, the investigator or operational of-
ficer assigns the appropriate security classification,
which ensures that information regarding the fact of
the CISA and the content of evidence obtained re-
mains confidential. However, once the CISA has been
completed and the prosecutor intends to submit the
criminal case to the court and use the drafted proto-
cols and their annexes during trial, the security clas-
sification must be removed from these documents.

L. Shcherbyna (2024) asserts that protocols and
other operational documents, along with their annex-
es, relating to the conduct of CISAs, which are used
as evidence in criminal proceedings, should gener-
ally be declassified simultaneously with the rulings
of the investigating judge authorising their conduct.
This requirement stems from the need to ascertain
in a timely manner the legality of such actions, the
lawfulness of temporarily restricting certain human
rights, and their compliance with evidentiary admis-
sibility standards, which cannot be properly assessed
without considering the legal grounds and conditions
under which they were carried out.

The procedure for declassifying protocols drawn
up on the results of CISAs and their annexes (ma-
terial information carriers containing photos, video
files, photo tables, other items, and documents) is
clear and properly regulated. The Instruction on the
Organisation of Covert Investigative (Search) Actions
and the Use of Their Results in Criminal Proceedings
(hereinafter — the Instruction) provides a precise algo-
rithm for investigators and prosecutors regarding the
declassification of CISA materials. Specifically, the
security classification of such materials is removed
by an expert commission composed of at least three
members of the body that conducted the CISA, based
on a petition submitted by the head of the prosecuto-
rial body. The submission of this petition is preceded
by the issuance of a resolution to declassify the des-
ignated material carriers of classified information.
This resolution is issued by the prosecutor exercising
prosecutorial authority in the specific criminal case
in the form of procedural guidance over the pre-trial
investigation and must be approved by the head of
the prosecution office3.

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Criminal Procedural Code of Ukraine. (1960, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1001-05#Text.

3 Instructions on the Organisation of Covert Investigative (Search) Actions and the Use of their Results in Criminal Proceedings. (2012,
November). Retrieved from https://zakon.rada.gov.ua/laws/show/v0114900-12#Text.
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In addition to CISA protocols, documents author-
ising the conduct of CISAs are also subject to declas-
sification. These may include resolutions issued by an
investigator or prosecutor, or rulings of the investi-
gating judge. Declassifying such documents is crucial
for recognising the resulting evidence as admissible.
Considering that resolutions issued by investigators
or prosecutors are declassified according to a proce-
dure similar to that applied to CISA protocols, it is
useful to focus in greater detail on the issues that
arise when declassifying investigating judge rulings.

O.V. Heselev (2019) asserts that declassifying
and subsequently using these rulings during trial
allows the prosecutor to evaluate the lawfulness of
the actions of those conducting the CISA in terms of
compliance with all conditions specified in the ruling
regarding the persons involved, the location, type,
and duration of such actions. It also allows the court
to form an internal conviction regarding the admis-
sibility of the evidence obtained, while ensuring ad-
herence to the rule of law and protection of individ-
ual rights. For this reason, the panel of judges of the
Supreme Court of Ukraine concluded in its ruling of
16 March 2017 in criminal case No. 671/463/15-k!
that, in accordance with Article 290 of the CPC of
Ukraine, not only the protocols recording the course
and results of procedural actions but also the mate-
rials serving as the legal basis for those actions (rul-
ings, resolutions, petitions) must be attached to the
case file and disclosed to the defence. This ensures
that both the defence and the court can verify the
admissibility of such actions as evidence.

0.V. Heselev (2019) notes that neither the CPC?
nor any other legislation provides a mechanism for
declassifying rulings authorising the conduct of CI-
SAs, which creates significant challenges for the
prosecuting authorities in practice. Typically, once a
prosecutor decides to declassify CISA protocols, they
act by analogy with the provisions of the Instruction
regarding the declassification of rulings. Specifically,
the ruling is sent to the court that issued it and origi-
nally decided to classify it. Subsequently, the court’s
expert commission decides on the declassification
of the ruling and, once the confidentiality mark has
been removed, forwards the ruling to the prosecutor
for inclusion in the criminal case file. However, given
the absence of legislative regulation for this proce-
dure, and the fact that the provisions of the Instruc-
tion® do not apply to the activities of courts and are
not binding on investigating judges, the final decision

on whether to declassify such rulings rests with the
appellate court, independent of the prosecutor. Since
there is no legally defined procedure for the declas-
sification of these judicial rulings and their provision
to the prosecutor for subsequent use in assessing the
admissibility of evidence obtained through CISAs,
judges may, and in some cases do, refuse to authorise
such declassification, citing the lack of regulation in
the law, even in light of the legal position expressed
by the Supreme Court of Ukraine in its March 2017
ruling®. This entirely deprives the prosecutor of the
ability not only to assess the admissibility of evidence
but also to use protocols from CISAs as evidence in
criminal proceedings. It also makes the prosecutor
dependent both on the general situation of legal un-
certainty and on the arbitrary decisions of individual
investigating judges (Heselev, 2019).

In the absence of a statutory provision or a rul-
ing of a higher court obliging investigating judges to
declassify orders authorising CISAs and to provide
them to the prosecutor before the completion of the
pre-trial investigation, the prosecutor is placed in a
situation where, in the words of L. Fuller (1999), he
is “demanded to do the impossible”. In this case, it in-
volves ensuring the implementation of certain meas-
ures and taking responsibility for actions and deci-
sions, the outcome of which is not in fact within his
control (Heselev, 2019). Given this, if an investigat-
ing judge refuses to declassify an order authorising
CISAs, the presiding judge may, if necessary, request
the classified order for examination and, having ver-
ified the existence of a valid judicial decision, recog-
nise as admissible the evidence obtained during the
CISAs. The defence may likewise review the content
of the authorising order, provided that security clear-
ance for access to state secrets has been obtained.

Alongside this, practitioners encounter another
issue. In connection with the full-scale invasion of
Ukraine by the russian federation, certain law en-
forcement agencies and courts took measures to pre-
vent the enemy from accessing classified documents
in the event of seizing administrative buildings, which
included destroying classified materials. Among
these could have been court rulings granting permis-
sion to conduct CISAs. Under such circumstances, it
is considered sufficient to confirm the legitimacy of
conducting a CISA by obtaining a certificate from the
court stating that a judge issued permission to carry
out the action regarding a particular individual in a
specific criminal proceeding.

! Resolution of the Supreme Court in the Case No. 671/463/15-k. (2017, March). Retrieved from https://dl.if.court.gov.ua/sud0906/

pres-centr/1/357697/.

2 Criminal Procedural Code of Ukraine. (1960, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1001-05#Text.

3 Instructions on the Organisation of Covert Investigative (Search) Actions and the Use of their Results in Criminal Proceedings. (2012,
November). Retrieved from https://zakon.rada.gov.ua/laws/show/v0114900-12#Text.

4Resolution of the Supreme Court in the Case No. 671/463/15-k. (2017, March). Retrieved from https://dl.if.court.gov.ua/sud0906/

pres-centr/1/357697/.
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It should be noted that when granting permission
to conduct a CISA, the investigative judge examines
the severity of the alleged crime, the circumstances
giving reason to suspect the individual of committing
the offence (i.e., reviewing the available evidence and
documents confirming the person’s involvement), as
well as whether evidence can be obtained during the
CISA that, alone or together with other evidence,
may be of significant importance for clarifying the
circumstances of the criminal offence or identifying
the persons who committed it'. Permission to con-
duct CISAs is granted by appellate-level investiga-
tive judges and judges of the High Anti-Corruption
Court - judges who, in addition to legal knowledge,
possess substantial professional and practical expe-
rience. Therefore, questioning the validity of their
decisions without strong evidence of judicial bias
constitutes an infringement on the fundamental prin-
ciples of justice.

The same applies to the position regarding the
need to declassify and provide the defence with ac-
cess to criminal case materials that served as the basis
for conducting covert investigative (search) actions,
as noted by H.R. Kret (2021). However, declassifying
these materials would lead to a complete reopening
of the criminal proceedings and prolong the court
process, which is already time-consuming. Moreover,
the review of such materials would in no way affect
the annulment of the court ruling granting permis-
sion to conduct the CISA, which, under the CPC?, is
not subject to appeal.

Another problematic issue that arises during the
declassification of CISA materials and the decisions
authorising their conduct is the use of a ruling grant-
ing permission to conduct such an action that was
obtained in one criminal proceeding and later for-
malised in another. Obstacles to its use and to the
defence’s access may arise if the criminal proceeding
in which the ruling was originally obtained is still un-
der investigation, with ongoing investigative actions
including CISAs, while in the criminal proceeding
where the ruling has been formalised, the pre-trial
investigation is already concluding. An important
consideration when providing the ruling for review
by the parties is the need to maintain the confidenti-
ality of information contained in the ruling that may
be unrelated to the criminal proceeding in which the
materials are being disclosed to the parties. For clar-
ity, the criminal proceeding in which the materials
are opened for review can be referred to as Case B,
while the proceeding in which the pre-trial investi-
gation is still ongoing can be referred to as Case A,
containing the facts and details of that investigation.

Under such circumstances, two courses of action
are appropriate:

1. Instead of declassifying the ruling granting
permission to conduct CISAs, use a courtissued cer-
tificate confirming that the decision was made con-
cerning a specific individual in the relevant criminal
proceeding.

2. Review the ruling granting permission to CISAs
after it has been declassified, during which a copy
of the ruling should be produced with information
unrelated to Case B masked. This is necessary to pre-
vent any adverse impact on the ongoing investigation
of Case A if the copy is provided to the parties for
inspection. Following this review, the masked ruling
should be provided to the parties in Case B for in-
spection and copying in accordance with Article 290
of the CPC3, while the original ruling should be kept
separately from the case materials.

In addition to providing the defence with access
to the protocols of CISAs and the rulings authorising
them, the prosecutor must also make available the
investigator’s order regarding the use of confidential
cooperation with a specific individual in the relevant
criminal proceeding. This individual was involved in
conducting CISAs such as audio and video monitor-
ing, supervision of criminal acts, and the execution
of special tasks to uncover the criminal activities of
an organised group or criminal organisation. In other
words, this person directly interacted with the indi-
viduals who were later formally notified of suspicion
of committing a crime.

If information regarding the true identities of
such individuals has been altered, the prosecutor
and the court must take measures to prevent the de-
fence and the accused from establishing these iden-
tities during court examination, for example, by ask-
ing questions that could reveal personal information
about these individuals. In addition to the necessity
of declassifying the aforementioned documents, the
defence often insists on formalising security clear-
ance and access to state secrets for individuals in-
volved in conducting CISAs, arguing that failure
to do so may constitute a violation of Article 517
of the CPC. However, researchers S.R. Tahiiev et
al. (2023) disagree with this position. Their findings
indicate that, despite persistent demands by the de-
fence, judges across different jurisdictions generally
consider that granting clearance to involved indi-
viduals is not required.

The issue of whether materials from CISAs
should be classified as state secrets was examined by
A.A. Kohut (2024), who established criteria for infor-
mation to qualify as a state secret. Kohut concluded

! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

2 Ibidem, 2012.
3 Ibidem, 2012.
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that materials from CISAs do not meet the require-
ments for classified information as defined in the
Law of Ukraine “On State Secrets”!. The scholar ar-
gues that the confidentiality of CISAs can, in the vast
majority of cases, be equated with the confidentiality
of decisions to conduct searches, and that protection
as pre-trial investigation data is sufficient. The issue
raised by the researcher is highly debatable and re-
quires more detailed study and discussion, as the Law
sets out general criteria for information that may be
classified as a state secret, and the more detailed
description provided in the Register of Information
Constituting a State Secret? leaves no doubt regard-
ing the appropriateness of classifying particular in-
formation as a state secret.

Thus, in criminal proceedings, materials from
CISAs - particularly protocols, decisions authorising
their conduct, and orders involving confidential col-
laborators — must be disclosed to the parties, while
ensuring the protection of personal data. If the real
identities of such individuals have been altered, the
court and the prosecutor are obliged to prevent their
disclosure during court examination. Although the
defence frequently insists on granting security clear-
ance for those conducting CISAs, both judicial prac-
tice and academic research indicate that such a meas-
ure is unnecessary.

m Conclusions

This article has analysed Ukrainian legislation as well
as practical experience in conducting CISAs, includ-
ing those involving individuals who confidentially
cooperate with law enforcement agencies. The anal-
ysis reveals that, at present, Ukraine lacks legislative
regulation concerning the declassification of judicial
rulings granting permission to conduct CISAs, which
creates an obstacle when examining the legality of
such actions during court proceedings. The study
also highlighted the necessity of properly formalis-
ing confidential cooperation with individuals who
are subsequently planned to be involved in CISAs,
as well as adhering to the procedural requirements
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m AHorarisa. 111 ebeKTUBHOTO PO3CJTiIyBaHHsA TAXKKOTO UM OCOOJIMBO TAXKKOTO 3JIOUMHY IIPOBOSATH HErJIacHi
cmiadi (po3mIykoBi) Ail, A0 AKWX 3aJIy4aloTh 0cib, 1m0 KOHG}IIeHI[HO CHiBIPAIlOI0Th 3 MPAaBOOXOPOHHUMMU
opraHamMu. MeToro cTaTTi OyJIO [JOCTi[KEHHA IOPUAWNYHUX IIapaMeTpiB [OIYCTHMOCTI pe3yJbTaTiB
HerJIacHUX cjaigunx (po3LIyKoBHX) Aifl AK 0cOo6JMBO 4yTJMBOI (GopMu 30MpaHHA [OKa3iB 3 aKIeHTOM
Ha OajlaHC MiX ONEepaTHMBHOI0 IOLJIBHICTIO Ta IIPOIEeCyajlbHOI 3aKOHHICTI0O B YMOBaX KpHUMiHaJIbBHOTO
NpoBakeHHsA. MeToAojoriuHa OCHOBA MAOCJi/KEHHSA OXOIUII0Bajla CHCTEeMHMI aHalli3 3aKOHOAAaBUYMX
aKkTiB YKpalHH, a TakoX MeTOAU MOPiBHAJIBPHOI'O NPaBO3HABCTBA, fAKi Jajy 3MOTy OLIHUTH e(peKTHBHICTh
MPaKTUYHOTO BUKOPHCTAHHA HOPM 3aKOHOAABCTBA. B ymoBax fedilnTy 3aKOHOAABUOTO perjiaMeHTyBaHH:A
KOH(}imeHIilHOro CHiBpOOITHMIITBA IIPAaBOOXOPOHHHUX OpPraHiB HeOOXiAHMM € aHali3 MOMWJIOK, AKi
MOXYTb MPU3BECTU OO BU3HAHHA AOKa3iB HENOIMYCTUMHMM. AKI[EHTOBAHO HAa MOXJIMBOCTI NMpOBeAeHH:
HerJIaCHUX CJIigunxX (po3MyKOBUX) [Mili BUKJIIOYHO MiJ Yac PO3C/IigyBaHHA 3JI0UYMHIB IEBHOI KaTeropil
TAXKKOCTI Ta 3 AOTPUMAHHAM MNpOLeAypU OTPUMAaHHA BiANOBIJHOrO AO3BOJIy Ha 1X NHPOBENeHHA. YBary
CIIPAAMOBAHO Ha HeOOXiHiCTh HaJIEXXHOTO OPOPMJIIEHHS 3aJyueHHs 0co0H, ska KOHQIAeHIiHO CIiBIpaIlioe
3 IPaBOOXOPOHHUMH OpraHaMu, [10 IPOBeJeHHs HerJIaCHUX CJIiAunX (PO3MIyKOBHUX) Aili, a TAKOX OKpecieHO
BimoMocTi, ki MaTh OyTU 3a3HauyeHi B IIOCTAHOBi PO MPUNHATTA TAKOIoO pilleHHA. JIoCIi)keHO TUTaHH:A
pO3CceKpeveHHs MPOTOKOJIIB, CKJIaJIeHUX 3a pe3yJibTaTaMU NMPOBeAeHHS HErJIACHUX CJTiJUuX (PO3IIYKOBUX) ik
Ta pilleHs Ipo IX IPOBeJIeHHs, a TAKOX 30CepePKeHO0 yBary Ha BiICYTHOCTI MeXaHi3My po3ceKpeueHH: yXBaJl
CJIiAYoro CyAAi Mpo HaJaHHS A03BOJIY Ha MPOBEEHHA HErJIAaCHUX CJIiquux (po3UIyKoBUX) Al Ta mpobJiemu,
AIKi BUHMKAIOTh Y 3B’A3KY 3 LM. 3alpoIllOHOBAHO MeXaHi3M MepeBipKK 3aKOHHOCTi NpOBeJeHH HerJIaCHUX
cJtiguux (pO3IIyKOBHX) il y pa3i BiACYTHOCTI yXBaJii CJIiTYOTO CYAi PO HAJaHHs AO3BOJIy Ha MPOBEIEHHS
Takux il abo Hepo3cekpeuyBaHHA Takol yxBaau. [IpoOJsieMHi mUTaHHA, fAKi OOCIiIKeHO B Wil cTaTTi, i
BHOKpEeMJIEHI YMOBU BUKOPUCTaHHA 3400YTUX AOKAa3iB CTaHyTh KOPUCHUM iHCTPYMEHTOM y IpPaKTUYHIHN
po0OTi IeTeKTUBIB, CJIIAUNX Ta ONEePAaTUBHUX MiJPO3AiJliB IPaBOOXOPOHHUX OPTaHiB

m Kio4oBi cjioBa: JOMyCTUMICTh JOKasiB;, dikcallia HerjacHUX CJIiguux (pO3IIyKOBUX) Iiif; 3aIyueHHS
0c0o06H; CTPOKH; MpalliBHUKUA ITPAaBOOXOPOHHUX OPraHiB; po3CeKpeuyBaHHA
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m Abstract. The relevance of the study was determined by the need to improve the forensic systematisation
of war crimes in view of the current challenges and scale of criminal activity during the armed conflict in
Ukraine, as well as the problems of investigating them in conditions of aggression. The aim of the study was
to substantiate the expediency of distinguishing between war crimes according to criminal law and forensic
criteria, as well as to form the basis for their criminalistic classification, taking into account the criminal
law and criminalistic aspects of the acts under investigation. The methodological tools of the study included
a set of methods, among which were formal-legal, comparative-legal, inductive, comparative, forecasting
and forensic analysis methods to substantiate conclusions and provide recommendations on the subject of
the study. The results of the study consisted in substantiating the criminal classification of war crimes as
a necessary component (element) of the criminalistic methodology for investigating criminal offences. The
classification criteria for differentiating war crimes by type of armed conflict, territorial factor of commission,
methods of criminal activity, nature and scale of socially dangerous consequences, features of the subjective
composition of the offence, as well as motivational and target-oriented guidelines for the behaviour of the
perpetrators are substantiated. The importance of aggravating circumstances was highlighted, which, despite
the absence of direct confirmation in the disposition of Article 438 of the Criminal Code of Ukraine, are of key
importance for identifying the degree of individual responsibility. This refers to cases of the formation and
implementation of criminal intent through the issuance of orders, the development of plans or strategies for
committing war crimes, initiated at the highest level of the military and political leadership of the aggressor
state. Emphasis is placed on the advisability of amendments and additions to Article 438 of the Criminal
Code of Ukraine with the expansion of the list of aggravating circumstances, in particular if war crimes are
committed against children or have negative consequences for the gene pool of the nation. The scientific
novelty and practical significance of the results obtained lies in the formation of effective mechanisms for
investigating war crimes through the analysis of criminal law, criminal procedure and criminalistic aspects
of investigating violations of the laws and customs of war, as well as during the improvement of criminal
legislation at both the national and international levels
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Features of the forensic classification of war crimes

= Introduction

According to estimates by I. Basysta et al. (2023),
law enforcement agencies registered over 59 thou-
sand criminal offences qualified under Article 438 of
the Criminal Code of Ukraine (CCU)! during just the
first nine months of the full-scale aggression against
Ukraine. In the same period, the Office of the UN
High Commissioner for Human Rights documented
over 16 thousand casualties among civilians (persons
not involved in the armed conflict) (UN confirms
over 6,300 deaths..., 2022). The majority of fatalities
were caused by the use of wide-area explosive weap-
ons in populated areas. Evidently, under these con-
ditions, the actual number of victims is significantly
higher. Representatives of various human rights or-
ganisations also draw attention to this circumstance.
For example, some estimates suggest that in the city
of Mariupol alone, the approximate number of deaths
is assessed at 100 thousand, which points to the un-
precedented scale of losses inflicted on the civilian
population (In Mariupol, the invaders killed..., 2023).

According to reports from the Deputy Minister of
Internal Affairs of Ukraine, Y. Yenin, the police docu-
mented around 600 cases of violations of the laws and
customs of war in just two weeks following the de-oc-
cupation of Kherson (More than 9,400 have..., 2022).
Simultaneously, according to A. Tolkach (2024),
over 600 criminal proceedings were registered in the
Chernihiv region regarding the commission of more
than 800 crimes covered by Article 438 of the CCU2.

Official assessments from juvenile prosecutors
regarding international crimes committed against
children also draw attention. Specifically, as of June
2022, over 700 children were affected by the armed
aggression, and approximately 200 thousand were
forcibly deported to the territory of the Russian Fed-
eration. Among other serious violations of interna-
tional humanitarian law, as noted by L. Ostapchuk &
T. Kuzmenko (2022) and D.L.R. Tchobo (2022), cas-
es of mass murder, torture, sexual violence, looting,
shelling, and seizure of critical infrastructure facili-
ties, etc., have been recorded.

These figures comparatively indicate the mass
nature of war crimes committed on the territory of
Ukraine. In this regard, V. Tymoshenko (2024) points
out that in the Chernihiv region alone, law enforce-
ment agencies registered more cases of international
crimes in just one month of hostilities than during
the entire period preceding the full-scale invasion.
For instance, according to certain verified data, from
2014 to 2022, 253 criminal offences concerning the
commission of international crimes were document-
ed in Ukraine, of which 172 related to violations of
the laws and customs of war. In the structure of the

criminogenic situation at that time, this number ac-
counted for only 0.054% of the total documented
criminal offences.

The Office of the Prosecutor General notes that in
2022, the share of war crimes among the total num-
ber of criminal offences registered in Ukraine was
about 17% (Unified report on criminal..., 2022). In
2023, against the background of a general increase
in the criminogenic situation, this figure dropped
to 13% (Unified report on criminal..., 2023), and in
2024, it accounted for nearly 6% (Unified report on
criminal..., 2024).

The presented statistics show both an increase
and a significant decline in the quantitative indica-
tors for war crimes committed in Ukraine. For ex-
ample, in 2023, the number of recorded criminal
offences under Article 438 of the CCU increased by
0.92% compared to the previous year (Unified report
on criminal..., 2023). At the same time, a decrease
in cases of violations of the laws and customs of
war by 53% is observed in 2024 (Unified report on
criminal..., 2024), with the magnitude of the regress
reaching 52% over three years.

This trend is driven by both objective factors, such
as changes in the nature of combat operations and the
redistribution of efforts by law enforcement and the
security sector, and organisational factors, which re-
late to the specifics of recording and registering war
crimes during different periods of the armed conflict.
Despite this, the circumstance has not eased the inves-
tigation process. As noted, no law enforcement sys-
tem in the world is capable of effectively responding
to the consequences of hostilities without strength-
ening the personnel potential of pre-trial investiga-
tion bodies, their resource provision, interagency
cooperation, and effective methodological support.

In this regard, L.J. Trautman & M. McFar-
lin (2023), O. Agarkova (2024), and V. Tymoshen-
ko (2024) emphasise that the escalation of the crim-
inogenic situation concerning war crimes, combined
with active combat operations and the limited re-
source capabilities of the national law enforcement
system, poses a serious threat to international legal
order. Judicial practice confirms this. For example,
in 2022, notices of suspicion were issued in 135 crim-
inal proceedings, of which 34% were forwarded to
court with an indictment, and only 7 resulted in a
court verdict (Reporting on the state..., 2022).

In 2023, these indicators fell to 88 criminal pro-
ceedings where suspicion was notified, with 42%
sent to court with an indictment, and 40 resulting in
a court verdict (Reporting on the state..., 2023). In
2024, out of 64 criminal proceedings where suspicion

! Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

2Ibidem, 2001.
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was notified, 72% of cases were sent to court with an
indictment, and a court verdict was announced in 41
proceedings (1 in person, 40 in absentia) (Reporting
on the state..., 2024).

This means that for the majority of the total num-
ber of war crimes committed in Ukraine, no judicial
decisions have been rendered. This necessitates a
comprehensive analysis of the issues surrounding the
investigation of violations of the laws and customs
of war, taking into account the forensic specifics of
their classification and characterisation. This neces-
sity is further confirmed by the content of Article 8
of the Rome Statute!, which outlines a wide range of
forms and methods for committing war crimes, and
the fragmentary nature of Article 438 of the CCU?,
which requires the application of provisions from
international criminal legislation, international hu-
manitarian law, and the precedential practice of in-
ternational tribunals. Consequently, this complicates
the investigation process and highlights the need for
forensic differentiation of violations of the laws and
customs of war. In the opinion of E. Didenko (2024),
clarifying the aforementioned circumstances using
standard procedures of procedural and forensic ac-
tivity will ultimately contribute to the development
of effective mechanisms for investigating war crimes.

Therefore, the aim of this research was to define
the theoretical and methodological foundations for
the forensic classification of war crimes, develop
their criteria and structural elements, and ascertain
the practical significance of this classification for es-
tablishing the facts subject to proof in criminal pro-
ceedings concerning violations of the laws and cus-
toms of war.

= Materials and Methods

The normative basis of this research was provided
by the rules and provisions of the Rome Statute of
the International Criminal Court®, the Criminal Code
of Ukraine (CCU)*, and the Criminal Procedure Code
of Ukraine®, which regulate the substantive, pro-
cedural, and criminal enforcement aspects of war
crimes investigations. The theoretical foundation of
the study consists of scholarly and methodological
works by Ukrainian legal scholars, notably I. Hlovy-
uk & G. Teteryatnyk (2022), A. Shulzhenko (2022),
O. Harasymov et al. (2025), and others, which ex-
amine specific features of proving war crimes, and
also carry out their forensic classification and char-
acterisation. The conceptual views on the scientific
approaches of the aforementioned authors and other

specialists formulated the methodological and theo-
retical basis for analysing the subject of research and
the issues surrounding the forensic classification of
war crimes. They allowed for the systematisation of
scholarly positions regarding the specifics of the fo-
rensic classification of violations of the laws and cus-
toms of war and for the reasoned formulation of the
research conclusions.

The research methodology covered a set of gen-
eral scientific and special methods that made it
possible to discuss and obtain the results of the re-
search. These methods include comparative analysis
to identify patterns, trends and dynamics in the in-
vestigation of war crimes, as well as to substantiate
practical recommendations for improving the mech-
anisms for their investigation. Content analysis was
used to study and systematise scientific approaches
and cause-and-effect relationships related to the sub-
ject of the study. The inductive method was used to
form general conclusions based on the analysis of
individual facts. The forecasting method was used
to develop proposals for improving Ukrainian leg-
islation on criminal liability for war crimes. During
the criminal classification, the method of criminal
analysis was used, taking into account the objective
and subjective characteristics of the offence under
investigation, which made it possible to systematise
violations of the laws and customs of war according
to criteria that ensure a consistent criminal charac-
terisation of war crimes.

= Results and Discussion

In its general understanding, forensic systematisa-
tion is based on the general features and character-
istic specifics of a particular criminal offence. These
allow for the differentiation of socially dangerous
acts into corresponding groups (types), kinds, and/
or sub-kinds according to criteria that facilitate their
investigation process. In other words, it is formed in
accordance with specific criteria and characteristic
features that make it possible to formulate unified ap-
proaches to the mechanism of investigating criminal
offences (Kostiuk, 2024). Despite this, questions re-
garding the criteria for this classification remain con-
tentious in forensic theory. In attempting to compre-
hend the forensic aspects of war crimes, this research
does not aim to reflect all existing scholarly views
or approaches to carrying out this differentiation. In-
stead, it proposes to support the opinion of certain
researchers who believe that forensic classification
should be conducted considering a combination

! Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
2 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

3 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588+#Text.
4 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

5 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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of both criminal law and forensic aspects of the com-
mission of the respective unlawful acts.

Drawing on the theoretical aspects and practical
specifics of criminal law activity, forensic science
performs a comprehensive analysis of unlawful ac-
tivity, taking into account the practical needs of law
enforcement. On this basis, it forms its own foren-
sic systems, focusing on the specifics of individual
types, groups, kinds, and sub-kinds of socially dan-
gerous acts, with the aim of developing effective
mechanisms for their investigation and prevention.
This particular feature is noted by other research-
ers, including Y. Paleshko et al. (2020), A. Repcho-
nok (2020), O. Pchelina & V. Pchelin (2022), and
others. This circumstance creates the conditions for
isolating the elements of the forensic profile of war
crimes and provides the opportunity to carry out
their criminal law assessment. The latter, in turn, is
based on this classification, including a detailed anal-
ysis of criminal offences within the defined category
(Kostiuk, 2024).

In studying the forensic classification of war
crimes, O. Pchelina & V. Pchelin (2022) propose to
carry it out based on three criteria, which depend
on the method of commission, the object of the en-
croachment, and the victim. A similar, though some-
what more specific, form is adhered to by I. Hlovyuk
& G. Teteryatnyk (2022), who divide war crimes ac-
cording to three features The first relates to the meth-
od of commission, distinguishing those associated
with sexual violence, torture or other inhuman treat-
ment, infliction of bodily harm, unlawful deprivation
of liberty, unlawful deportation, hostage-taking, in-
tentional killing, use of poisonous weapons, destruc-
tion or appropriation of property under special protec-
tion of international humanitarian law, and so forth.

The second relates to criminal orientation, name-
ly acts directed against civilian objects, facilities en-
gaged in providing humanitarian assistance or used
by peacekeeping and security missions, objects des-
ignated for religious, educational, artistic, cultural,
scientific and other purposes of social life, medical
institutions and places where the sick and wound-
ed are concentrated, as well as sites of cultural and
historical heritage of national or global significance.
Finally, the third group of criteria depends on the
victim, ranging from civilians, military personnel,
individuals engaged in humanitarian missions or
peacekeeping, to children.

A somewhat different classification is suggested by
A. Shulzhenko (2022), who proposes differentiating
war crimes with regard to the classification features
of the victims of such acts - i.e., the persons and/or
parties who have suffered harm as a result of serious
violations of international humanitarian law. Thus,
|

depending on the nature of the adverse consequences
that shape the objective elements of violations of the
laws and customs of war, and which also affect the
process of proving them and the corresponding meth-
odology of investigation, the scholar classifies war
crimes by features characterising the victim. These
include military personnel, prisoners of war, civilians,
representatives of humanitarian missions protect-
ed under international humanitarian law, children,
and the state itself in cases where the harm caused
affects national interests or the people as a whole.

In carrying out this differentiation, the author’s
attention is focused on the fact that, according to
the provisions of criminal procedural legislation, a
person who has suffered physical, moral (psycho-
logical), material, or property damage as a result of
unlawful acts may be recognised as a victim in crim-
inal proceedings (Article 55 of the Criminal Proce-
dure Code of Ukraine (CPC!). The researcher does not
question the provisions of the aforementioned arti-
cle. The author’s hypothesis is based on the assertion
that the consequences of war crimes can affect the
interests of the State, which, under certain circum-
stances, may act not only as the prosecution but also
as the victim, or at least as the legal representative
of the injured party. This is particularly true in situa-
tions where the criminal actions of one of the parties
to the armed conflict violate the territorial integrity
and sovereignty of the aggression’s victim State, or if
the armed aggression has caused significant damage
to its citizens, environment, economy, cultural her-
itage, or the proper functioning of State institutions,
especially in cases affecting the judicial or legislative
branches of power.

Although the aforementioned classification can
be used as a working model, it does not fully cover all
the contextually legal elements (features) of the ob-
jective structure of the offence under investigation,
and only partially satisfies the practical needs of the
investigation process. For example, scholars do not
account for the territorial feature of the committed
act, which, in the opinion of A. Kovalenko (2022),
is important for investigating war crimes, as it char-
acterises the specifics of their pre-trial investigation
and judicial proceedings.

In this regard, O. Harasymov et al. (2025), when
classifying war crimes by territorial features, cate-
gorise them as those committed in controlled terri-
tory and, conversely, occupied territory. A similar,
yet more detailed, classification form is adopted by
A. Kovalenko (2022), who differentiates violations of
the laws and customs of war into those committed:
in territories not under enemy occupation and where
no active hostilities took place; in de-occupied ter-
ritories (liberated from occupation), provided that

! Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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the investigation is conducted after the liberation of
the relevant area; in temporarily occupied territories
under enemy control; and in territories where active
hostilities are ongoing, i.e., within zones of active
combat operations.

In this context, the objective aspect (or objective
element) of the investigated offence acquires funda-
mental significance, as it characterises the unlawful
behaviour and determines the methods of committing
war crimes, the object of the encroachment (criminal
focus), the victim, the place of commission, as well as
the socially dangerous consequences and their causal
link to the committed act. These elements hold vital
evidentiary significance for establishing the materi-
al circumstances of the criminal activity, which is a
necessary condition for carrying out its legal assess-
ment, formulating the prosecution’s position in the
adversarial process, and building the evidentiary ba-
sis within the scope of a specific act that falls under
the elements of the crime’s definition.

Under these conditions, war crimes should be
understood as grave and/or serious violations of the
laws and customs of war which contravene the fun-
damental principles of international humanitarian
law. Given the above, it is expedient to carry out a
forensic classification of violations of the laws and
customs of war based on criteria dependent on the
type of armed conflict within which they were com-
mitted, the place of their commission, and the focus
of the criminal encroachment, the object of which
may include: Firstly, civilians who are not taking part
in the armed conflict, including children, who benefit
from an increased level of protection in accordance
with international humanitarian law. Secondly, ser-
vicemen who are participating in the armed conflict
but may also enjoy protection under certain condi-
tions stipulated by the norms of international human-
itarian law. Thirdly, property rights as a special insti-
tution of international humanitarian law, considered
in the context of prohibiting the unlawful destruc-
tion, appropriation, or confiscation of the property
of civilians and objects that are not military targets.
Fourthly, subjects with special status and heightened
protection, represented by members of internation-
al organisations, humanitarian and monitoring mis-
sions, as well as specific categories of civilians per-
forming functions related to human rights protection,
provision of medical or humanitarian aid in armed
conflict conditions, who enjoy an increased level of
legal protection (immunity) in accordance with in-
ternational humanitarian law norms. Fifthly, objects
with special status and heightened protection, mean-
ing objects that, in accordance with international
humanitarian law, are not only removed from the
category of lawful military targets but are also sub-
ject to enhanced protection due to performing hu-
manitarian, medical, cultural, educational, religious,
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or other social functions; these are inviolable or their
operational disruption is dangerous to the popula-
tion, humanity, or the environment, including those
categorised as critically important and used to sus-
tain the population’s vital activities and the country’s
functioning. Sixthly, the natural environment, as an
integral component of the object of protection under
international humanitarian law, an attack on which
may lead to large-scale and long-term damage that,
in the context of armed conflict, may be qualified as
a war crime, and in peacetime - as ecocide, provided
the elements of the crime correspond to the norms of
international and national law. Seventhly, justice, as
an institution with enhanced immunity that ensures
the realisation of the right to a fair trial, which is
inseparable from the rule of law and the observance
of fundamental human rights. Eighthly, prohibited
means and methods of warfare. This refers to forms of
force application in armed conflict that are explicitly
prohibited by international humanitarian law norms
because they contradict the principles of distinction,
proportionality, and the prohibition of unnecessary
suffering. These include the use of indiscriminate
weapons or those causing excessive harm, conduct-
ing hostilities without distinction, use of weapons
of mass destruction, including chemical and biologi-
cal weapons, perpetrating terror against the civilian
population, unlawful deportation, forced labour, per-
formance of military tasks, etc. (Rubanenko, 2024).

Depending on the method of commission of war
crimes, they can be differentiated into those that en-
croach upon a person’s life and health, honour and
dignity, inviolability and safety, property rights, the
legal regime of special international protection, on
objects that ensure the state’s vital functions and are
necessary for the population’s sustenance, on jus-
tice, as well as on prohibited methods and means of
warfare. Specifically, those encroaching upon life in-
clude wilful killing, killing of a combatant who has
laid down arms or unconditionally surrendered, and
aggressive actions that, under certain circumstances,
resulted in fatal consequences.

Those crimes encroaching upon health can in-
clude torture, inhuman treatment, biological medi-
cal or scientific experiments that are not justified by
treatment, wilful infliction of grievous bodily harm,
severe suffering, injury to health, maiming, and com-
pulsory sterilisation. Against honour and dignity are
rape, sexual slavery, enforced prostitution, other
forms of sexual violence including forced impregna-
tion, as well as encroachment on human dignity in
the form of insulting or humiliating treatment.

Crimes encroaching upon inviolability and safe-
ty include deportation or forcible transfer of the
civilian population, as well as attacks on the civil-
ian population or individual civilians who are not
directly participating in hostilities. Against property
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rights are the large-scale destruction and appropria-
tion of property not justified by military necessity,
including its seizure, as well as the pillage of cities
and other populated areas. Against the legal regime
of special international protection for subjects and
objects defined by international law can be classified
as attacks on personnel, objects, materials, units, or
transports involved in providing humanitarian assis-
tance or in peacekeeping and security missions in ac-
cordance with the UN Charter! including attacks on
buildings, medical institutions and vehicles, and on
personnel using identification emblems prescribed
by the Geneva Conventions in accordance with in-
ternational law.

Crimes against the functioning of vital infrastruc-
ture that provides for the basic needs of the popula-
tion and stability in the country include attacks on
civilian objects, buildings designated for religious,
educational, artistic, scientific, or charitable purpos-
es, historical monuments, hospitals, and places where
the sick and wounded are concentrated, provided
that they are not military targets. Those encroach-
ing upon the functioning of justice include the wilful
deprivation of a prisoner of war or another protected
person of the right to a fair trial, unlawful depriva-
tion of liberty, depriving citizens of the hostile party
of the right to judicial protection by declaring their
claims inadmissible or cancelling already established
rights, the passing of sentences and carrying them
out without prior trial before a court constituted in
accordance with the requirements of law, or a court
that does not guarantee compliance with the proce-
dural rights necessary for a fair judicial decision.

Crimes that ignore the requirements of interna-
tional humanitarian law regarding prohibited meth-
ods, means, and rules of warfare can be classified as,
in particular, regarding established methods of war-
fare: attacks on undefended towns that are not mil-
itary targets, attacks that cause harm to the civilian
population or specific persons or the environment,
taking of hostages, forcing prisoners of war to serve
in the armed forces of a hostile power, compelling
citizens of the hostile party to participate in hostili-
ties, perfidy (treacherous killing or wounding), using
children under the age of 15 for combat purposes,
using the civilian population as a “human shield” for
defence or cover, illegal displacement of the civilian
population, and the declaration that no quarter will
be given. Regarding established means of warfare: the
use of poisonous substances or poisonous weapons,
asphyxiating gases, toxic liquids, bullets that expand
or flatten easily in the human body, weapons causing
excessive suffering, and other indiscriminate means
of warfare prohibited by international humanitari-
an law. Regarding established rules of warfare: the
|

improper use of protected symbols (flags, signs, UN),
issuing unlawful orders; engaging protected persons
in hostilities contrary to their status. Depending on
the nature and scale of socially dangerous conse-
quences that have led to loss of life, caused grievous
bodily harm or maiming, damaged cultural or na-
tional heritage, and provoked large-scale humanitar-
ian crises including socially dangerous consequences
that have a limited but specific effect war crimes can
include the recruitment and use of children in armed
conflict, women, persons of other nationalities with
the aim of engaging them in active combat and latent
destruction by the enemy on the battlefield, etc.

The given forensic classification of war crimes is
not exhaustive. This is because the circumstances de-
fined therein may be complex and relate simultane-
ously to the methods, means, place of commission of
the crime or the nature of the armed conflict. At the
same time, in the context of analytical and forensic
activities, it makes it possible to systematise the key
features of violations of the laws and customs of war
in order to better understand the circumstances of
the commission and the specifics of the investigation.

In this context, the subjective characteristics
that characterise violations of the laws and customs
of war are no less important. This is because such
offences are characterised by being committed with
direct intent, or, as stated in the provisions of inter-
national criminal law — mens rea — i.e. guilt in the
sense of understanding. From this point of view, mens
rea consists in the awareness of the perpetrator of a
criminal offence of the unlawful nature of their ac-
tions or inaction and their prohibition under interna-
tional criminal law (Rubanenko, 2024). In turn, this
is crucial for assessing the guilt of the accused and
the correct legal classification of their actions.

In this context, it is advisable to classify war
crimes according to subjective criteria, which can be
divided into three groups. The first group concerns
subjects who have committed unlawful acts. These
include combatants from among the military person-
nel of the regular armed forces of a state participating
in an armed conflict, persons acting on behalf of or
in the interests of a party to the conflict and belong-
ing to mercenaries, volunteers, members of irregular
armed formations of one of the parties to the conflict,
commanders, military leaders and persons from the
military-political leadership who are vested with au-
thority, who may not only personally commit acts
but also give orders to commit such acts and bear
responsibility for them, civilians, if they are involved
in combat missions and actively participate in their
implementation or act within the powers of the war-
ring party (representatives of security agencies, intel-
ligence agencies, law enforcement agencies, prison

! Charter of the United Nations. (1945, June). Retrieved from https://www.un.org/en/about-us/un-charter.
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services, medical institutions, various manufacturing
or construction industries, etc.).

The second depends on the form of complicity on
the part of individual (sole) perpetrators. That is, the
sole commission of a war crime. Co-perpetrators, in
the case of a coordinated joint commission of a war
crime by several persons. Organisers and leaders who
are authorised to give orders, plan, incite the com-
mission of war crimes, as well as accomplices who
provided means, information, logistics, cover and
committed other acts that contributed to the com-
mission of a war crime.

The third group covers the purpose and motives
for the implementation of criminal intentions. It in-
cludes achieving military superiority (destruction
of the enemy, weakening the will to resist, etc.),
revenge or violent motivation against the popula-
tion, the wounded, prisoners of war, ideological or
political components (ethnic, national, religious,
racial hatred, discrimination, including for the pur-
pose of apartheid or genocide), mercenary motives
(enrichment, seizure of property for any purpose,

satisfaction of material needs, promotion, etc.),
motives related to sexual aggression (in the case of
sexual violence).

Taking into account the above, it is advisable to
differentiate the forensic classification of war crimes
according to objective and subjective criteria, which
corresponds to the systematic approach to the typol-
ogy of criminal offences in forensics. This approach
is dictated by the need to ensure a more effective
organisation of investigations into violations of the
laws and customs of war, including by establishing
typical mechanisms for their commission, features
of evidence, typical traces of crime and behaviour
of the subjects of the criminal offence under inves-
tigation (Fig. 1). This duality is not only methodo-
logically sound, but also practically oriented, as it
allows the criminalistic model of investigation to be
adapted to the specifics of individual groups, types
or subtypes of war crimes, to isolate the elements of
their forensic profile, to forecast forensically signifi-
cant information, and to select effective methods for
its detection, recording, seizure, and use in evidence.
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Figure 1. Forensic classification of violations of the laws and customs of war according
to typological criteria that determine the objective and subjective characteristics
of violations of the laws and customs of war

Source: developed by the authors

In this context, attention is drawn to improving
the mechanisms for prosecuting certain subjects re-
sponsible for violations of the laws and customs of
war. This implies the expediency of isolating the es-
pecially aggravating circumstances of the criminal
offence in question, which could be defined in the
disposition of Article 438 of the Criminal Code of
Ukraine (CCU)! and the provisions of Article 8 of the
Rome Statute of the International Criminal Court?.
his is because these circumstances are of significant
importance for the individualisation of criminal

responsibility, especially when it concerns the col-
lective execution of a criminal order, or the imple-
mentation of decisions or plans deliberately directed
by the highest military-political leadership, which
requires a distinct criminal law assessment.
Accordingly, the main criterion for qualifying a
war crime should be the establishment of key circum-
stances which serve, first, to provide a legal evalua-
tion of the role of each participant in the war crime
who had (or has) the authority to make criminal de-
cisions of a military nature contrary to international

! Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
2 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588+#Text.
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humanitarian law. Secondly, to determine the degree
of participation (responsibility) both of such persons
and of their subordinates in the implementation (ex-
ecution) of the criminal plan or decision. Thirdly, to
ensure the formation of a sufficient and admissible
evidentiary base to prove the guilt of each partici-
pant in the criminal activity carried out in the course
of executing the criminal plan or decision.

Consequently, it seems justified to introduce
amendments to Article 438 of the CCU! by supple-
menting its norm with a second part that would es-
tablish criminal liability not only for military com-
manders and superiors but also for senior officials
of the military-political leadership who initiated,
authorised, or transmitted criminal regulatory deci-
sions related to the violation of the laws and customs
of war. Specific attention should be paid to additions
concerning the commission of war crimes against
children. Such actions not only violate the norms of
international humanitarian law but also threaten the
nation’s gene pool, destroying its biological, social,
and cultural prospects. For this reason, the commis-
sion of war crimes against children must be consid-
ered an especially aggravating circumstance that
requires a separate criminal law qualification and a
corresponding response from national and interna-
tional law enforcement agencies.

m Conclusions

Consideration of the forensic aspects of violations of
the laws and customs of war demonstrates the neces-
sity of undertaking a forensic classification of war
crimes, taking into account both the criminal-law
and forensic dimensions of criminal activity. Such
an approach makes it possible to view forensic dif-
ferentiation not merely as a means of systematising
knowledge about war crimes, but also as an instru-
ment for identifying the objective and subjective
features that define the structure of corresponding
criminal offences. In turn, forensic differentiation
becomes a methodological basis for the formation
of elements of forensic characterisation and their
proper evaluation, which includes an analysis of the
methods of commission and concealment, as well
as the determination of circumstances, motives, and
consequences.

Within the framework of the proposed war crime
classification, it is expedient to categorise them ac-
cording to the following criteria: type of armed con-
flict, location of the crime’s commission, method of
implementing criminal intent, nature and scale of
the resulting consequences, individuals who com-
mitted the crime, form of their complicity, and the
purpose and motives of the criminal encroachment.

The suggested systematisation has not only theoret-
ical significance but is also practically oriented, as
it reates the preconditions for isolating the elements
of the forensic profile and providing them with an
appropriate legal assessment. This contributes to
the effective documentation and, consequently, the
proof of violations of the laws and customs of war.

It is essential to supplement the disposition of
Article 438 of the Criminal Code of Ukraine with
specific aggravating and especially aggravating cir-
cumstances which significantly increase the degree
of public danger posed by war crimes. In this context,
this refers to the execution of a criminal plan, strat-
egy, or order initiated by the highest military-politi-
cal leadership, especially when the violations of the
laws and customs of war bear the hallmarks of mass
acts of violence or genocidal practice. Acts of vio-
lence against children deserve particular attention in
this regard. This is because such acts not only vio-
late the fundamental norms of international human-
itarian law but also pose a threat to the preservation
of the nation’s gene pool, thus demanding a special
criminal law assessment. Consequently, this will con-
tribute to enhancing the individualisation of criminal
responsibility for committing war crimes and align
with the fundamental principles of international
criminal justice. Accordingly, it is justified to sup-
plement Article 438 of the Criminal Code of Ukraine
with such qualifying features as the commission of
a war crime through the issuance of a criminal or-
der, plan, or strategy by the highest military com-
mand or military-political leadership with the intent
to destroy a particular population group, minors, or
other especially vulnerable categories of persons in
the context of a large-scale armed conflict or in an
occupied territory.

In further research, attention should be focused
on isolating the elements of the forensic profile of
war crimes and providing them with a proper legal
assessment. This will facilitate the establishment of
the facts subject to proof and a clear delineation of
their boundaries, which is a necessary prerequisite
for developing effective mechanisms for the investi-
gation of violations of the laws and customs of war.
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m AHoTamisf. AKTyaJbHICTh MOCJIiIKeHHs 00yMOBJIeHa HEeOOXiJHICTI0 BJOCKOHAJIEHHs KPUMiHaIiCTUYHOT
crucTeMaTU3allil BOEHHUX 3JIOYMHIB 3 OTJIAAY Ha CyYacHi BUKJIUKU Ta MacIITabu 3JI0UYMHHOL OisAJIbHOCTI Mif yac
30poiiHOro KOHQJIIKTY Ha TepuTOpil YKpaiHu, a TaKoX Mpo0JIeMaTUKOI0 1X PO3C/IiAyBaHHA B YMOBax arpecii.
MeTo10 gocigxeHH:A O0yJio OOTPYHTYBaHHA AOLIJIBHOCTI po3MeXyBaHHA BOEHHUX 3JI0UMHIB 3a KPUMiHaJIbHO-
MpaBOBUMHU Ta KPUMIHAJiCTUYHUMH KpUTEpiAMM, a TakoX (OpMyBaHHSA OCHOB 1X KPHUMiHaJIiCTUYHOI
kinacu@ikanil 3 orJiAAy Ha KpUMiHaJbHO-NIPaBOBI Ta KPUMIHAJICTHUYHI aCHeKTH AOC/IiXyBaHUX MisHb.
MeTonoI0TiuHNI iHCTpyMEeHTapill JOCIiIX)KEHHA OXOIUJIIOBaB KOMILJIIEKC METOiB, cepel AKUX (HOopMaJibHO-
IOPUAUYHUM, TOPiBHAJIBHO-IPABOBME, 1HAYKTUBHUI, TMOPiBHAJBHUIA, MeTO[d IMPOTHO3YBaHHA Ta
KpPUMIiHaJIICTUYHOTO aHaJjli3y 3a[JiAd OOIpYHTyBaHHsS BHCHOBKIB i HaJaHHA MPONO3UIN IIOJO NpeaMeTra
JociimxkeHHa. Pesynbraté AOCHIMKEeHHA MNOJAraju B OOIPYHTYBaHHI KpHUMiHaJIiCTUYHO! Kjacudikaril
BOEHHUX 3JIOYMHIB K HEOOXiTHOI CKJIQoBOi (ejleMeHTYy) KPUMIiHaIiCTUYHOI MEeTOJUKHU PO3CJIiTyBaHHS
KpUMiHaJIbHUX [paBomnopymnieHb. OOrpyHTOBaHO Kiacu@ikaliiiHi KpuTepil Aja audepeHnialil BOEHHUX
3JI0YMHIB 3a THUNOM 30pPONHOro KOHQJIIKTY, TepUTOpPiaJbHUM YMHHUKOM yYMHEHHs:, crocobamMu peastisamil
3JIOYMHHOI JiAJIBHOCTi, XapakTepoM i macmTabaMM CYCIiJIbHO Hebe3meyHUX HaCJiAKiB, OCOOJIMBOCTAMU
Cy0’€KTUBHOTO CKJIaJly NPaBOMOPYIIEHH:A, a TaKOX MOTUBAIiMHO-IIJIbOBUMU OpPi€EHTUPaMU TNOBEOiHKU
BUHHUX 0Cib. BucBiT/IeHO 3HaueHHA 0CO0JIMBO KBaTi(pikyounx ob6CTaBUH, SKi, MOMNPU BiACYTHICTh MPAMOTO
3aKpinyieHHA B Aucnosunii ct. 438 KpumiHajabHOTO KoJAeKCy YKpaiHH, MaioTh KJII0UOBe 3HAUeHHA OJIA
imeHTudiKarlil cTyneHsa iHAUBiAyaJIbHOI BiANOBiAaJbHOCTI. IHeThea mpo Bunaaxku ¢GopMyBaHHA Ta peastisallil
3JIOYMHHOTO HaMipy IUIAXOM BifgaHHA Haka3y, po3poOJieHHA IUIaHiB abo cTpaTeriii BUMHEHHS BOEHHUX
3JI0UMHIB, iHII[illOBAHMX Ha HAVBHUIIOMY PpiBHi BiliICBKOBO-TIOJIITUYHOIO KEepiBHUILITBA AepXaBU-arpecopa.
Ax11eHTOBaHO Ha JIOLiJIBHOCTI 3MiH i IOTOBHEHbB A0 CT. 438 KpuMiHaIbHOTO KOJIEKCY YKpaiHU 3 PO3MIUPEHHAM
nepeJstiky o0TAXyHUuX 00CTaBUH, 30KpeMa AKI[0 BOEHHI 3JI0YMHU BUMHEHI IPOTU AiTel 4u MalTh HeraTUBHi
HacJiaky 1A resodoHAy Hanil. HaykoBa HOBM3HA i MpakTUYHA 3HAYYL[iCTh OepXaHUX Pe3yJIbTaTiB MOJIATaE
y dopMyBaHHi Ji€BUX MeXaHi3MiB PO3CJIilyBaHHA BOEHHUX 3JIOUMHIB Yepe3 aHaJli3 KpUMiHaJIbHO-NIPaBOBUX,
KpUMiHaJIbHO-TIpOolleCcyasIbHUX i KpUMiHaJIiCTUYHUX ACIeKTiB po3CyliyBaHHA MOpPYILIeHb 3aKOHIB Ta 3BHUYAIB
BiliHM, a TaKOX IiJl Yyac yJAOCKOHAJIeHHA HOPM KPHUMiHaJbHOTO 3aKOHOJABCTBA fAK Ha HaIliOHAJIbHOMY, Tak i
Ha MiXkHapogHOMY PiBHAX

m KiouoBi cjioBa: KpuMiHaJiCTUYHA [isIbHICTh; PO3CIigyBaHHS 3JI0UMHIB; audepeHIfiaiis; MmpoIec
JoKa3yBaHH:A; MOPYIIEHHs 3aKOHIB i 3BU4aiB BillHU; XapaKTepUCTHUKA; Mi)KHapOAHE CyJOYMHCTBO
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m Abstract. This study aimed to examine the impact of judicial precedents in cases concerning the leakage
of personal and corporate data on the development of legal practice and business strategies. The research
involved an analysis of key court cases, which made it possible to determine how these incidents have
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= Introduction

Judicial precedents in the field under study establish
certain standards for companies, reshaping classical
approaches to risk management and corporate gov-
ernance. The introduction of regulatory frameworks
such as the General Data Protection Regulation'
(GDPR) has significantly transformed the legal envi-
ronment, imposing new levels of liability on compa-
nies and creating complex challenges for global com-
merce. Of particular importance is the examination of
the influence of judicial decisions on innovative tech-
nology sectors, as traditional legal norms often fail
to keep pace with rapid technological development.
The analysis of recent cases helps to identify trends
in the formation of new legal standards, which is crit-
ically important for strategic business planning in the
context of the digital transformation of the economy.
Moreover, the growing interdependence between cy-
bersecurity issues and the financial stability of com-
panies makes such research an integral component of
contemporary corporate law and economic security.

0.0. Bernaziuk (2023), in a study, analysed cur-
rent approaches to the concept of a “judicial prec-
edent”, considering, in particular, the categories of
judicial precedent and judicial practice within the
framework of information law and administrative
procedure. The scholar emphasises that judicial prec-
edent is intended to ensure a uniform approach to
the interpretation of legal norms, the resolution of
contradictions, and the filling of gaps in legislation.
Judicial precedent does not create new legal norms
but determines the obligatory manner in which exist-
ing norms are to be applied, which is characteristic of
the continental legal system of Ukraine.

I. Sopilko & E. Zubko (2024) examine the concep-
tual distinctions between hacking and data breaches,
analysing the risks associated with information com-
promise. The scholars note that judicial decisions in
cases concerning unlawful access to or leakage of
personal data contribute to establishing clear legal
boundaries of corporate liability. They emphasise
that precedents define the required scope of technical
and organisational security measures and promote
the standardisation of good practice in the field of
cybersecurity. I. Pokhylenko (2023), having studied
the specifics of legal regulation in the protection of
personal data, concludes that safeguarding personal
data is not only a technical or legal issue but also a
key element in guaranteeing human rights and free-
doms, as well as an essential component of national
security. Under conditions of martial law, cyberat-
tacks, and the temporary occupation of parts of the
country’s territory, the likelihood of unauthorised ac-
cess to sensitive information increases, creating addi-
tional threats to citizens. For this reason, an effective
|

system of personal data protection must be based on
a combination of legislative guarantees, technical
solutions, and public awareness of individual rights.
Ensuring such protection is the responsibility of both
the state and all entities that process personal data.
In an article, K. Nekit (2020) considers the economic
nature of personal data and argues for the necessi-
ty of its legal protection as a form of property. This
has particular significance for businesses, as judicial
precedents confirming the proprietary value of in-
formation compel companies to strengthen internal
security policies and adopt a more cautious approach
to the processing of customer data.

As noted in the study by O. Zadereyko et
al. (2022), devoted to the challenges of ensuring user
data protection in information systems, the conse-
quences of data breaches for businesses can be ex-
tremely serious: loss of customers due to diminished
trust, financial damage, lawsuits, regulatory sanc-
tions, and reputational harm that may last for years
and hinder corporate development. In some cases,
a data breach becomes a critical turning point after
which a company is unable to regain its market posi-
tion. I.Y. Dumanska et al. (2022), in research focused
on the impact of personal data protection policies on
enterprise development, particularly in the IT sector,
highlight the importance of a systematic approach to
data management both at the level of state policy and
within individual enterprises. This requires not only
the implementation of effective technical solutions
but also the enhancement of legal culture, the adap-
tation of international standards, and the advance-
ment of sectoral research for a deeper analysis of the
institutional environment’s influence.

F. Schifer et al. (2023), whose research address-
es the challenges of data management and privacy
protection in product-based businesses, observe that
cases of data breaches compel enterprises to care-
fully review their contracts, privacy policies, and
internal information-handling regulations. The risk
of losing control over information presents new chal-
lenges for businesses, the most significant of which is
the necessity of complying with legal requirements
in the field of personal data protection. Companies
are compelled to implement effective control meas-
ures, conduct regular audits, and ensure transparent
reporting in order to comply with established stand-
ards. Such measures help minimise the risks of fines
and reputational loss, while also maintaining the
trust of clients and partners.

M. Kotenko et al. (2025), in a study analysing
personal data protection in Ukraine through the lens
of European judicial practice, emphasise the impor-
tance of adhering to the “three-part test” of lawfulness

! General Data Protection Regulation. (2016, May). Retrieved from https://gdpr-info.eu/.
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in personal data interference: (1) in accordance with
the law; (2) for the purpose of achieving a legitimate
aim; and (3) by proportionate means. In their article,
M. Bem & I. Horodysky (2019) draw attention to the
serious challenges facing Ukrainian legislation on per-
sonal data protection, particularly regarding compli-
ance with the requirements of the General Data Pro-
tection Regulation. The researchers note that, given
the increasing prevalence of judicial decisions based
on GDPR norms, Ukrainian businesses are increas-
ingly adapting internal processes to European stand-
ards, even without direct integration with the EU.

This study aimed to determine how judicial deci-
sions in cases of breaches of personal and corporate
data confidentiality influence the development of le-
gal practice and the shaping of corporate business
strategies.

= Materials and Methods

The study was based on the case study method,
which made it possible to identify key legal prece-
dents and their impact on business practice. Judicial
rulings were examined in Case “Mr L Beresford v.
British Airways Plc”!, “People of the State of Califor-
nia, v. Equifax Inc.”?, “United States of America v.
Facebook”, “Mr M Osborne v. British Airways Plc”*
and T-Mobile case®, as well as the Ukrainian case of
the cyberattack on the country’s largest mobile oper-
ator, Kyivstar (as of June 2025, no court rulings are
publicly available). Each case was analysed in terms
of judicial decisions, regulatory findings, financial
penalties, reputational consequences, and changes in
corporate policies. This approach demonstrated how
specific legal proceedings shape corporate govern-
ance practices, data protection policies, and commu-
nication strategies in times of crisis.

The comparative legal method enabled the exam-
ination of judicial approaches across different legal

systems, particularly those of the USA, the United
Kingdom, and Ukraine. This facilitated the identifica-
tion of both commonalities and divergences in the in-
terpretation of corporate liability for data breaches,
which in turn allowed for the formulation of broader
conclusions regarding the influence of judicial prac-
tice on commercial activity.

Using the formal legal method, the study exam-
ined the regulatory framework, in particular: the
GDPR®, the California Consumer Privacy Act’, the
Gramm-Leach-Bliley Act®, and the Law of Ukraine
“On the Protection of Personal Data™. The research
also included an analysis of annual data breach sta-
tistics in the USA (Statista, 2025). In addition, a prog-
nostic approach was applied to formulate forecasts
regarding future directions in corporate responsibili-
ty for personal data protection.

In exploring the impact of judicial precedents
on data breaches in entrepreneurial activity, several
theoretical methods were employed, including anal-
ysis, synthesis, induction, and deduction. The ana-
lytical method facilitated the examination of specific
judicial decisions related to data breaches, enabling
the identification of key legal approaches to deter-
mining corporate liability, characterising offences,
and outlining typical consequences for busi nesses.
The method of synthesis made it possible to com-
bine information from diverse sources to construct
a comprehensive understanding of the influence of
case law on business activity. By applying induction,
general conclusions were formulated from the anal-
ysis of individual cases, particularly concerning the
growing stringency of data protection requirements.
The deductive method, grounded in general princi-
ples of law and judicial practice, assisted in predict-
ing potential risks and legal consequences for busi-
nesses in the event of breaches of data processing
and storage norms.

! Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301827,/2020 “Mr L Beresford v. British Airways
Plc”. (2022, August). Retrieved from https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L _Beresford_v_
British_Airways_Plc_-_3301827-2020_-_Judgment.pdf.

2 Final Judgement and and Permanent Injuction of the Superior Court of the State of California for the County of San Francisco Unlimited
Jurisdiction in Case No. CGC-19-57780 “People of the State of California, v. Equifax Inc.”. (2019, July). Retrieved from https://oag.
ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf.

3 Stipulated Order for Civil Penalty, Monetary Judgment, and Injunctive Relief of the United States District Court for the District of
Columbia in Case No. 19-cv-2184 “United States of America v. Facebook”. (2019, July). Retrieved from https://www.ftc.gov/system/
files/documents/cases/182_3109_facebook order filed_7-24-19.pdf.

4Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301841/2020 “Mr M Osborne v. British Airways
Plc”. (2021, October). Retrieved from https://assets.publishing.service.gov.uk/media/62388cf6e90e07799cd3de42/Mr_M_Osborne_v_
British_Airways_PLC_3301841.2020_FMH_Reserved_Judgment.pdf.

5 Stipulation and Order of the United States District Court For The District of Columbia in Case “United States of America et al., Plaintiffs,
v. Deutsche Telekom AG, T-Mobile US, INC., Softbank Group Corp., and Sprint Corporation”. (2019, July). Retrieved from https://www.
justice.gov/d9/press-releases/attachments/2019/07/26/stipulation_and_order_0.pdf?utm.

6 General Data Protection Regulation. (2016, May). Retrieved from https://gdpr-info.eu/.

7 California Consumer Privacy Act. (2020, September). Retrieved from https://oag.ca.gov/system/files/initiatives/pdfs/19-0017%20
%28Consumer%20Privacy%20%29.pdf.

8 Gramm-Leach-Bliley Act. (1999, November). Retrieved from https://www.govinfo.gov/content/pkg/PLAW-106publ102/pdf/PLAW-
106publ102.pdf.

°Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/2297-17#Text.
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= Results

In the modern business environment, where infor-
mation is one of the most valuable resources, the
protection of personal and corporate data has be-
come a vital component of risk management strate-
gies. Companies must implement effective cyberse-
curity measures, control access to information, train
employees, and respond swiftly to potential threats.
Judicial precedents in data breach cases exert a
significant influence on business, shaping the legal
environment and setting standards for information
protection. This influence is reflected in several
key areas. Companies operating internationally are
obliged to take into account precedents from differ-
ent jurisdictions, which complicates business oper-
ations but simultaneously raises the overall level of
data protection. Changes in judicial practice began
with major cyber incidents in the early 2000s, when
courts first confronted the challenge of assessing the
harm caused by the leakage of millions of citizens’
personal data (Tapkir, 2023). The difficulty lay in
the fact that traditional methods of damage assess-
ment proved inadequate for new types of offences,
where potential harm might only manifest years af-
ter the initial incident.

In the business environment of the USA, there is a
clear and persistent trend towards an increase both in
the number of data breach incidents and in the scale
of their impact (Fig. 1). This phenomenon is driven
by several factors. The digitalisation of business pro-
cesses leads to the accumulation of large volumes of
data in electronic form, making companies more at-
tractive targets for cybercriminals. At the same time,
cyberattack techniques are becoming increasingly
complex and sophisticated, enhancing their effective-
ness and making detection more difficult. Insufficient
investment in modern cybersecurity systems and re-
liance on outdated technologies create vulnerabili-
ties that facilitate unauthorised access to protected
information. In addition, the growing use of mobile
devices and remote working formats complicates the
control of information flows and increases the like-
lihood of unauthorised access. Equally significant
are the strengthened legislative requirements for
incident reporting, which enhance the transparency
of statistical data. Furthermore, the globalisation of
business processes and the complexity of interactions
with external partners lead to a greater number of
potential vulnerabilities in supply chains, which in
turn heightens the risks of data breaches.
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Figure 1. Annual number of data breaches and affected individuals in the USA
Source: compiled by the authors based on data from Statista (n.d.)

In 2015, 781 breaches were recorded, and by the
following year, the number of incidents had risen to
1,093. This trend continued in 2017, reaching 1,506
incidents. However, in 2018, the figure declined to
1,244, which may indicate either improvements in
data protection or a reduction in the reporting of such
events. In 2019, the situation again intensified, with
incidents increasing to 1,473, but in 2020 the num-
ber fell to 1,108. These fluctuations may be attribut-
ed both to changes in cybercriminal activity and to
variations in corporate and governmental reporting
policies. From 2021 onwards, the data show a sharp
upward trend. In 2021, 1,862 incidents were record-
ed, while in 2022 the number fell slightly to 1,802. In
2023, however, the sharpest increase occurred, with
3,205 data breaches — almost twice as many as in
the previous year. This surge may be linked to the
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widespread adoption of digital technologies, the
growing popularity of remote work, and the intensi-
fication of hacker attacks. In 2024, a minor decrease
was recorded, down to 3,158 incidents, although the
overall level remained critically high. Thus, the data
illustrate a general upward trend in data breach inci-
dents over the past decade. This dynamic underline
the increasing relevance of cybersecurity issues, the
need to strengthen information protection measures,
and the importance of raising awareness among organ-
isations and users regarding the risks associated with
unauthorised access to personal or corporate data.

The analysis of data breach statistics in the USA
is of particular significance for understanding global
trends in cybersecurity and has direct implications
for businesses in Ukraine for several key reasons.
The USA is a global leader in the digital economy
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and serves as the home jurisdiction for many of the
world’s leading multinational technology corpora-
tions, including Google, Microsoft, Amazon, and Ap-
ple. This demonstrates that the American experience
in cybersecurity reflects the most pressing challeng-
es and the strategies adopted to address them in the
field of data protection.

Data disclosure leads to direct financial losses,
including regulatory fines, compensation payments
to clients, legal costs, and reduced revenues. The
average cost of a single incident can reach millions
of dollars, particularly for large enterprises (Bhadou-
ria, 2022). Often, the loss of customer trust exceeds
the financial damage itself. Organisations lose exist-
ing clients, face difficulties in attracting new ones,
and must allocate significant resources to restore
their reputation. In addition, data breaches disrupt
business processes, necessitate urgent IT system up-
grades, and require the redesign of operational pro-
cedures, sometimes negatively affecting efficiency
(Nejad, 2023). Companies also face investigations by
regulatory authorities, class-action lawsuits from cli-
ents, and potential criminal inquiries targeting man-
agement, creating long-term legal risks. Data breach-
es reduce a company’s competitiveness, as consumers
and partners increasingly opt for more reliable al-
ternatives in the market. Following such incidents,
firms are compelled to substantially increase cyberse-
curity expenditures, which may lead to a reduction in
investments in other areas of business development.

Case People of the State of California v. Equifax
Inc.”!, which was considered from 2017, exemplifies
how judicial decisions can radically transform an
entire industry and establish new standards of cor-
porate responsibility. Cybercriminals gained access
to the private information of more than 147 million
people, including social security numbers, driver’s
licence details, and financial data. The breach oc-
curred due to a vulnerability in the Apache Struts
web application, which Equifax failed to update in
a timely manner despite the availability of a patch.
This data breach resulted in an unprecedented fine of
USD 700 million from the US Federal Trade Commis-
sion, as well as additional civil settlements exceeding
USD 1.4 billion (Diniyatullah & Rindu, 2024).

The precedent-setting significance of this case
lies in the creation of a new concept of corporate
responsibility, which frames cybersecurity not
merely as a technical procedure but as a strategic
requirement of corporate management. During the
o

proceedings, the courts determined that companies
bear full responsibility for protecting personal data
entrusted to them, regardless of technological com-
plexity or external threats. Consequently, the princi-
ple of “due diligence in cyberspace” was established,
requiring organisations to implement industry best
practices and continually enhance their security sys-
tems. This case significantly transformed business ap-
proaches to cybersecurity due to substantial financial
losses and reputational damage. The main changes
included a marked increase in organisational invest-
ment in preventive cybersecurity measures, as the
cost of threat prevention proved far lower than the
cost of mitigating consequences.

The Facebook data scandal involved the unau-
thorised access to and use of users’ personal data. The
scandal led to numerous lawsuits against Facebook,
including a class-action suit and investigations by
regulatory authorities (Tiwari, 2022). In Case “Unit-
ed States of America v. Facebook”, new and signif-
icant standards of liability for the unlawful use of
personal data for political purposes were established.
The scandal, which arose from the use of data from
87 million Facebook users for targeted political ad-
vertising, resulted in a USD 5 billion fine and substan-
tial changes in the company’s corporate governance.

The Facebook-Cambridge Analytica scandal
emerged from allegations of unauthorised collection
of data from approximately 87 million Facebook us-
ers without their consent. These data were used for
political micro-targeting, including during the US
presidential elections and the Brexit referendum. Al-
though technically, Facebook did not allow a data
breach in the conventional sense — since users had
granted permission for the third-party application to
access their data — regulators viewed this as an abuse
of user trust and insufficient oversight of third-party
applications. Case “United States of America v. Face-
book™ set a precedent for the personal liability of
senior management for failures in data protection
and established requirements for implementing the
principle of “privacy by design” at all levels of cor-
porate activity.

A particularly important aspect of this case was
the establishment of the principle of transparency in
the use of personal data, which obliges companies
to provide users with complete information regard-
ing the methods of collection, processing, and appli-
cation of their data. During the proceedings of this
case, it was established that complex and unclear

! Final Judgement and and Permanent Injuction of the Superior Court of the State of California for the County of San Francisco Unlimited
Jurisdiction in Case No. CGC-19-57780 “People of the State of California, v. Equifax Inc.”. (2019, July). Retrieved from https://oag.
ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf.

2 Stipulated Order for Civil Penalty, Monetary Judgment, and Injunctive Relief of the United States District Court for the District of
Columbia in Case No. 19-cv-2184 “United States of America v. Facebook”. (2019, July). Retrieved from https://www.ftc.gov/system/

files/documents/cases/182_3109_facebook order filed_7-24-19.pdf.

3 Ibidem, 2019.

Scientific Journal of the National Academy of Internal Affairs, 30(3)

102



https://oag.ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf
https://oag.ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf
https://www.ftc.gov/system/files/documents/cases/182_3109_facebook_order_filed_7-24-19.pdf
https://www.ftc.gov/system/files/documents/cases/182_3109_facebook_order_filed_7-24-19.pdf

Rudenko et al.

privacy policies cannot serve as a legal basis for the
processing of personal data. This led to a significant
simplification and standardisation of user notifica-
tion processes. Facebook was fined USD 5 billion
by the US Federal Trade Commission, setting a new
benchmark for liability in privacy violations. The
ruling compelled technology companies to reassess
their spending on data security and regulatory com-
pliance. Moreover, the incident demonstrated how
rapidly privacy breaches can undermine consumer
trust and diminish brand value. As a result, new roles
emerged within organisations, such as Chief Privacy
Officers and AI Ethics Officers.

The American mobile operator T-Mobile experi-
enced a series of data breaches, the largest of which
occurred in 2021 and affected over 76 million users
(McLymore & Bartz, 2020). Attackers gained access
to names, addresses, dates of birth, social security
numbers, and driver’s licence information. Despite
the company’s assurances that security measures had
been strengthened following previous incidents, this
new breach triggered widespread criticism. The se-
ries of T-Mobile data breaches from 2018 to 2023
demonstrated the cumulative impact on the com-
pany’s reputation and the financial losses resulting
from repeated security incidents. The uniqueness of
this case lies in its role in establishing industry stand-
ards for the US telecommunications sector, which
is considered critical infrastructure. One of the key
measures was the appointment of a mandatory Chief
Information Security Officer, required to report reg-
ularly to the board of directors on the state of secu-
rity and the effectiveness of implemented measures.
The company was obliged to adopt a “Zero Trust”
architecture, which demands continuous verification
of every access request, regardless of the user’s or
system’s location. In addition, the organisation was
required to implement phishing-resistant multi-fac-
tor authentication and modern vulnerability manage-
ment systems, including regular scanning, patching,
and security monitoring. Another important require-
ment was the minimisation of personal data collec-
tion and compliance with policies for data deletion
or anonymisation when retention was not justified.
The company came under enhanced oversight by
the Federal Communications Commission and was
fined USD 60 million. This demonstrated the deter-
mination of American regulators to enforce strict
measures for systemic cybersecurity failures. Large
class-action lawsuits from over 76 million affected

consumers exemplified the scale of compensation in
the telecommunications sector.

In European Union countries, judicial precedents
in the field of personal data breaches have become
an important factor directly affecting business oper-
ations. As of 2023-2025, the number of data breach
incidents in Europe remains consistently high, indi-
cating increasing cyber risks for businesses and criti-
cal infrastructure. According to the European Union
Agency for Cybersecurity (2024), between mid-2022
and mid-2023, more than 11,000 significant inci-
dents were recorded across EU countries, of which
approximately 41% resulted in personal data breach-
es. In 2024, the 15 leading European countries re-
ported over 130,000 data protection violations — an
average of more than 356 incidents per day. The
highest numbers were recorded in the Netherlands
(33,471 incidents), followed by Germany (27,829),
Spain (2,989), and Italy (2,400); increases compared
with 2023 were 65%, 47%, and 42% respectively.

These changes were driven by the implementa-
tion of the GDPR!, which introduced new liability
criteria and set a precedent for the extraterritorial
application of national regulations. In particular,
the regulation established the principle of account-
ability, requiring organisations not only to comply
with data protection rules but also to demonstrate
compliance through appropriate documentation and
process verification. The GDPR emphasises trans-
parency in the use of personal information, obliging
companies to inform data subjects of the purposes,
scope, and duration of processing, as well as any
potential third-party access to that information. A
further standard requires notification of data secu-
rity breaches within 72 hours if the incident could
threaten the rights and freedoms of individuals. This
fundamentally changed the approach to corporate re-
sponsibility: shifting from mere formal compliance to
active, documented accountability for protecting hu-
man rights in the context of personal data processing.
The GDPR not only increased potential fines to up to
4% of a company’s annual global turnover but also
introduced the concept of “accountability”, requiring
organisations to demonstrate proactive measures to
safeguard personal data (Tikkinen-Piri et al., 2018).

Case “Mr L Beresford v. British Airways Plc”?
and Case “Mr M Osborne v. British Airways Plc™
illustrated the practical application of the GDPR
and established European standards of liability for
data breaches. Following a 2018 cyberattack that

! General Data Protection Regulation. (2016, May). Retrieved from https://gdpr-info.eu/.
2 Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301827/2020 “Mr L Beresford v. British Airways
Plc”. (2022, August). Retrieved from https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L _Beresford_v_

British_Airways_Plc_-_3301827-2020_-_Judgment.pdf.

3 Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301841/2020 “Mr M Osborne v. British Airways
Plc”. (2021, October). Retrieved from https://assets.publishing.service.gov.uk/media/62388cf6e90e07799cd3de42/Mr_M_Osborne_v_

British_Airways_PLC_3301841.2020_FMH_Reserved_Judgment.pdf.
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compromised the personal data of 500,000 airline
customers, a thorough investigation was conducted
by the UK Information Commissioner’s Office, which
imposed a fine of GBP 20 million. The original fine
of 183 million GBP was reduced in consideration
of the economic impact of the COVID-19 pandemic
(Voss, 2021).

The investigation concluded that the company
had failed to implement appropriate technical and
organisational measures as required under the GDPR.
In 2020, the UK Information Commissioner’s Office
therefore imposed a 20 million GBP fine on British
Airways. The court case drew attention to the neces-
sity of continuous testing of digital infrastructure se-
curity, which became a key lesson for other industry
players. The precedent set by this case lies in estab-
lishing clear standards for technical and organisa-
tional measures to protect personal data. The rulings
in Case “Mr L Beresford v. British Airways Plc”! and
Case “Mr M Osborne v. British Airways Plc”? defined
detailed requirements for cybersecurity monitoring
systems, incident detection and response procedures,
and reporting obligations to regulators and affected
individuals. Specifically, companies must have docu-
mented and tested incident response procedures that
include the designation of responsible personnel,
step-by-step action plans in the event of a security
breach, and deadlines for each stage of the response.
Particular emphasis was placed on the obligation to
notify: under the GDPR?, organisations must inform
supervisory authorities of a detected breach within
72 hours of its discovery. Furthermore, if an incident
poses a significant risk to the rights and freedoms of
individuals, the company is also required to notify
affected persons promptly, clearly, and with recom-
mendations for mitigating risks.

Given that Ukraine belongs to a continental legal
system, where precedent does not have the force of
law, the role of judicial practice is gradually increas-
ing (Slotwinska, 2015). In particular, decisions of the
Supreme Court and appellate courts are increasingly
used as reference points for interpreting legislation.
In the field of personal data breaches, courts are in-
creasingly required not only to apply the provisions
of the Law of Ukraine No. 2297-VI* but also to inter-
pret them in the context of new technological reali-
ties, taking into account European practice, including
the provisions of the GDPR.

One consequence of personal data breaches for
businesses in Ukraine is both public-law and pri-
vate-law liability. This includes compensating indi-
viduals whose data has been exposed. In addition,
the handling of cases involving state authorities im-
posing penalties for data breaches or inadequate pro-
tection helps to establish standards for responsible
corporate behaviour. Court precedents indicate that
judges consider how effectively a company has imple-
mented security policies, conducted internal audits,
and informed users about incidents. This encourages
businesses to invest in cybersecurity, staff training,
and legal support to ensure regulatory compliance.

Unlike in the USA and the EU, Ukraine lacks a
significant number of high-profile court cases relat-
ing to personal data breaches. This is explained by
several factors: relatively low fines for violations,
insufficient enforcement of legislation, shortcomings
in the regulatory framework, and low public aware-
ness of individual rights. One of the most significant
business-related data breaches was the cyberattack
on Kyivstar in December 2023. As of June 2025, no
court rulings regarding the Kyivstar attack are pub-
licly available. The case remains under investiga-
tion by the SBU, with materials to be subsequently
submitted to the International Criminal Court, as
the suspects are Russian nationals outside Ukraine’s
jurisdiction. Considered the largest incident in the
history of Ukraine’s telecommunications sector, the
attack highlighted the devastating impact that cy-
berattacks and data breaches can have on business
operations. In terms of scale, the attack was unprece-
dented in the Ukrainian context. Mobile and internet
services for Kyivstar subscribers across the country
were completely disrupted, and users were unable to
connect to other networks under domestic roaming
agreements. The technical damage was catastroph-
ic: numerous servers were destroyed, large volumes
of data were erased, and overall, the attack compro-
mised approximately 40% of Kyivstar’s infrastructure.

The attack aimed both to inflict psychologi-
cal pressure and to obtain intelligence information.
The December cyberattacks on Kyivstar caused loss-
es amounting to UAH 3.6 billion, covering only the
customer compensation programme (Khramov &
Opirskyy, 2024). These figures do not include the
costs of fully restoring the infrastructure, which re-
quired substantial investment in new equipment and

! Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301827,/2020 “Mr L Beresford v. British Airways
Plc”. (2022, August). Retrieved from https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L _Beresford_v_

British_Airways_Plc_-_3301827-2020_-_Judgment.pdf.

2 Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301841/2020 “Mr M Osborne v. British Airways
Plc”. (2021, October). Retrieved from https://assets.publishing.service.gov.uk/media/62388cf6e90e07799cd3de42/Mr_M_Osborne_v_

British_Airways_PLC_3301841.2020_FMH_Reserved_Judgment.pdf.

3 General Data Protection Regulation. (2016, May). Retrieved from https://gdpr-info.eu/.
4Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/

show/2297-17#Text.
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security systems. The company was compelled not
only to rebuild the damaged infrastructure but also
to fundamentally revise its approach to cybersecu-
rity. This required substantial additional investment
and a restructuring of the 2024 budget, with millions
of dollars allocated to cybersecurity programmes.
The reputational consequences proved to be as se-
vere as the financial losses.

For the Ukrainian business environment, the Ky-
ivstar case served as a catalyst for reassessing the

importance of investing in cybersecurity as a critical
component of corporate strategy, rather than merely
a technical necessity. Analysis of judicial precedents
shows that court decisions arising from such incidents
not only imposed significant fines but also compelled
companies to implement stricter cybersecurity meas-
ures. In response, organisations have been forced to
review their internal policies and processes, as well
as invest in advanced technologies and employee
training. The results are summarised in Table 1.

Table 1. Impact of data breach causes on judicial precedents and business outcomes in high-profile cases

insufficient protection

Case Causes of data breaches Judicial precedents Impact on business operations
Court ruling (2017): 700 million | Large fines; increased cybersecurity
Equifax’ Vulnerability in a web application; USD fine for negligence in requirements; loss of consumer

protecting the personal data of 147

trust; strengthened regulation in

million users the USA

Facebook-Cambridge
Analytica?®

Unauthorised third-party access to
user data

Court proceedings in the USA and
EU (2018-2020): fines for violations
of the GDPR® and privacy laws

Changes to privacy policies;
additional control over data access;
reputational damage; stricter
legislative requirements

Cyber-attack exploiting website

- . .
British Airways vulnerability

UK Information Commissioner’s
Office ruling (2020): 20 million
GBP fine for GDPR violations

Fines; investment in IT
infrastructure protection;
strengthening of internal security
procedures; loss of customer trust

Data compromise via phishing and

Legal claims (2021): fines and

Costs of compensation; reputational
damage; strengthened security

IT infrastructure; potential leak of
personal and technical data

-Mobile compensation to victims for the loss e .
T-Mobile® tion t tims for the 1
weak access controls o . , policies; employee training;
of millions of clients’ data . - .
investment in protective systems
L . Disruption of mobile and internet
Large-scale hacker attack Investigations ongoing as of Pt .
: . services; erosion of customer
. (December 2023); destruction of 2025; precedent-setting case on . X
Kyivstar trust; criticism of cybersecurity by

telecom companies’ cybersecurity
responsibilities in Ukraine

authorities; increased requirements
for telecom sector resilience

Source: compiled by the authors

Judicial precedents in the field of data breaches
have had a significant impact across multiple sec-
tors of the economy, prompting changes not only in
technical methods of information protection but also
in broader approaches to corporate governance. In
the financial sector, the Equifax data breach, which
involved the credit reports of millions of individu-
als, served as a catalyst for a substantial review of
internal policies within banks, credit bureaus, and

insurance companies. Financial institutions now view
the protection of personal information not merely as
part of IT infrastructure but as a critical element of
systemic risk, comparable to liquidity and solvency
considerations. This precedent triggered a wave of
legislative changes. In the United States, the 2020
California Consumer Privacy Act® played a signifi-
cant role, granting users new rights to control their
personal data. Additionally, the Safeguards Rule

! Final Judgement and and Permanent Injuction of the Superior Court of the State of California for the County of San Francisco Unlimited
Jurisdiction in Case No. CGC-19-57780 “People of the State of California, v. Equifax Inc.”. (2019, July). Retrieved from https://oag.
ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf.

2 Stipulated Order for Civil Penalty, Monetary Judgment, and Injunctive Relief of the United States District Court for the District of
Columbia in Case No. 19-cv-2184 “United States of America v. Facebook”. (2019, July). Retrieved from https://www.ftc.gov/system/
files/documents/cases/182_3109_facebook _order filed_7-24-19.pdf.

3 General Data Protection Regulation. (2016, May). Retrieved from https://gdpr-info.eu/.

4Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301827/2020 “Mr L Beresford v. British Airways
Plc”. (2022, August). Retrieved from https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L _Beresford_v_
British_Airways_Plc_-_3301827-2020_-_Judgment.pdf.

5 Stipulation and Order of the United States District Court For The District of Columbia in Case “United States of America et al., Plaintiffs,
v. Deutsche Telekom AG, T-Mobile US, INC., Softbank Group Corp., and Sprint Corporation”. (2019, July). Retrieved from https://www.
justice.gov/d9/press-releases/attachments/2019/07/26/stipulation_and_order_0.pdf?utm.

6 California Consumer Privacy Act. (2020, September). Retrieved from https://oag.ca.gov/system/files/initiatives/pdfs/19-0017%20
%28Consumer%20Privacy%20%29.pdf.

105 Scientific Journal of the National Academy of Internal Affairs, 30(3)



https://oag.ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf
https://oag.ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf
https://www.ftc.gov/system/files/documents/cases/182_3109_facebook_order_filed_7-24-19.pdf
https://www.ftc.gov/system/files/documents/cases/182_3109_facebook_order_filed_7-24-19.pdf
https://gdpr-info.eu/
https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L_Beresford_v_British_Airways_Plc_-_3301827-2020_-_Judgment.pdf
https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L_Beresford_v_British_Airways_Plc_-_3301827-2020_-_Judgment.pdf
https://www.justice.gov/d9/press-releases/attachments/2019/07/26/stipulation_and_order_0.pdf?utm
https://www.justice.gov/d9/press-releases/attachments/2019/07/26/stipulation_and_order_0.pdf?utm
https://oag.ca.gov/system/files/initiatives/pdfs/19-0017%20%28Consumer%20Privacy%20%29.pdf
https://oag.ca.gov/system/files/initiatives/pdfs/19-0017%20%28Consumer%20Privacy%20%29.pdf

The impact of judicial precedents in data breach cases...

under the Gramm-Leach-Bliley Act! was modernised,
strengthening security requirements for financial
institutions, particularly in areas such as multi-fac-
tor authentication and regular audits. In Europe,
national banks and regulators began requiring peri-
odic security audits as part of operational resilience
standards. Banks also increasingly invested in cyber
insurance, while internal departments were granted
significantly broader powers (Bond et al., 2022). Con-
sequently, data breach precedents in the financial
sector initiated a long-term transformation of risk
management practices and technological strategies
within institutions.

In the technology sector, particularly among
companies handling large volumes of data, the Face-
book-Cambridge Analytica scandal had a profound
impact®. The incident demonstrated that even for-
mally granted consent is insufficient justification for
large-scale use of personal data for political or com-
mercial purposes. Following this event, Facebook and
other tech giants began implementing new product
design approaches emphasising “privacy by design”,
which integrates data protection measures from
the earliest stages of functionality development. At
the same time, attention to transparency increased:
companies are now required to clearly inform users
about the purposes of data processing, storage meth-
ods, retention periods, and options for withdrawing
consent. Court rulings in this area have strengthened
the accountability of executives, particularly at the
board level, where directors are now required to re-
port on compliance with ethical and legal standards
in data processing.

In the aviation sector, the British Airways case
demonstrated that companies handling large volumes
of customer data must not only implement protective
measures but also ensure their effective operation in
real time. Following the breach of its booking system,
which resulted in the leakage of financial and person-
al information, regulators in the United Kingdom and
Europe emphasised that even minor vulnerabilities in
the customer interface can lead to substantial fines.
Airlines were compelled to upgrade their sales sys-
tems, commission independent security audits, and
establish internal incident response teams.

Data breach precedents have become a catalyst
for a significant reassessment of corporate strategies
and business models, particularly for firms involved
in the collection and processing of large volumes of

personal data. The principle of data minimisation
has emerged as a key element of corporate strategy,
prompting organisations to re-evaluate the necessi-
ty of collecting and storing personal information in
terms of both business value and legal risk. Compa-
nies are increasingly adopting advanced pseudony-
misation and anonymisation technologies, which
preserve the analytical value of information while
significantly reducing risks in the event of a potential
data breach. Automated data lifecycle management
systems ensure the deletion of personal information
once it is no longer operationally necessary, thereby
reducing the volume of data at risk of compromise.

In the context of Ukraine’s European integration
trajectory, it is essential to align national legislation
with the requirements of the General Data Protection
Regulation. In this regard, Ukrainian court decisions
in cases related to data breaches are increasingly sig-
nificant, as they establish a legal precedent for corpo-
rate responsibility in ensuring information security.
This will foster a legal culture within the business
environment, where digital ethics and data protec-
tion become integral components of corporate social
responsibility strategies.

m Discussion

The findings of this study indicate that court prec-
edents concerning personal data breaches have a
substantial impact on business, particularly regard-
ing reputational risks, financial losses, and growing
cybersecurity obligations.

A study conducted by A. Alessi et al. (2021) em-
phasise that the implementation of the General Data
Protection Regulation and related court rulings have
significantly transformed corporate governance prac-
tices. As a result, the principle of “privacy by design”
has evolved from a recommendation to a mandatory
requirement codified in both legislation and judicial
practice. As noted by A. Singh et al. (2020), these
changes have led to the creation of new positions
within corporate hierarchies, such as Chief Priva-
cy Officer and Data Protection Officer, reflecting a
structural reorganisation of company business pro-
cesses. The analysis of Case “United States of Amer-
ica v. Facebook™, significantly complements the
conclusions of this study by illustrating the specific
legal mechanisms underpinning this transformation.
The court rulings in the Facebook case established
a precedent for the personal liability of executives

! Gramm-Leach-Bliley Act. (1999, November). Retrieved from https://www.govinfo.gov/content/pkg/PLAW-106publ102/pdf/PLAW-

106publ102.pdf.

2 Stipulated Order for Civil Penalty, Monetary Judgment, and Injunctive Relief of the United States District Court for the District of
Columbia in Case No. 19-cv-2184 “United States of America v. Facebook”. (2019, July). Retrieved from https://www.ftc.gov/system/

files/documents/cases/182_3109_facebook order filed_7-24-19.pdf.

3 Stipulated Order for Civil Penalty, Monetary Judgment, and Injunctive Relief of the United States District Court for the District of
Columbia in Case No. 19-cv-2184 “United States of America v. Facebook”. (2019, July). Retrieved from https://www.ftc.gov/system/

files/documents/cases/182_3109_facebook order filed_7-24-19.pdf.
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for breaches of data protection standards, creating a
strong economic incentive for companies to institu-
tionalise data protection functions through the cre-
ation of specialised roles. The present study, within
the framework of the Facebook case analysis, demon-
strates that this case established modern standards
of accountability for the misuse of personal infor-
mation, particularly for political purposes. The rul-
ings set a precedent for the personal responsibility of
executives in data protection breaches and outlined
requirements for implementing the principle of “pri-
vacy by design” at all levels of business operations.
Data breaches have substantial financial conse-
quences for companies, resulting in direct losses that
may include fines, compensation payments to affect-
ed clients, legal expenses, and decreased revenue due
to lost consumer trust. Data breaches have caused
significant financial damage: Equifax paid over USD
700 million, Facebook suffered losses due to the Cam-
bridge Analytica scandal, British Airways was fined
more than USD 200 million, T-Mobile experienced
widespread losses, and Kyivstar became the victim of a
large-scale cyberattack in 2023 with serious repercus-
sions. Research conducted by S. Romanosky (2016)
highlights considerable variations in the estimation
of standard costs associated with data breaches.
The analysis of court rulings in Case “People of
the State of California v. Equifax Inc.”!, and case “Mr
L Beresford v. British Airways Plc”?, and Case “Mr M
Osborne v. British Airways Plc™, reveals certain di-
vergences from the conclusions of J. Xu et al. (2024)
regarding the mechanisms through which judicial
practice influences corporate accountability. While
J. Xu et al. argue that court decisions primarily es-
tablish new standards of responsibility through the
creation of technical benchmarks, the findings of this
study suggest a more nuanced picture. The analysis
of the Equifax case indicates that court rulings pri-
marily affect the transformation of organisational
culture and managerial processes, rather than mere-
ly technical aspects of cybersecurity. This contrasts
with the earlier analysis, as it demonstrates that the
principle of “due diligence in cyberspace” entails the
systematic integration of cybersecurity into strategic
planning, extending beyond a purely technical ap-
proach. Assertions by A. Paraskevas (2022) that the
British Airways case emphasised the need for tech-
nical security measures appear debatable, since this

study shows that the primary issue was not a lack of
technical solutions but rather insufficient corporate
oversight and strategic risk management. Converse-
ly, the conclusions of J. Ebuzor (2024) regarding
inadequate oversight of digital system security are
entirely appropriate, as they align with the findings
of this research on systemic shortcomings in British
Airways’ organisational processes.

According to the findings of this study, judicial
precedents have contributed to the development of
entirely new approaches to cyber risk management,
distinguished by the adoption of advanced technolo-
gies. In particular, companies have begun to employ
continuous threat-monitoring systems based on arti-
ficial intelligence and machine learning to anticipate
potential attacks. A. Tauseef (2023) emphasises that
legal risks have indeed driven the implementation
of automated cybersecurity systems within organi-
sations. This has become especially relevant follow-
ing the introduction of the General Data Protection
Regulation in Europe and similar regulations in other
countries. Fines can reach millions of euros or a per-
centage of annual revenue, making financial invest-
ment in preventive measures economically advanta-
geous. Automated threat-detection systems enable
companies to demonstrate “due diligence” to regu-
lators, promptly identify and document incidents,
respond to threats automatically without human in-
tervention, and maintain detailed logs for potential
legal proceedings.

The present study shows that losses in custom-
er trust often exceed immediate financial damages.
Companies not only lose existing clients but also face
difficulties in attracting new ones and are compelled
to allocate substantial resources to restoring their
reputation. Loss of consumer confidence due to data
breaches can have more severe consequences than di-
rect financial losses, as it leads to long-term negative
effects such as client attrition, reduced profitability,
and the need for significant capital expenditure to
rebuild corporate reputation. In a study conducted
by M. Tripathi & A. Mukhopadhyay (2020), 131
cases of data breaches in the USA were analysed,
revealing that announcements of such breaches neg-
atively affect companies’ market value. Average fi-
nancial losses amounted to USD 229 million in 2012,
USD 241 million in 2013, and USD 108 million in
2014. These figures include not only direct costs

! Final Judgement and and Permanent Injuction of the Superior Court of the State of California for the County of San Francisco Unlimited
Jurisdiction in Case No. CGC-19-57780 “People of the State of California, v. Equifax Inc.”. (2019, July). Retrieved from https://oag.
ca.gov/system/files/attachments/press-docs/Equifax%20-%20Final%20approved%20%20judgment.pdf.

2 Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301827/2020 “Mr L Beresford v. British Airways
Plc”. (2022, August). Retrieved from https://assets.publishing.service.gov.uk/media/63172208d3bf7f79312b7f95/Mr_L _Beresford_v_

British_Airways_Plc_-_3301827-2020_-_Judgment.pdf.

3 Judgement of the Employment Tribunal of the United Kingdom in Case No. 3301841/2020 “Mr M Osborne v. British Airways
Plc”. (2021, October). Retrieved from https://assets.publishing.service.gov.uk/media/62388cf6e90e07799cd3de42/Mr_M_Osborne_v_

British_Airways_PLC_3301841.2020_FMH_Reserved_Judgment.pdf.
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but also indirect consequences, such as reduced cus-
tomer trust and reputational damage. Furthermore,
according to the Ponemon Institute (2024), 65% of
consumers lose confidence in a company following
a data breach, while 27% cease doing business with
it. This confirms that the loss of customer trust can
have long-lasting effects that exceed immediate fi-
nancial losses.

The study also found that data breaches compel
companies to significantly increase investment in cy-
bersecurity. This involves implementing advanced
threat-detection technologies, upgrading existing
infrastructure, and strengthening access controls.
Consequently, these unforeseen expenses create ad-
ditional financial obligations, particularly for small
and medium-sized enterprises, often necessitating the
reallocation of resources. Research by C.Y. Jeong et
al. (2024) corroborates that firms substantially in-
crease investment in information security following
major data breaches.

An analysis of case law concerning data breaches
highlights its significant and multifaceted impact on
commercial organisations. Legal precedents establish
new standards of corporate responsibility, prompt-
ing companies to review their methods of protecting
personal data and to strengthen cybersecurity meas-
ures. Court rulings demonstrate the high stakes of
compensation for damages, compelling businesses to
set aside significant reserves to cover potential costs
and to invest in preventative security. Overall, judi-
cial precedents in the field of data breaches foster the
development of business practices oriented towards
greater accountability and transparency, contribut-
ing to the emergence of a new culture of corporate
data governance.

m Conclusions

An examination of case law concerning data breaches
has revealed that the protection of personal informa-
tion is becoming increasingly important for business
organisations. Well-known cases such as Equifax,
Facebook-Cambridge Analytica, British Airways, and
T-Mobile not only resulted in substantial economic
losses for corporations but also established new le-
gal standards for businesses regarding the protec-
tion of personal data. These incidents created prec-
edents that influenced judicial practice, regulatory
approaches, and corporate strategies in the context
of digital security.

It was found that court decisions in the Equifax,
Facebook-Cambridge Analytica, British Airways, and
T-Mobile cases created new legal benchmarks that
transformed the understanding of corporate respon-
sibility for personal data protection. Analysis of these
precedents indicates that courts increasingly interpret

Scientific Journal of the National Academy of Internal Affairs, 30(3)

technical incompetence as legal negligence, with cor-
responding financial and reputational consequences.
The findings also show that the Facebook-Cambridge
Analytica case contributed to a global discussion
on digital ethics and the principle of accountabili-
ty, while the Equifax and British Airways cases em-
phasised the critical importance of timely security
system updates. The analysis revealed a clear trend
towards the institutionalisation of the principles of
“privacy by design” and “Zero Trust” as mandatory
elements of corporate strategy. The findings indicate
that judicial practice has acted as a catalyst for the
creation of new managerial roles, such as Chief Pri-
vacy Officer and Data Protection Officer, reflecting
a structural transformation in corporate governance.

In summary, the results suggest that court prec-
edents not only establish standards of accountability
but also shape a new paradigm of corporate govern-
ance, in which cybersecurity is integrated into strate-
gic planning at all organisational levels. Conceptual-
ly, this indicates a shift from a reactive to a proactive
approach to cyber risk management, where legal re-
quirements serve as drivers of innovation in corpo-
rate practice. The analysis underscores that modern
organisations must regard the protection of personal
data not merely as a technical task, but as a strategic
asset that determines competitiveness and long-term
business resilience.

The study confirms that investments in cyberse-
curity and regulatory compliance should not be seen
as expenses but rather as strategic capital allocations
essential for maintaining stable business operations.
Companies that embrace this perspective gain com-
petitive advantages through increased consumer
trust and reduced operational risks. A key limitation
of this research is the confidentiality of many court
cases, which significantly complicates the collection
of comprehensive information on incident details.
Future research prospects include a thorough anal-
ysis of the impact of artificial intelligence on the
development of cyber threats and legal regulation,
an evaluation of the effectiveness of international
cooperation in combating cybercrime, and the study
of the implementation of cybersecurity principles
across different sectors.
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m AHoTamisg. Meroo mociigkeHHs Oyj0 BHUBYEHHsS BIUIMBY CyJOBUX IpelEefeHTIB y cIpaBaX MpPO BUTIK
MepCcoHaJIbHUX 1 KOPHOPaTUBHUX MAaHUX Ha (QopMyBaHHsA NPaBOBOI IPAKTUKU Ta CTpaTerii BedeHH:A
MiATPUEMHULIBKOL JiAJIBHOCTI. Y MexXax OOCJIigKeHHA OyJIo 3AiiCHeHO aHaJli3 KJIFOUOBUX CYyJOBUX CIIpaB, L0
[aJjio 3MOTy BU3HAUMTH, AK IIi BUMAAKU BIUIMHYJIM Ha OPUAWNYHY BiANIOBiAasIbHICTH i MOBEAiHKY KOMIIQHiH.
JocikeHHs MOB’si3aHe 3 TaKUMU crpaBamu, sk Equifax, Facebook-Cambridge Analytica, British Airways,
T-Mobile Ta mo6inisHOTO Oomeparopa «KuiBctap». CyHoBi pillleHHsA B IIUX CIIpaBax He JIMIIe NepeatavyaroTh
HakJaieHH:A mWTpadis, a 11 BCTAaHOBJIIOIOTH HOBi IPUHIMIIN KOPIIOPATHUBHOI €THKY, 110 oTpelye Bif KOMMIaHii
CHCTEMHOr0 MiAXOA4Yy OO 3aXHCTy IepCOHAJIbHUX JaHWX, IPO30pPOCTi Y B3aEMOJil 3 KOPHCTyBadyaMM Ta
MOKpaIlieHHsA BHYTPIlIHbOI MPaBoBOl KyabTypH. KinbKicTh iHIMAEHTIB mpoAoBXye 3poctatu: 3 2024 poky
(dikcyerbea Ha 25 % Oinbpe BUMAAKiB BUTOKY AAHUX IOPiBHAHO 3 MomepedHiMu pokamu. lle 3acsiguye,
10 BUTOKMU JAaHUX BXe He pO3IJIANAIThCA CyTO K TeXHiUHi MUTAHHA — BOHU CTAJIN IOPUANYHO BaXJIMBHUMH
NMOJiAMHY, I[0 MAalOTh 3HAYHUM €KOHOMIYHUH i peryJATOpHUI BIUIMB. Y BifIOBiAb Ha Ije HiANpPUEMCTBA
BHMYIIIEHi Iepe0CMUCJIIOBATU BJIACHI CTpaTeril, ypoBaJ)kyBaTH HOBI [TOJIiTUKY 3aXHUCTy JaHUX i BpaXOByBaTH
MO’JIUBI NPaBOBi PU3UKU B YNPaBJiHHI pusukaMu. [IpakThyHa 3HAUYyL[iCTh NUTAHb IOJIATAE B TOMY, IO
aHaJli3 OCHOBHUX BHUIIQ[KiB JO3BOJIAE€ MPOTrHO3YBaTU HACIIiAKA MOXJIMBUX BUTOKIB JaHUX, OLIiHIOBAaTH PiBEeHb
IOpUANYHUX PU3MKIB Ta po3po0JIATU [i€Bi cTpaTeril BiANOBiaIbHOCTI 1 MpodiTakTuKu

m KimouoBi ciioBa: kiGepbesneka; mepcoHasibHI JaHi; mpaBoBe peryJiioBaHH:; iHdopMariiiiHa Gesmexa;
3axucT iHdopmaliii; IpaBONOpyIIeHH:; BiAIIKOAYBaHHA 30U TKiB
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