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m Abstract. From the perspective of law enforcement and other professions, covert visual surveillance can
be an effective and necessary tool for performing tasks such as investigating crimes, fighting terrorism, and
surveillance of suspicious individuals or groups. The relevance of covert visual surveillance depends on the
context and situation. The research aims to assess the established techniques and modern methods of covert
visual surveillance, as well as the means used to fulfil its tasks from the legal perspective. The study uses
comparative legal, historical, and legal, logical, and legal methods, systemic and structural analysis, as well
as methods of logic (analysis, synthesis, induction, deduction, analogy, comparison, and generalisation). The
identification of specific techniques and means of covert visual surveillance allowed the author to formulate
a legal assessment of the use of each of them in different conditions and by different subjects. Based on the
results of the research, the author provides a legal description of various types of surveillance, including
specific techniques for placing observers in space concerning various objects: movable and immovable;
persons, objects, and certain places. The author assesses the legality of the use of technical means used
during surveillance, as well as the means of ensuring its secrecy. The conditions for the legitimacy of the
use of specific groups of techniques and means for conducting visual surveillance by various subjects are
determined. It is argued that the use by private law entities of mobile surveillance techniques for monitoring
a person identified by them is unlawful and will indicate the illegal collection of confidential information
about them, committed by a group of persons by prior conspiracy. The practical value of the research
lies in the possibility of direct use of its results by representatives of law enforcement agencies and other
professions to choose acceptable (lawful) methods and means of conducting covert visual surveillance and
avoid the use of unacceptable (unlawful) ones
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m Introduction

Covert visual surveillance is often perceived as an
elementary measure that can be carried out by any-
one without special training. But this conclusion is
the result of a superficial perception. Practitioners
and scholars who have studied this issue stated that
conducting visual surveillance by amateurs usually
leads to quick exposure, and preparation requires
a long time and special techniques (Hribov et al.,
2018). For these reasons, in historical retrospect,
several requirements have always been put forward
for the personal qualities and professional training
of covert observers. At the same time, surveillance
was organised following the provisions of secret reg-
ulations with the mandatory use of techniques and
means developed and tested in practice (Chisnikov
et al., 2009). This approach is still relevant today.
However, it is now combined with factors that need
to be considered in the practical application of this
method of cognition. Firstly, it is the general avail-
ability of information on visual observation tech-
niques contained in fiction, journalistic and open
documentary, and scientific and methodological lit-
erature (Horbachova, 2005; Pryhunov et al., 2020;
Pryhunov et al., 2022). Secondly, it is the possibility
of using modern technologies to perform visual sur-
veillance tasks (Zhang, 2022).

The use of these techniques and means often sig-
nificantly restricts and violates fundamental human
rights, and under certain conditions can be inter-
preted as signs of a crime. This makes it particularly
important to study this topic as a component of the
protection of human rights and freedoms, preven-
tion of unjustified interference with personal life,
and ensuring that law enforcement agencies and
private detectives operate only following the law.

However, modern legal science and practice
have not raised the issue of the legality (admissi-
bility) of specific techniques and means of visual
surveillance. For example, in recent studies of the
research area, scholars assessed the legality of inno-
vative surveillance technologies in the broad sense
of the term (including intelligence gathering from
social media, digital forensics, covert online investi-
gations, etc. In addition, issues of legal regulation of
the system of means of covert detection and secret
control of the activities of persons who pose a risk
of committing certain types of criminal offences, in-
cluding terrorist acts (Vavoula, 2023), domestic and
|

family violence (Vitis, 2023), etc. are being studied.
At the same time, there is a lack of scientific atten-
tion to the legal analysis of specific techniques and
means of covert physical visual surveillance.

The foregoing necessitates the study of the le-
gality of the use of specific techniques, means, and
technologies in the course of visual surveillance of a
person by authorised entities. In addition, it is also
reasonable to determine the legal consequences of
the use of these techniques, means, and technologies
by entities that do not have the legal authority to
conduct covert visual surveillance (journalists, pri-
vate detectives, employees of security agencies, etc.).

The research aims to determine the legitimacy
of the use by various entities of the techniques and
methods of covert visual surveillance established in
practice and also to provide a legal description of
the use of special means and the latest technologies
for such surveillance.

= Materials and Methods

The legislative acts of Ukraine that regulate the social
relations covered by the object of study were used in
this study. Firstly, these are the laws that regulate
the issue of covert visual surveillance of a person by
law enforcement agencies (the Criminal Procedure
Code of Ukraine!, the Law of Ukraine “On Opera-
tional and Investigative Activities”?), as well as the
issue of video recording in public places (the Civil
Code of Ukraine®). Secondly, legal acts establish the
procedure for collecting, storing, and using informa-
tion about a person (Laws of Ukraine “On Informa-
tion”* and “On Personal Data Protection”), as well as
providing for liability for interference with personal
(private) life (Criminal Code of Ukraine®).

The data on traditional methods, means and mod-
ern technologies of covert visual surveillance were
noted. Such sources have open methodological and
educational literature (Pryhunov et al., 2020; Pryhu-
nov et al., 2022). Data on the tactical and psychologi-
cal features of such surveillance and its modern tech-
nologies were obtained from scientific sources (Dahl,
2022; Zhang, 2022; Hu et al., 2023). The study also
used the authors’ own experience of conducting cov-
ert visual surveillance, as well as the experience of
training police officers — specialists in this type of ac-
tivity, who have been trained at the National Acade-
my of Internal Affairs since 2007 (Hribov et al., 2018).

!Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
2Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.

3Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
“Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text
SLaw of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/

show/2297-17#Text.

5Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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Court decisions that provide a legal assessment
of the actions of public and private entities that con-
ducted visual surveillance, found by keywords in
the Unified Register of Court Decisions, were used.
Among them are the verdict of the Lutsk City Dis-
trict Court of Volyn Region of 17 December 2019
(case No. 161/19355/19'; the verdict of the Ho-
losiivskyi District Court of Kyiv of 20 March 2023
(case No. 752/16495/22)% the decision of the
Odesa Court of Appeal of 18 October 2022 (case
No. 522/10679/20% the verdict of the Kovel City
District Court of Volyn Region of 03 February 2022
(case No. 159/4835/19)% the decision of the Prymor-
skyi District Court of Odesa of 11 December 2018
(case No. 522/1290/14-k)5, etc.

Logic (analysis, synthesis, induction, deduction,
analogy, comparison) methods were used to study
regulations, materials of criminal proceedings, court
cases, analytical materials, concepts, and authors’
points of view on certain issues related to the subject
matter of the study. Systemic and structural methods
were used to systematise theoretical knowledge on the
practical conduct of covert visual surveillance, as well
as determine the system of legal norms that should be
applied to assess the legality of traditional methods,
means and modern technologies of such surveillance.

Comparative legal method was used to conduct
a comprehensive analysis of international law, do-
mestic legislation, and bylaws. Historical and legal
approaches were used to study the legal regulation of
techniques and methods of covert visual surveillance
in historical retrospect.

Logical and legal approaches were used to assess
the legality of specific actions of observers in the pro-
cess of covert visual surveillance.

These methods allowed to determine the legali-
ty (legitimacy) of the use of specific techniques and
means of covert visual surveillance by the police and
other actors (journalists, lawyers, security guards,
private detectives, etc.).

= Results

Assessment of the legality of stationary covert
visual surveillance

Stationary surveillance is carried out from places
called posts, among which there are open and closed
ones, as well as permanent temporary ones (Pryhu-
nov et al., 2022). An open position is characterised
by the fact that the presence of the person conduct-
ing the surveillance is obvious. However, the purpose
of this presence must be disguised by certain actions
(waiting for transport, drinking drinks, waiting in
line, repairing a car, etc.).

A closed position is characterised by the fact that
surveillance is carried out from closed positions (from
an apartment, or a tinted car) so that the object and
its connections cannot be seen by the observer. A per-
manent position involves observers staying there for
a long time - from one day to several weeks. It also in-
volves the use of a legend, such as “trade tent”, “repair
of communications”, “installation of equipment”, etc.

A temporary position is located situationally due
to the object’s movement ceasing in a specific loca-
tion for a certain period. It is used in both open and
closed versions. The closed variant involves observa-
tion from a certain publicly accessible room, which
excludes direct visual contact between the object and
the observer.

Thus, posts are positions from which visual ob-
servation of a certain publicly accessible place is
conducted. Their main characteristics are location in
space relative to this place, the period of observation,
and the ability of the object and its connections to
be seen by observers. Following these characteristics,
posts are divided into the following types: “tempo-
rary open”, “temporary closed”, “permanent open”,
and “permanent closed”.

In legal terms, stationary surveillance using these
types of posts is visual surveillance of a place. An
analysis of clause 11 of part 1 of Article 8 of the Law
of Ukraine “On Operational and Investigative Activi-
ties”® and Article 269 of the Criminal Procedure Code
(CPC) of Ukraine’” suggests that investigators and
prosecutors do not need to seek permission from the
investigating judge to conduct visual surveillance of
a place. They can conduct such surveillance based on
their procedural decision, formalised in a resolution.
This approach of the legislator is fully justified. After

Werdict of the Lutsk City District Court of the Volyn Region No. 161/19355/19. (2019, December). Retrieved from https://reyestr.court.

gov.ua/Review/86405525.

2Verdict of the Holosiivsky District Court of Kyiv No. 752/16495/22. (2023). Retrieved from https://reyestr.court.gov.ua/

Review/109661618.

*Decision of the Odesa Court of Appeal No. 522/10679/20. (2022, October). Retrieved from https://reyestr.court.gov.ua/

Review/107000463.

“Verdict of the Kovel City and District Court of the Volyn region No. 159/4835/19. (2022, February). Retrieved from https://reyestr.

court.gov.ua/Review/102951854.

5The decision of Primorye District Court of Odesa No. 522/1290/14-k. (2018, December). Retrieved from https://reyestr.court.gov.ua/

Review/78738400.

SLaw of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.

’Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.
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all, in this case, there is no question of collecting con-
fidential information about a person, no one’s rights
are restricted or violated, and there is no interference
with private communication.

The aforementioned suggests that covert sta-
tionary visual surveillance from temporary and per-
manent, closed, and open stationary posts can be
conducted not only by officials specially authorised
by law but also by ordinary citizens, including jour-
nalists, representatives of detective agencies, law-
yers’ assistants, etc. At the same time, the law does
not prohibit them from legitimising their presence
at closed posts by using certain disguises. They can-
not be held liable unless it is proved that the sur-
veillance of a particular place was established spe-
cifically to obtain confidential information about a
particular person.

Therefore, it is worth noting that surveillance of
certain territories, buildings, premises, and objects
(if conducted in publicly accessible places) is mainly
aimed at identifying certain individuals and further
studying their actions. From the moment these per-
sons are identified, surveillance is carried out con-
cerning them. Therefore, when an investigator or
prosecutor issues an order for visual surveillance of
a place or object, there are no formal legal grounds
to monitor the persons who will be identified in this
way. Thus, this kind of surveillance makes sense only
when a person’s presence in a certain place or phys-
ical contact with a specific object can be evidence of
guilt, as well as to detain a suspect (wanted) person
(Hribov et al., 2020).

Almost the same applies to stationary surveil-
lance by private law entities. Surveillance conducted
by them at a place before a certain person is detected
cannot be considered as the collection of confidential
information about a person, restriction of his or her
rights and freedoms. After all, only persons can be
holders of legal rights and parties to legal relations.
Objects and places cannot be considered subjects of
such relations. Therefore, visual surveillance of them
does not require legislative regulation. When such
surveillance is carried out in a specific place and in-
volves an identified person (or a person who can be
identified), the actions of the observers may be quali-
fied as interference with privacy. In this case, the use
of specially selected posts by observers may be one of
the proofs of their guilt.

That is, persons who are not authorised by law
to conduct covert surveillance may conduct such sur-
veillance at a place until the person of interest ap-
pears there. Thereafter, they must act only openly.

Assessment of the legality of mobile covert
visual surveillance on a person
Moving surveillance can be differentiated into two
types depending on whether the observers have in-
formation about the route of movement and/or the
location of the object visited or not.

In the first case (anticipatory surveillance), observ-
ers can be positioned in advance on the route of move-
ment and in the places where the object is to be vis-
ited (zonal or phased-territorial surveillance), which
brings this type of surveillance closer to stationary
surveillance. They can go to meet the object to record
its actions, stay in a certain place, and contact with
certain persons; they can move ahead of the object).

In the second case, observers are positioned be-
hind the object or move alongside it. This type of
surveillance is called an escort. Since ancient times,
its three main methods of conducting it have been
“chain”, “along parallel streets”, and “fork” (Pryhu-
nov et al., 2022).

“Chain” - observation behind the object, where
observers form a column and periodically change
places to avoid detection.

“Movement along parallel streets” — observation
at a certain distance to the right and left of the object
to “intercept” the object in case of a change in direc-
tion (except for the opposite direction).

“Fork” is a combination of the previous tech-
niques, where the observers move behind and in par-
allel with the subject.

All techniques are used both when the object is
moving on foot and in a car, considering the peculi-
arities of road traffic. There are also other techniques
such as “network”, “box”, “square”, etc., that are also
used to locate observers in space relative to the ob-
ject in motion (Pryhunov et al., 2022).

The use of these techniques does not in any way
affect the legal qualification of the actions of observ-
ers who, following the provisions of Article 269 of
the CPC of Ukraine! or paragraph 11 of part 1 of Ar-
ticle 8 of the Law of Ukraine “On Operational and In-
vestigative Activities”?, carry out visual surveillance
of a person to fulfil the tasks of criminal proceedings
or operational and investigative activities.

If observers, using these techniques, collect con-
fidential information about a person without the per-
mission of the investigating judge, this is evidence
of a prior conspiracy, i.e., interference with personal
life committed by an organised group.

The same qualification applies to group covert
visual surveillance of a person by unauthorised per-
sons (journalists, private detectives, security special-

!Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.
2Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.

ua/laws/show/2135-12#Text.
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ists). In Ukraine, these categories of persons, despite
the needs of their professional activities, are deprived
of the right to conduct covert surveillance of a per-
son, and even more so to covertly record actions with
technical means.

Thus, part 2 of Article 32 of the Constitution of
Ukraine! provides that it is not allowed to collect,
store, use and disseminate confidential information
about a person without his or her consent, except in
cases determined by law, and only in the interests
of national security, economic welfare and human
rights. At the same time, part 1 of Article 11 of the
Law of Ukraine “On Information”? provides that in-
formation about an individual (personal data) is in-
formation or a set of information about an individual
who is identified or can be specifically identified. The
Law of Ukraine “On Personal Data Protection” con-
tains a similar definition (Article 2(10))3. Therefore,
moving visual surveillance of a previously identified
person is the collection of confidential information
about him or her, and therefore may be conducted
only in cases provided for by the Law of Ukraine “On
Operational and Investigative Activities”* and the
CPC of Ukraine®.

Concerning journalists conducting investigations
using covert methods (including covert visual surveil-
lance), many developed democratic countries have a
similar approach (prohibition of covert video record-
ing). At the same time, scholars in these countries
argue that this approach makes it impossible for jour-
nalists to do their job effectively, and therefore harms
the proper functioning of the democratic system, as it
prevents the public from obtaining information about
undoubtedly socially important facts, such as politi-
cal corruption or abuse of power (Alegria, 2019).

As for private detective practice, in developed
countries, private detective practice is traditional
and regulated in detail by law (in particular, in terms
of the list of permitted methods and means). This
practice is the subject of scientific research aimed at
determining the effectiveness and improvement of
this type of activity (Button et al., 2022).

In Ukraine, as in other countries of the world,
there is an objective need to provide detective ser-
vices. Such services are in great demand, which leads
to active research on both the tactical issues of such
activities (Frantzuz & Novitskyi, 2022) and its or-
ganisational and legal aspects (Frantzuz & Nosenko,
2022). Several draft laws on private detective activ-
ities have been submitted to the Verkhovna Rada of
Ukraine based on the results of research by Ukrainian
legal scholars (Kyslyi et al., 2020).

At present, private detectives in Ukraine risk be-
ing held criminally liable for interference with pri-
vacy for conducting visual surveillance of a person.
For example, the Lutsk City District Court of Volyn
Region in case No. 161/19355/19 (criminal proceed-
ings No. 22018030000000157)° found a representa-
tive of a detective agency guilty of committing crim-
inal offences under Part 1 and Part 2 of Article 182
of the Criminal Code of Ukraine’. The latter, for mer-
cenary reasons, received and executed an order for
visual surveillance of a person and an audio record-
ing of his conversations. On 2023, the Holosiivskyi
District Court of Kyiv (case No. 752/16495/22; crim-
inal proceedings No. 22022101110000493)® brought
the founder of the campaign, which, among other
things, specialises in providing covert visual surveil-
lance services, to criminal liability under Part 2 of
Article 359, Part 1 of Article 361-2, Part 2 of Article
361-2 of the Criminal Code of Ukraine®. These deci-
sions should be considered legal and reasonable.

Assessment of the legality of mobile covert
visual surveillance on an object
Mobile surveillance of an object (car, suitcase, ship-
ping container, etc.), which is conducted using the
above techniques, deserves a separate legal assess-
ment. As in the case of surveillance of a place, ac-
tions to monitor the movement of an object cannot
be qualified as collecting information about a person.
Therefore, clause 11 of part 1 of Article 8 of the Law
of Ukraine “On Operational and Investigative Activ-
ities”!® and Article 269 of Ukraine!! do not provide

!Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
2Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from http://zakon5.rada.gov.ua/laws/show/2657-12.
SLaw of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from http://zakon3.rada.gov.ua/laws/

show/2297-17.

“Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/2135-12#Text.

5Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.
SVerdict of the Lutsk City District Court of the Volyn Region No. 161/19355/19. (2019, December). Retrieved from https://reyestr.court.

gov.ua/Review/86405525.

’Criminal Code of Ukraine. (2001, April). Retrieved from http://zakon3.rada.gov.ua/laws/show/2341-14.
8Verdict of the Holosiivsky District Court of Kyiv No. 752/16495/22. (2023). Retrieved from https://reyestr.court.gov.ua/

Review/10966161.

°Criminal Code of Ukraine. (2001, April). Retrieved from http://zakon3.rada.gov.ua/laws/show/2341-14.
"Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from http://zakon3.rada.gov.

ua/laws/show/2135-12.

1Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.
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for the need to obtain a ruling from an investigating
judge on permission to monitor an object. After all,
surveillance is carried out on an object. Naturally,
this object may be the property of a certain person,
be in his or her possession, use, etc. However, as long
as the surveillance is not of the person, but of the
objects belonging, there are no grounds to assert that
his or her rights are violated or restricted.

This feature is often used by law enforcement
officers who formally establish surveillance of a car
(as a object), but in fact, monitor its owner (driver).
This approach allows for avoiding several volumi-
nous procedural documents required to go through
the procedure for obtaining an investigating judge’s
permission to conduct visual surveillance (and not to
be exposed to a possible refusal to grant permission
to conduct surveillance). There are no precedents in
Ukrainian court practice to expose this approach of
investigators and operatives to creating legal grounds
for visual surveillance.

This approach can also be used by representatives
of other professions (journalists, private detectives)
to justify their actions of visual surveillance of a per-
son. After all, when trying to bring them to crimi-
nal liability for interference with private life, they
may claim that they were not observing a person,
but their belongings. At the same time, according to
Part 2 of Article 17 of the CPC of Ukraine!, it will be
enough for the observers to make a statement, and
the prosecution will have to refute it with appropri-
ate and admissible evidence.

Thus, in the case where the surveillance was carried
out not on the car, but on its driver, the prosecution,
to prove the guilt of the observers in interference with
private life, will have to at least prove that the latter
identified the driver of the vehicle. After all, if a person
is not identified, the information is not confidential,
and therefore its collection is not prohibited by law.

The absence of signs of interference with privacy
in the case of surveillance of a car without identify-
ing its owner, possessor, or user is argued in the de-
cisions of Ukrainian courts. In particular, the Odesa
Court of Appeal, by its decision of 18.10.2022 in case
No. 522/10679/20?, dismissed the claim of K.K. Karas
for compensation for non-pecuniary damage caused
by the illegal collection, storage, use and dissemina-
tion of confidential information about an individual.

The plaintiff’s position, in this case, was that dur-
ing the trial of the criminal proceedings, where he
had the status of an accused (under Part 1 of Article

140, Part 3 of Article 358 of the Criminal Code of
Ukraine®), the Municipal Institution “Centre for In-
tegrated Video Surveillance and Video Analytics of
Odesa Centre 077” provided the victims’ lawyers
with photo materials regarding the movement of the
car belonging to him. The photographs recorded the
fact of the plaintiff's movement in the said car to-
gether with his wife, showing the time, date, and the
car’s licence plate. Based on the above, K.K. Karas
claimed that he had been subjected to illegal visual
surveillance, which resulted in unlawful interference
with his privacy and the dissemination of his data.

The Court of Appeal, agreeing with the court of
first instance, dismissed the claims. As an argument in
favour of this, it was noted that the state registration
number of a car is not personal data. After all, this num-
ber cannot be used to specifically identify the person
driving the car or the person who owns it. Such iden-
tification requires additional actions and some time.
Personal data means only information by which a per-
son is identified or can be identified. A person cannot
be considered identifiable if his or her identification re-
quires an unreasonably large amount of time and effort.

Another argument for dismissing the claim, in
this case, was that all the video cameras of the Cenr-
077 municipal institution were installed only openly
and only in public places, and therefore the plaintiff
should be considered to have been informed of the
video recording. This is fully consistent with the pro-
vision of part 1 of Article 307 of the Civil Code of
Ukraine*, which provides that a person’s consent to
video recording is deemed to be given if such record-
ing is openly carried out in public places.

Thus, in the case of covert visual surveillance of
a particular car (or other object) during which video
recording is carried out, the latter argument will be
irrelevant. However, covert visual surveillance of a
particular object of the material world (without the
use of video recording and photography) cannot be
considered illegal in itself. Its illegality can only be
stated when it is reliably known that the person who
has been using this object for a long time is specifi-
cally identified by the observers.

In the aforesaid example, the video recording and
photographs of the car at the time of their implemen-
tation were not in the plaintiff’s circle of attention
and, quite possibly, were not realised by him.

The use of these and other means used in the
process of organising and conducting covert visual
surveillance requires a legal assessment. Such means

!Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.
2Decision of the Odesa Court of Appeal No. 522/10679/20. (2022, October). Retrieved from https://reyestr.court.gov.ua/

Review/107000463.

3Criminal Code of Ukraine. (2001, April). Retrieved from http://zakon3.rada.gov.ua/laws/show/2341-14.
“Decision of the Odesa Court of Appeal No. 522/10679/20. (2022, October). Retrieved from https://reyestr.court.gov.ua/

Review/107000463.
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should be divided into technical and covert visual
surveillance means (technical means of covert visual
surveillance can also be distinguished as a separate
mixed group).

Assessment of the legality of the use of visual
surveillance equipment
Technical means of visual surveillance should be di-
vided into four categories: photo and video record-
ing equipment; optical means; radio technical means
of monitoring the location of the object; technical
means of organising visual surveillance.

As for the means of photo and video recording, it
has been substantiated above that covert photography
and video recording of a specific (identified) person
may be carried out only by an investigator or em-
ployees of operational units within the framework of
criminal proceedings or an operational investigation
case and only based on a decision of an investigating
judge. In any other cases, covert recording by techni-
cal means of a specific (identified) person, which is
a sign of violation of privacy, may entail criminal li-
ability for a crime under Article 182 of the Criminal
Code of Ukraine. At the same time, the materials of
photographing and video recording of the persons un-
der surveillance seized from illegal observers are used
by the prosecution to prove the guilt of the latter, such
as in criminal proceedings No. 42017030000000371
(case No. 159/4835/19)%; No. 42013170110000064
(case No. 522/1290/14-k)% No. 22018030000000157
(case No. 161/19355/19)3, etc.

As already mentioned, photo and video record-
ing equipment can be used by police officers to per-
form covert visual surveillance tasks in an open fo-
rum. Thus, whenever possible, instead of personally
monitoring the object (being at a short distance from
it and using mobile surveillance techniques and dis-
guises), law enforcement officers observe it through
a network of video cameras openly installed in public
places. Video recorders and ordinary mobile phones
are often used to photograph and record the actions
and contacts of the target. Such recording, being open
in form, is hidden in content due to the lack of aware-
ness of the object of surveillance. The covert nature of
surveillance is also due to its combination with the use
of covert surveillance techniques (methods of accom-
panying an object in motion, setting up observation
posts, and the use of individual and group disguises).

The use of video surveillance systems in public
places by law enforcement agencies is not only a
means of covert surveillance of a person, object, or
place but also a highly effective means of detect-
ing, preventing, solving, and investigating criminal
offences. However, today in Ukraine there are no
legal grounds for direct and timely access to these
systems by law enforcement officers. Of course,
within the framework of criminal proceedings, an
investigator may obtain information from such sys-
tems based on a ruling by an investigating judge
on temporary access to objects and documents fol-
lowing the procedure provided for in Chapter 15 of
the CPC of Ukraine*. However, this means obtaining
information about events that have already taken
place (“after the fact”), while visual surveillance
should be conducted “live”. The issue of police ac-
cess to surveillance systems is not currently regulat-
ed by law.

In addition, most of these systems are installed
and maintained by local governments (village, town
and city councils) and are municipally owned prop-
erty. In most cases, these systems operate in conjunc-
tion with software that allows for the identification
of cars by their licence plates, identification of indi-
viduals through face recognition, and timely notifi-
cation of criminal or criminogenic events. The intro-
duction and operation of video surveillance systems
in public places are usually justified by these author-
ities concerning Article 38 of the Law of Ukraine “On
Local Self-Government in Ukraine”®. However, even
though this provision is entitled “Powers to ensure
law and order, protection of rights, freedoms and le-
gitimate interests of citizens”, it does not contain any
mention of the use of video surveillance systems and
artificial intelligence.

Optical means of covert surveillance include
binoculars, spyglasses, monoculars, telescopes, and
night vision devices. Such devices are not prohibited
for civilian use and can be freely purchased in retail.
Their use cannot be considered an offence. However,
if such use is carried out covertly, it can be evidence
of the collection of confidential information about a
person without their consent, especially when com-
bined with other factors: covert photography and
video recording, the use of visual surveillance posts
and techniques for tracking an object in motion, and
the use of camouflage.

'Verdict of the Kovel City and District Court of the Volyn Region No. 159/4835/19. (2022, February). Retrieved from https://reyestr.court.

gov.ua/Review/102951854.

2The decision of the Primorsky District Court of Odesa No. 522/1290/14-k. (2018, December). Retrieved from https://reyestr.court.gov.

ua/Review/78738400.

3Verdict of the Lutsk City District Court of the Volyn Region No. 161/19355/19. (2019, December). Retrieved from https://reyestr.court.

gov.ua/Review/86405525.

“Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.
SLaw of Ukraine No. 2827-IX “On Local Self-Government in Ukraine”. (1997, May). Retrieved from https://zakon.rada.gov.ua/laws/

show/280/97-%D0%B2%D1%80# Text.
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The same applies to the traditional technical
means of organising visual surveillance, namely ra-
dio communications and vehicles.

Along with radio communications and motor
vehicles, there are technical means of visual surveil-
lance, the use of which is not regulated by domestic
law in any area of public life. These are unmanned
aerial vehicles. If a video camera is installed on them,
they turn into a device that can be used to monitor
moving objects and take photos and videos of them.
In the EU and the US, active research is underway to
ensure the covert use of such devices in law enforce-
ment activities (Huang et al., 2020).

As of 2023, the law does not regulate the issue
of certification and accounting (registration) of such
devices, training and certification of their operators.
The lack of legal regulation in this area can lead not
only to legal problems (in terms of implementing
information obtained by law enforcement officers
from the use of drones), but also to serious conse-
quences related to injuries and deaths, and proper-
ty damage. After all, the actions of an unqualified
operator and/or the use of a technically imperfect
aircraft may pose a danger to ordinary citizens.
Moreover, the inappropriate use of drones may be
associated with criminal offences under Article 281
“Violation of the Rules of Air Flight”! or Article 282
“Violation of the Rules of Airspace Use” of the Crim-
inal Code of Ukraine?.

Radio-technical means of monitoring the location
of an object are widely used by both the police and
representatives of the criminal world. The most com-
mon type of such devices is radio beacons, which are
commonly known as “washers”. They are radio-emit-
ting devices that are covertly installed on a vehicle
used by a visual surveillance target (Pryhunov et al.,
2022). This is an auxiliary tool that allows, if neces-
sary, to temporarily release the object of surveillance
from the field of view, as well as to determine its
location in case of loss.

For the legal assessment of the use of such equip-
ment, it is important that the “puck” is used only in
conjunction with equipment that determines its lo-
cation by radio signal. The use of such equipment
without the knowledge of the owner of the object
on which the radio beacon is installed corresponds
to a covert investigative (detective) action, which is
defined in Ukrainian legislation as establishing the
location of radio equipment (radio-electronic means)
and is regulated by Article 268 of the CPC of Ukraine®.

Part two of Article 268 of the CPC of Ukraine*
provides that this covert investigative (detective) ac-
tion is carried out only based on a decision of the
investigating judge. However, in the course of visual
surveillance of a person already authorised by the
court, law enforcement officers usually do not obtain
any permits to use radio beacons. This is caused by
the fact that the results of this activity are never used
as evidence in criminal proceedings. They are only
needed to perform certain tasks within the organi-
sation of visual surveillance. Therefore, the use of a
“puck” in the process of surveillance of a moving ob-
ject does not entail violations of its rights by police
officers who legally conduct visual surveillance of it.

Moreover, part 5 of Article 268 of the CPC of
Ukraine® provides that establishing the location of ra-
dio equipment (radio-electronic means) at the request
of its owner does not require the permission of the in-
vestigating judge. Formally, a radio beacon installed
in the course of covert visual surveillance on a target’s
car is the property of either an operational unit or a
specific operative. Therefore, the location of this bea-
con can be tracked without the investigating judge’s
decision, if there is a corresponding application.

The classification of the location of radio equip-
ment (radio-electronic means) as covert investigative
(detective) actions conducted based on a ruling of an
investigating judge gives grounds to assert that civil-
ians (subjects of private law) cannot use it in every-
day life and their professional activities (journalistic,
detective, security). At the same time, the use of the
relevant equipment cannot be qualified as the collec-
tion of confidential information about a person, and,
accordingly, as an interference with private life as
such equipment only provides information about the
location of the object with the radio beacon.

A different legal assessment is required in cases
where to facilitate the process of visual surveillance,
its organisers gain unauthorised access to the target’s
mobile phone and install applications on the device
that allow them to track the target’s movements with-
out the target’s knowledge. These can be ordinary
child monitoring apps that are openly distributed on
the Internet or specially designed spyware.

The mere fact of installing such an application on
a mobile phone without the knowledge of its owner
(for example, by gaining temporary physical access
to such a device) constitutes a criminal offence un-
der Article 361 of the Criminal Code of Ukraine® —
unauthorised interference with the operation of

!Criminal Code of Ukraine. (2001, April). Retrieved from http://zakon3.rada.gov.ua/laws/show/2341-14.

Ibidem, 2001.

3Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#n2436.

“Ibidem, 2012.
SIbidem, 2012.

5Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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information (automated), electronic communica-
tion, information and communication systems, and
electronic communication networks.

Vehicles and other transport, as well as radio
communications, are technical means of visual sur-
veillance. Their use (including covert use) by law en-
forcement agencies is entirely legal, as it is based on
the relevant legal provisions. As for private individ-
uals, their use of radio communications (as opposed
to vehicles) without the permits required by the Law
of Ukraine “On Electronic Communications” and the
relevant bylaws will be illegal. However, it should
be noted that today the so-called detective agencies
successfully use voice chats in Internet messengers to
covertly communicate with each other.

Assessment of the legality of the use of covert
visual surveillance equipment
As for the means of ensuring the secrecy of visual
surveillance, in a broad sense, they should include
tactical techniques and role behaviour of observers,
as well as material means of disguise. All this is used
as a single system.

Scholars and practitioners from EU countries
aptly use the term “Chameolenisation” to describe
this system, which is derived from the noun “cha-
meleon”. Their research includes recommendations
on the anatomical features, gait, posture, behav-
iour, and clothing of observers, their position in
space concerning the object and other persons and
objects around them, changes in appearance and
adaptation to the environment, the appearance of
surveillance vehicles, etc. These recommendations
are based on an in-depth study of the practice of
covert visual surveillance by the Norwegian police
and are scientifically sound from the perspective of
social psychology.

These guidelines are so natural that the rules and
techniques described in them are also traditional
practices for Ukrainian police officers specialising in
visual surveillance. These rules and techniques are
informal (unwritten) and are passed down from gen-
eration to generation, from mentors to trainees.

Police observers should not stand out in the en-
vironment (they should “blend in”). The subject of
observation may not notice the police officer several
times if the officer looks neutral, appropriate to the
situation, the way most people in the area look. The
observer needs to change clothes, accessories, gait,
posture, and hairstyle over time. After all, the target
can remain unnoticed for a limited number of times.
Observers should choose a distance to the object
that is close to other people: maximum on deserted
streets, minimum in crowded places (markets, public

events, train stations, airports, etc.). At a public
transport stop, the observer should be located on the
side of the object in which the expected transport is
expected to move, so that looking in the direction
from which it is expected to approach (as well as all
passengers), they can keep the object of observation
in sight (Dahl, 2022).

The colour of clothes plays an important role in
chameleonisation. Bright, saturated colours mostly
attract involuntary attention. Therefore, you should
not use such colours when accompanying an object.
It is also advisable to avoid irritating combinations
of tones: orange with dark blue, red with green, pur-
ple with yellow, and not to wear shiny and bright
objects. Therefore, it is inappropriate for observers
to wear expensive jewellery and other flashy decora-
tions when accompanying the target.

At the same time, if close contact with an object
is required, it is good to use brightly coloured clothes
and eye-catching items. After all, they distract at-
tention and are the most memorable. Therefore, the
observed person, suspecting that the employee who
approached the subject followed will try to identify
these signs in the future. After contact with the tar-
get, the observer changes clothes to another (incon-
spicuous) one and continues to follow, keeping a safe
distance for some time.

The chameleonisation of observers should be
combined with the camouflage of vehicles, for which
purpose the replacement of number plates, remova-
ble luggage racks, additional and fog lights, lanterns
and conventional signs (taxi, disabled, doctor, stu-
dent) is used, means for applying various signs to the
glass and car body, wheel covers of various configu-
rations, air intakes, sun visors, steering wheel braid-
ing, seat covers, headrests, curtains and other interi-
or car equipment (Dahl, 2022)

As already mentioned, these means are called
“chameolenisation” by Western European authors;
in the domestic tradition, they are called means of
disguise.

The use of these rules and techniques is the
subject of psychological science. Their assessment
from the standpoint of legality is possible only in
conjunction with the main signs of the legality of
visual surveillance: conducting by a proper subject,
and availability of appropriate official procedural
decisions and permits.

If such means were used without appropriate
procedures and (or) by improper entities to conduct
covert visual surveillance of a person to collect confi-
dential information, such surveillance should be con-
sidered unlawful, as well as any methods and means
used to achieve its goals.

Law of Ukraine No. 1089-IX “On Electronic Communications”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/

show/1089-20#Text.
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= Discussion

An analysis of recent publications in the chosen area of
research shows that the attention of scholars is main-
ly focused on the use of surveillance by law enforce-
ment agencies that is either non-visual or not covert.

Thus, the legal problems of using surveillance are
mostly studied in the context of covert police interfer-
ence in personal life through the control of electronic
communications. In particular, D. Murray & P. Fus-
sey (2019), investigated the issue of human rights
observance during mass surveillance of such commu-
nications by the police. The scholars reasonably con-
clude that this type of law enforcement activity can
only be used to detect and investigate serious and
especially serious crimes and should be regulated in
detail. A. Abdelhameed (2019) emphasises the need
to balance the rights of a suspect or accused in crim-
inal proceedings with the broad possibilities of law
enforcement agencies to secretly monitor him/her
with the help of modern technologies of interference
with private communication. L.M. Bujosa Vadell et
al. (2021) studied the issues of evaluation and admis-
sibility of evidence obtained as a result of such covert
surveillance. A. Atul & K. Tushar (2022) focused on
the use of special intelligence programmes to gain
access to electronic information systems (including
mass and extraterritorial). The researchers emphasise
the need to introduce an effective legal mechanism to
prevent the arbitrary use of covert cyber surveillance
by law enforcement agencies.

The difference between this study and the afore-
mentioned ones is that it deals with the issue of compli-
ance with the legality of visual (physical) surveillance
at the level of specific actions of observers. Modern
scholars are actively studying the legal problems of
open surveillance through networks of video cameras
installed in public places with the simultaneous use
of artificial intelligence (Bragias et al., 2021; Galic
& Gellert, 2021; Montasari, 2023). Research in this
area aims to clarify the effectiveness and legitimacy
of this approach both in general (Circo & McGarrell,
2021; Jung & Wheeler, 2023) and in certain areas
of crime fighting. In particular, this applies to the
detection and disclosure of criminal offences relat-
ed to the illegal possession and use of cold steel and
firearms (Abdallah et al., 2023; Boukabous & Azizi,
2023). In addition, the use of video camera networks
and the application of artificial intelligence to detect
and investigate robberies (de Paula et al., 2022) and
other illegal acts committed with the use of physical
violence (Vosta & Yow, 2022) are being investigated.

In contrast to these studies, this study focuses on
covert surveillance (if video recording and photogra-
phy are used, this also occurs exclusively covertly).
Among other the conditions and circumstances the
covert use of special technical means for surveillance
and video cameras will be permissible (lawful) were
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determined. In addition, the issue of the legality of
the use of covert means (disguise, operational cover)
is also covered.

Only a few studies were devoted to the issues
of direct (physical) covert surveillance of a person,
object or place by law enforcement officers. Thus,
P.Ya. Pryhunov et al. (2022) published a training man-
ual, which focused not on detection, but on conduct-
ing covert visual surveillance. They outlined in detail
the issues of organising mobile and stationary covert
visual surveillance (with a detailed description of its
tactical techniques, technical means used, and ways
to ensure its secrecy). The study of J.Y. Dahl (2022)
describes in detail the tactical and psychological fea-
tures of covert visual surveillance used in the prac-
tical activities of the Norwegian police, and B. Lof-
tus (2019), among other things, examined the issue
of legal regulation of such surveillance. The analysis
of these studies suggests that their authors did not set
out to provide a legal assessment of the use of specific
techniques and means of covert visual surveillance.

A retrospective analysis of the use of visual sur-
veillance (Chisnikov et al., 2009), analysis of the mod-
ern foreign experience of its conduct (Zhang, 2022),
and reflection of its content in the methodological sci-
entific literature give grounds to assert that in prac-
tice, such types of surveillance as moving (for objects
in motion) and stationary (for immovable objects or
moving objects in certain areas of the terrain) have
always been distinguished and are still distinguished.
It is this classification that has become the basis for
identifying specific methods of covert visual surveil-
lance and providing a legal assessment of the legality
of their use (Horbachova, 2005; Pryhunov et al., 2020;
Pryhunov et al., 2022). In addition, an important el-
ement for such an assessment is the use of modern
technologies and technical means for surveillance.

Currently, there is an intensification of research
into the tactical and technical issues of providing
covert video surveillance using unmanned aerial ve-
hicles for various purposes (Savkin & Huang 2020;
Zhang, 2022; Hu et al., 2023). Researchers consider
individual cars and single pedestrians as such targets
(Huang et al., 2020). Of course, the results of these
studies can also be used in law enforcement, in par-
ticular, to conduct covert surveillance of a person,
object or place. However, their implementation in
police practice also requires a preliminary determi-
nation of the conditions for ensuring the legality of
the use of unmanned aerial vehicles for covert sur-
veillance of a person.

Thus, the criteria for the admissibility (legality)
of using specific traditional techniques, means, as
well as modern technologies of covert, direct (phys-
ical) visual surveillance, which, among other things,
can be carried out with the use of special technical
means, were developed in detail. The results obtained
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will be useful for law enforcement and intelligence
officers, as well as representatives of other profes-
sions, to ensure the legality of covert visual surveil-
lance, and prevent unjustified restriction or violation
of human rights and fundamental freedoms.

= Conclusions

This study provides a legal assessment of the tech-
niques, methods and means used during covert
visual surveillance, which fully fulfilled the purpose.
For the legal assessment of the legality of the use
of traditional techniques and means of covert visual
surveillance, its natural division into stationary and
mobile surveillance is important.

Stationary surveillance is carried out at a certain
place or for a person who is in such a place (or is
to appear there). Its traditional methods are limited
to the selection by observers of certain positions for
observation - posts (randomly selected or prepared
in advance; open or closed, permanent or temporary;
with or without the use of disguises). The organisa-
tion of such posts and the conduct of surveillance
of a particular place from them can be legitimate-
ly carried out both by entities authorised to carry
out pre-trial investigation and operational search
activities and by any private law entities (private de-
tectives, investigators, lawyers’ assistants, ordinary
citizens). The only restriction for the latter is that
they cannot take covert photos and record videos of
persons who are (appear) in such a place.

The use of techniques of moving covert surveil-
lance of a person, in particular, escort (“chain”,
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thing was monitored and the persons conducting op-
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The assessment of the legality of the use of certain
technical means and means of ensuring covert visual
surveillance is possible only in conjunction with the
main signs of the legality of visual surveillance: con-
ducting it by the proper entity, and availability of
relevant official procedural decisions and permits.

Prospects for further scientific research are seen
in the formulation of proposals for the legal regula-
tion of the use of unmanned aerial vehicles and for
solving the problems of using covert visual surveil-
lance of a person, object, or place.
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m AHoOTamniA. 3 mo3ullii MPaBOOXOPOHHUX OPraHiB i MpeACTaBHUKIB iHMUX mpodeciii mpuxoBaHe Bi3yasibHe
CIIOCTepeXXeHHA Moxe OyTh [i€eBUM i HeoOXiHMM IHCTPyMEHTOM /I BHKOHAHHA TaKWX 3aBHaHb, fAK
po3ciigyBaHHA 3JI0YMHIB, 60poThOa 3 TEpOpU3MOM, HarJiA4 3a MOigo3pimMu ocobamMu abo TrpynaMu.
AxTyanpHICTb IPUXOBAHOTO Bi3yaJIbHOTO CIIOCTepeXeHHA 3aJIeXXUTh Bii KOHTEKCTY U cuTyaulil. Meta i€l
CTaTTi — IOPUANYHO OLiHUTH yCTaJIeHi IPUIOMH Ta CyYyacHi MeTOAU NPOBefeHHA IPHUXOBAaHOro Bi3yasbHOTO
CIIOCTepeXXeHHsA, a TaKOoX 3aco0iB, BUKOPUCTOBYBAHUX [AJA BUKOHAHHA HOro 3aBfaHb. Y OOCHiJKeHHi
BUKOPUCTAHO MOPiBHAJIBHO-IIPABOBUI, iCTOPUKO-NIPABOBUN, JIOTiKO-IOpUAWYHUIN MeETOOU, CHUCTEMHO-
CTPYKTYPHHUI aHaJIi3, a TAKOX METO/IU JIOTiKH (aHaJIi3, CMHTE3, iIHAYKIif0, TeAYKI[il0, aHAJIOTii0, TOPiBHAHHSI Ta
y3arajabHeHHs:). BuokpeMJieHHA KOHKPEeTHUX MPUHOMIB i 3ac06iB IIPHUXOBAHOTO Bi3yaJIbHOT'O CIIOCTepeXeHHs
Jaso 3Mmory chopMyBaTé HPUAUYHY OLIHKY 3aCTOCYBAaHHIO KOXHOIO 3 HHX y Pi3HHMX yMOBaxX Ta pPi3HUMH
cy6’ekTaMu. 3a pe3yjabTaTaMu 3LiMICHEHUX NOCJiXeHb HaJaHO IOPUANYHY XapaKTepPUCTUKY Pi3HUM BHUAaM
CIIOCTepeXXeHHsA, cepell AKMX KOHKPETHi NpUIOMHU pO3MillleHHs CIOCTepiraviB y mpocTopi moA0 pi3HUX
00’eKTiB: pyXOMUX i HepyXoMUuXx; ocib, pedell Ta neBHUX Miclib. HagaHo OLiHKY ITpaBOMipHOCTi 3aCTOCyBaHHSA
TeXHIYHUX 3aco0iB, AKi BUKOPUCTOBYIOTh MiJ] 4ac CIIOCTEpeXeHHs, a TaKoX 3acobiB 3abe3nedyeHHs HOro
HerjlacHocTi. Bu3HaueHO yMOBM IIpaBOMiIpHOCTi 3aCTOCYBaHHS KOHKPETHMX TIpyn MpUIHOMIB i 3acobiB
AJA TIpOBeleHHA Bi3yaJIbHOTO CIIOCTepeXeHHA pi3HMMM Cy0’€eKTaMM. ApPryMeHTOBaHO, IO 3aCTOCYBaHH:A
cy6’ekTaMM NPUBATHOTO MpaBa MPHUHOMIB PyXOMOI'O CIOCTEpeXeHHs 3a ifeHTHn¢ikoBaHOK HUMU 0CO00I0 €
MPOTUIIPaBHUM i OyJe CBiAUUTH PO He3aKOHHe 301paHHA KoHDigeHNiliHOI iHdopMaliil po Hel, BUNMHEHe 3a
rolepeaHbOI0 3MOBOIO Tpyno ocib. [IpakTuyHa HiHHICTE pOOOTHU MOJIATAE B MOXJIMBOCTI Oe3rocepeJHbOro
BUKOPUCTAHHA 11 pe3yJIbTaTiB NpeACcTaBHUKaMU [IPAaBOOXOPOHHUX OpraHiB Ta iHmux npodeciit a1 o6paHHA
HUMU JONYCTUMUX (3aKOHHMX) IPUNOMIB i 3ac00iB pOBeJileHHA NMPUXOBAHOI'O Bi3yaJIbHOTO CIIOCTepeXeHHs
Ta YHUKHEHH:A 3aCTOCYBaHH:A HeJJOIYyCTUMUX (IIPOTUIIPABHUX)

m KiT10490Bi cJj10Ba: TpaBOOXOPOHHI OpraHu; CJIiquuii; onepaTHUBHI IMipo3/i/iv; TeXHiUHi 3acOo0H; TpaBOMipHe
3aCTOCyBaHH:A; paBa JIIAUHU; IPUX0OBaHe CTeXeHHA
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