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TeneHuk C. C. — kaHOuQaT oOpUOUYHUX Hayk, 3000yBayv HauioHanbHoi
akagemii BHYTpiLWHix cnpas, M. Kuis

HoceBia npaBoBOro peryntoBaHHA CUCTEMU 3aXUCTY
KPUTUYHOI iHcppacTpykTypu B CLUA

lNpoaHanizosaHo 0oceid npasomeopyocmi (HOPMamugHO-NPaeosi U nonimuyHi
OoKymMeHmu) ma npaso3acmoCcOo8HOI Mpakmuku y cghepi 3axucmy Kpumu4Hor
iHppacmpykmypu 8 CLUIA. KoHcmamosaHo, wo yi 0oKymeHmu 6yno po3pobrieHo
8i0rnogidoHo 0o MomoYyHo20 cmaHy U akmyasnbHux npobrem 3axucmy KpumuyHoi
iHppacmpykmypu, wo 0Oano 3mMo2y npoaHasnidysamu U OUIHUMU egeKkmusHicmb
pi3HUX 3axo00ig, ceoeYacHO peasysamu Ha akmyarbHi 3anumu ma nompebu cekmopie
i cucmemu 3aeanomMm, eu3Ha4damu cghepy U HanpsMu [pasosoao pezyrito8aHHs.
PosenisHymo noHSmMms  «Kpumuy4Ha iHgbpacmpykmypa», cucmemMy 3axucmy
KpUMUYHOI iHgbpacmpyKmypu, rnogHO8axeHHs 0epxagHUX opeaaHie, 3acadu crienpauji
3 npusamHUM CEKmMopoM, ob’ekmu Kpumu4Hoi iHgppacmpykmypu. CcbopmynboeaHo
KpumuyHi  no3uuii w000 HOPMamueHO-Pasoeo2o0 peayrnsaHHss ma OisnbHocmi
OepxxkasHux opaaHig. OKpecreHO WiIIsIXU p0o38’a3aHHsS HU3KU Mpobrem, 3arnporoHo8aHi
iHo3emMHUMU Haykosusamu. OO6rpyHmosaHoO OOUiNIbHICMb B8UBYEHHSI 3apybikHO20
docsidy 3axucmy Kpumu4Hoi iHgbpacmpykmypu ma 6UKOpUCMaHHS Kpawjux rnpakmuk
y cbepi admiHicmpamueHO-npasosoz2o peayoeaHHs depxkasHoi cucmemu 3axucmy
KpUmuyHoI iHgbpacmpykmypu & YkpaiHi.

KniouyoBi cnoBa: agMiHICTpaTUBHO-NPaBOBE  PEryrioBaHHS;  KPUTUYHA
iHppacTpykTypa; 3axucT; 3apybikHuIA AOCBIA; HOPMATUBHI aKTW; OUPEKTUBA.

MocTtaHoBka npobnemu. AHania npobrnemaTtukM NPaBOBOro
perynoBaHHS 3axXMCTy KpUTU4HOI iHdpacTpykTypu (KI) B 3apybidkHMX
KpaiHax 3acsigyye, WO uUeW Hanpsm OyB BW3HaHWA akTyanbHUM i
npiopuTeTHUM  Mamke BCiMa NPOBIAHUMW  KpaiHamu  CBITY,
Hacamnepeq, SK pesynbTaT YCBIJOMIEHHA TEPOPUCTUYHMX 3arpos.
3rogom 3aranbHa KoHuenuia 3axucty Kl oxonuna iHwi Buan 3arpos i
pU3NKIB (MIOOCLKMIA YMHHUK, TEeXHOreHHi asapii, NpupoaHi aBuLLa,
3ITOYMHHICTB), SKi BpaxoBYHOTb Nig 4ac Bu3HayeHHs o6’ekTiB Kl Ta
MeXaHi3MiB X 3axucTy.

Y npaBoBoMy 00iry TepMiH «KpuTMYHa iHdpacTpykTypa» 6yno
3anpoBaXXeHO §K 3arafibHWK, WO CTOCYETbCHA HambinbLl BaXnmMBUX
00’eKTiB, 3HMLUEHHST ab0 MOLUKOMKEHHST SIKMX MOXe MpPU3BECTU [0
WKIANMBMX HaAcMigKiB Onsl eKOHOMIKM, OXOPOHM 340pOoB’s, 6esneku,
BOEHHOrO NoTeHLiany aepxasu.

B YkpaiHi Bxe Oynu iHidiatvem [1; 2] wono HanpautoBaHHA Ta
peanisauii koHuenuii 3axucty Kl. AKTUBHY Ta CUCTEMHY NpaBoOBY
poboTy i3 3any4yeHHsAM pi3HUX CYO’'eKkTiB po3no4yaTo Ha BUKOHAHHSI
posnopsmkeHHs KabiHeTy MiHictpiB YkpaiHn «[lpo cxBaneHHs
KoHuenuii CTBOpPEHHS [OepXaBHOI CUCTEMW 3aXUCTY KPUTUYHOI
iHppacTpykTypu» Big 6 rpyaHa 2017 poky Ne 1009-p [3]. OgHum i3
3aBAaHb Y LbOMY [OOKYMEHTI BU3HA4YeHO po3poOfeHHs 3akoHy
YkpaiHu «1po KpUTUYHY iHPaCTPYKTYpy Ta Ti 3aXUcCT».
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3 ornmagy Ha Te, WO AOCBig MPaBOTBOPYOCTI Ta NPaKTUYHOT
peanisauii HOpMaTUBHUX MNOMOXEHb Yy Ui ranysi AOCTYNHWA Ans
BMBYEHHS 1 aHani3y, a TakoX OXOMMe TpMBanun nepioa, LWo Hagae
MOXIMBICTb BW3HAYUTU SAK edEeKTMBHI, Tak i XuOHi nigxogn nOo
po3B’s3aHHA npobnem 3axucty Kl, ybavyaemo 3a gouinbHe gocniantu
Oesiki HOpMaTuBHI aKkTW Ta NPaBO3aCTOCOBHY MPaKTUKY 3apyOikKHMX
KpaiH. BuBueHHss 3apybikHOro [OCBiQy TakoX  CnpusiTume
30NMKEeHHI Ta YHidikauii 3akoHoO4aBCTBa, WO Mae CyTTeBe
3Ha4eHHs, OCKiNbkM MOB’A3aHicTb 06’ekTiB Kl Ta B3aeMo3anexHicTb y
Ui cucTtemi BMMaratoTb LUBUAKMUX N Y3romKEeHUX pilleHb i Ain pisHUX
cyb’ekTiB, 30KkpemMa Ha MbKHaApOAHOMY piBHi. Y Uil CTaTTi pO3rNAHyTO
OCHOBHi HOpMaTMBHI Ta MOMITUYHI [OKYMEHTU, L0 CTOCYHTbCS
cuctemn 3axmucty Kl B CLUA — kpaiHn, gka mae Hanbinbwmnm JOcCBig
HOPMaTUBHO-NPABOBOrO  PErynioBaHHA Ta  NPaBO3aCTOCOBHOI
NPaKTUKN.

Buknag ocHoBHoro Mmartepiany. [lepwi nonitudHi Ta
3aKkoHoAaBui HanpautoBaHHA Hanexatb CLUA. Tak, 1998 poky 6yno
npunHaTo  aumpektmey [pesngeHta «[lpo  3axMCT  KPUTUYHOT
iHdbpacTpykTypu». Lleh gokymeHT BuBYanu kpaiHm €C nig vac
nobyanoswu BnacHoi cuctemm 3axucty Ki.

Monatta Kl 6yno Bum3HaveHo K @isnyHi Ta kibepcuctemu,
HeoOXigHi ANnA MiHiManbHOro 3abesnedyeHHs onepawii eKOHOMIKU 1
ypagy. BoHu micTaTb, ogHaK He 0OMEXYTbCS TakKUMKU CKITagoBUMM:
TenekoMyHikauii, eHepreTuka, OaHkiBcbka cnpaBa i diHaHCK,
TpaHCMOPT, BOAHI cucTeMM Ta CnyXbu eKkcTpeHoi [omnomoru
(sk oepxaBHi, Tak i NpuBaTHi).

KoHcTaTOoBaHO, WO 3aBOSKM  OOCATHEHHSAM Yy  ranysi
iHdbopmaLinHnX TEXHOMOrIN i HeobXiaHOCTi NiaBULLIEHHSA
e eKTUBHOCTI Ui iHppacTpyKTypm cTaoTb Binbll aBTOMaTM30BaHUMM
Ta B3aemonos’dAs3aHumn. BogHodac Ui ycnixu CNPUYMHWMAM  HOBI
Hebe3nekn (Bpas3nuBoCTi) B pasi 3000 obnagHaHHSA, NOCBKOT
NMOMWITKWN, HECMIPUATIIMBUX MOFOAHWUX Ta iHLWIMX NPUPOOHUX (DaKTOPIB,
a TakoxX oi3nyHKX i KibepaTak.

Cuctemy 3axucty Kl BM3Ha4yalTb 3a piBHAMMU BignoBigHO A0
cdhepy OiAnbHOCTI  (KPUTUYHMX  DYHKUIN) ONnA  pisHUX cyb’ekTiB:
1) dbegepanbHuin  ypsiA4  34JIWCHIOE OCHOBHI  MicCii  HauioHanbHOT
Oe3nekn Ta 3abesnedye 3aranbHy CYCMiNIbHY OXOPOHY 340pOB’S W
Gesneky; 2) gepkaBHi Ta MicueBi opraHu BMnaguM MNigTPUMYIOTb
nopsgok i HagawTb MiHiManbHi  HeoOXigHi  gepaBHi  nocnyru;
3) npuBaTHUIN cekTop 3abesnevye BnopsoKoBaHe (OYHKLiIOHYBaHHS
€KOHOMIKM " HagaHHSA OCHOBHMX TeneKkoMyHikaLiHuX,
eHepreTnYHmX, PiHaHCOBUX | TPAHCMOPTHMX NOCITYT.

YBary akueHTOBaHO Ha [MUTAHHAX [AepPXXaBHO-MPUBATHOIO
napTHepCTBa, IO CNpUMaloTb SK CNpPaBXHE (pearbHe), B3aeMHe i
crninbHe. 3apns  OOCArHEHHS Takoro ¢hopmarty KOHCTaTOBaHO
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HeOoOXiaHICTb YHMKATW AiK, SKi NOCUITIOTL AEPXKaABHE pEryrioBaHHs
abo po3wmploloTb HediHaHCOBaHI ypaaoBi MaHAatv NpUBaTHOMY
cekTopy. [Ina KOXHOro 3 OCHOBHUX CEKTOPIB EKOHOMIKMW, SKi Bpa3nuei
AN ataku Ha iHpacTpykTypy, dedepancHUn ypsag npusHadae 3
NPoBigHOI areHuii cTapworo cniBpobiTHMKA Ui€i areHuii 4k
oQilinHOro npeacTaBHUKA 3i 3B’'A3KIB i3 CEKTOpoM Ansd pobotn 3
npuBaTHUM cekTtopoM. Lli ocobu, a Takox Bigainu n kopnopadii,
npeacTaBHUKaMyW SKUX BOHWM €, OyayTb CApUATM pO3POOMEHHI0
HauioHanbHoro nnaHy 3abeaneyeHHs Kl, a came WOA0: OUiHIOBaHHS
BPa3nMBOCTI CEeKTopy A0 kKibepaTak abo disnyHMX aTak;
pekoMeHaauin Ans YCyHEHHsi 3Ha4yHUX YpasnuMBOCTEW; NPOMo3uLii
cucTeMn Ansi BUSIBNEHHS Ta 3anobiraHHs cnpobam iCTOTHWMX aTak;
po3p0obneHHa nnaHy nonepemskeHHsa, CTPUMYBAHHS i BiACTPOYEHHS
Hanagy, a MnoTiM, y pasi HeoOXigHOCTI, LWBWAKOrO BigHOBMEHHS
MiHIManbHUX OCHOBHUX MOXIMBOCTEN MiCNsA aTtaku.

Y UbOMY AOKYMEHTI CGOpMynbOBaHO 3arasnbHi ApvHUMAKM Ta
npobnemu, ki cnig ypaxoByBaTW 3auikaBfeHMM YyyacHukam Ans
YCYHEHHSA NOTEHLiMHMX YPa3nMBOCTEN, a came:

— koHcynbTauii lMpesvgeHta 3 KoHrpecom wono nigxodis i
nporpam, 3a3HayeHunx y Ui AUPeKTuBI;

—3axucTt Kl € cninbHOK BigNOBIAANbHICTIO | NAPTHEPCTBOM MK
BMacHukamu, onepatopamu 1 ypsgoMm. degepanbHun ypsag Takox
3a0X04YyE MikHapogHe cniBpobITHMLUTBO 3adnsd MoAdonaHHsa  uiel
rnobanbHoi Npobnemu;

— HeobXigHO perynsipHoO OUiHIOBATW HaAiMHICTb, Ypas3nuMBICTb i
3arposy ansa Kl, ockinekn TexHonoria i xapakrep 3arpos Kl wsuako
3MIHIOIOTBCS, TOMY 3axMCHi 3axogu W BiAnoBidi MaloTb ByTw CTiNko
aganToBaHi;

— AepxaBHe perynoBaHHsA 6yayTb 34iMCHIOBATU TiNbKN B YMOBaXx
mMaTepianbHOI BiOMOBW PUHKY ANS 3axXWUCTy 340pOB’dA, 6esneku um
Gnaronony4yss amepuKaHCbKOro Hapogy. Y TakMx Bunagkax
yCTaHOBM MaloTb BUSBMNATM W OUIHIOBATM HasABHi anbTepHaTUBU
npsiIMOMY  peryrnoBaHHIO, 30kpema 3abesnevyBatv  EKOHOMIYHI
CTUMYNM AN 3a0XOYeHHss  GaxaHoi  MOoBediHKM,  Hagar4u
iHpopmauito npo Te, sKu BMBIp MOXe 30INCHUTU NPUBATHUIA CEKTOP.
Lli ctumynu nopsag 3 iHWWMK gisMn MakoTb ByTu CnpsiMOBaHi Ha Te,
Wwob JonoOMOrT! BUKOPUCTOBYBATU HOBITHI TEXHOMOriI, HanpautoBaTu
rnobanbHi WAsSXM po3B’A3aHHA MKHapogHWX nNpobrem i 4o3BONuTH
BNacHMKaMm ” onepaTopam MpuUBaATHOIO CEKTOpPY [JAOCArHYyTU Ta
niagTpMMyBaTU MakcMmMarnbHO MOXIUBY Oe3neky;

— MOBHOBAXEHHS [OepXXaBW, MOXIUBOCTI Ta pecypcu ypsaay,
30Kkpema Yy cdepax nNPaBOOXOPOHHOI JiSANIbHOCTI, perynioBaHHS,
30BHIWHBOI pPO3BIOKM N TFOTOBHOCTI A0 0O60OpOHW, MawTb OyTu
OOCTYNHi B pasi HeobxigHOCTI Ansa 3abesneveHHs 3axucTty Kl Ta ioro
NigTPUMaHHS;
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— HeoOxigHo  3abe3nevyBaTu  BUCOKUA  piBEHb  3aXUCTY
KOHiaeHUinHocTi. CnoxuBadi 1 onepatopu MalTb OyTU BNEBHEHI,
wo iHdopmauito Oyae onpaubOBaHO TOYHO, KOHMIAEHUIMHO Ta
HafinHo;

— (begepanbHU  ypsaa 3a  OONOMOroK  CBOIX  AOCHIOXKEHb,
po3poboK | 3aKyniBenb 3a0XO4Yye BMNPOBaKEHHS ONTUMarbHUX
meTogiB 3axucTy Ki;

— cbegepanbHun  ypsig Mae OyTu B3ipuem Ans nNpuBaTHOroO
CeKTopy LWOoAo TOro, $K Hawvikpawe 3abesnedyBatn 3axuct Ki,
i nowuproBaTK pe3ynbTaTh CBOIX 3yCUrb;

— cnif akueHTyBaTu yBary Ha npodinakTu4HUX 3axogax, a Takox
Ha ynpaeniHHI 3arpo3aMu Ta Kpu3amu. I3 uieto MeTo MoTpibHO
3a0X04yBaTM BIACHUKIB W OMepaTopiB MNpuMBATHOIO  CEKTOpPY
3abesnevyBaTu MakcMMarnbHO MOXNNBY besneky ans
KOHTPOSIbOBaHUX HMMM iHDPaCTPYKTYp i HagaBaTu ypsay HeobXxigHy
iHdbopmauito Ana OTpUMaHHSA OOMOMOrM LWOAO BUKOHAHHSA LIbOro
3aBaaHHs. LWo6 uinkom 3apistv npuBaTHUIA cekTop, GakaHo, wWob
y4yacTb BNacHUKIB 1 onepaTopiB Y HauioHanbHin cuctemi 3axmcty Kl
Oyna gobpoBinbHOL;

—TicHe cniBpOBITHMLTBO W KoOpAMHAUIA 3 OepXXaBHUMU i
MiCUEBMMW OpraHamuM BnagM MaKTb BaXMMBE 3HAYEHHA Ans
HaginHoi Ta rHydkoi nporpamu 3axucty Kl. Yci nnanm Ta gii wopo
3axucty Kl maloTb BpaxyBaTu noTpebu, Buanm OissnbHOCTI 1 060B’A3KK
AepXaBHUX i MicLeBUX OpraHiB Bragu Ta ocib, siki BignoBigaTb 3a
06’ektu KI.

Y uuMTOoBaHOMY OOKYMEHTI BM3HAYEHO CTPYKTYpYy M opraHisadito
3axucrty Kl, 3okpema:

1. MpoBigHi areHTCTBa 3i 3B’'A3KIB i3 CEKTOPOM: AN KOXHOro
CEKTOpYy iH(pPacCTpykTypn, SAkun Moxe OyTn 06’€KTOM 3Ha4YHOro
kibepgisanyHoro abo isnyHOro Hanagy, CTBOPIOKTb OAWH YPSA0BUNA
aenaptameHT CLUA, skuin ©Oyoe BUKOHYBaTWM (PYHKLUiT MpoBigHOro
areHTcTBa 3i 3B’A3kiB. CekpeTap cniBnpautloe 3 npencraBHUKaMu
NpMBaTHOTO CEKTOPY ANS pO3B’A3aHHs nNpobnem, noe’s3anHux i3 Ki,
30Kkpema woao pekoMeHaauil cknagosux HauioHanbHoro nnaHy
3axucty Kl. CninbHO areHTCTBO Ta napTHepW 3 NPMBaTHOrO CEKTOpPY
po3pobnsawTe | BnpoBagxyloTb [lporpaMmy WOAO MigBULLEHHS
iHdbOpMOBAHOCTI Ta NPOCBITK LWOAO YPa3nMBOCTI ANA CBOro CEKTOPY.

2. MNposigHi areHTCcTBa Ana  cneudianbHUX  QyHKUiA. [1eBHi
dyHKLUiT, noB’a3aHi i3 3axuctom Kl, mae 3gincHioBatu deaepanbHuii
ypan (HauioHanbHa o6OpoHa, 3aKopOOHHI  cnpaBu, PpoO3Bigka,
NpaBOOXOPOHHI opraHu). ns peanisauii KOXHOI i3 Uux cneuianbHMX
dyHKLiIM Mae dyHKUiOHyBaTM MpoBigHa YycTaHoBa, ska bOyge
BignoBigaTn 3a koopauHauilo giansHocTi ypagy CLUA B uin ranysi.
KoxHa npoBsigHa ycTaHoBa Mpu3HayuMTb CcTapworo odiuepa,
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MOJTOALIOro cekpeTapsi, wWob BMKOHyBaTM (YHKLUii koopauHaTopa
Ans degepansHOro ypsay.

3. Mixsigomua koopauHauisa. CniBpobiTHUKM 3i  3B’A3kiB i3
cekTopamu Ta (OyHKUiOHanNbHI KOOPAMHATOPWU NPOBIAHMX areHTCTB, a
TakoX NpeAcTaBHMKM iHLWIMX BIANOBIAHWX AenapTaMeHTIB 1 YyCTaHOB,
LLIO CcTOCYeTbCA M HauioHanbHOi eKOHOMIYHOT pagu, 30upatoTbesa Ans
KoopauHauil  34iNCHEeHHs  uiel  aMpekTMBM  nNig  erigow  rpyn
3 koopauHauii Kl nig ronoByBaHHSAM HauioHanbHOro KoopauHaTopa
3 0e3nekn, 3axucTy IiHPPaCTPYKTypu Ta npoTuaii Tepopusmy.
HauioHanbHoro  koopauHaTopa npusHadae [lpeangeHT, BiH
Jonosigae 4depe3 nomivyHuka lpesugeHTa 3 NUTaHb HauioHANbHOI
Besnekn, Akun 3abesnevye koopanHaLilo 3 nomiyHmMkom lNpesungeHTa
3 €KOHOMIYHUX NMUTaHb.

4. HauioHanbHa paga 3 rapaHTyBaHHSA iHpacTpykTypu. 3a
pekomMeHaauieto npoBigHWX areHTcTB, HauioHanbHOI E€KOHOMIYHOT
pagun Ta HauioHanbHOro KoopAauHatopa npu3HayawTb rpyny
OCHOBHUX NpeacTaBHUKIB iHPaCTPYKTYpU, a TakoX NocagoBux ocib
3 JepxaBHUX i MicueBMx opraHiB BnaguM — HauioHanbHy pagy i3
3abeaneveHHs Kl. MNMpe3ngeHT npusHadae ronoey. HauioHanbHa paga
3 rapaHTii iHpacTpykTypu NPOBOAWUTL MepiogudHi Hapagu Ans
PO3LUMPEHHA MNapTHEpCTBa [OEpXXaBHOro i NPUBaATHOrO CEKTOpIB
y ranysi 3axucty Kl, gonosigae lNpe3naeHTy 3a HeobXigHOCTI.

KoxHi BigOMCTBO W areHTCTBO dpegeparnbHOro ypsgy HecyTb
BignoBiganbHicTb 3a 3axuct cBoei Kl, nepegycim ii kiGepcuctem.
BignoBiganbHicTb 3a 3abesnedeHHst iHopmauii Hece KoOXeH
KepiBHUMK Bigainy iHcopmadii Ta ynpasniHHA Big4inoM i BigOMCTBOM.
KoxHe BiJOMCTBO npuaHavae rofIoBHOIO iHcrekTopa
3 IH(PPaCTPYKTYypKU, SAKMW Hece BIiAMNOBIOANbHICTbL 3a 3axXUCT peLuTu
acnektis Kl uboro pgenaptameHTy. Taki nocagosi 0cobwu
BCTAHOBIIOIOTL Npoueaypun Ans OTPUMaHHSA LiNboBUX i JOCTOBIPHMX
JaHNX 3 MeTO OLHIOBaHHS YpasnuBOCTi Ha ypagoBUX KOMM'toTepax
Ta isnyHnx cnuctemax. MiHictepcTBO HOCTULIT BCTAHOBIIOE IOPUONYHI
NPUHUMNW ONS HAOAHHSA TakuxX NOBHOBaXEHb.

3aBaaHHA chopMynbOBaHO Taki:

1. AHani3 ypasnuocTeir. [1na KOXHOro CEeKTopy eKOHOMiKM Ta
KOXXHOFO CEeKTopy ypsay, WO MoXyTb Oytn ob’ektamu artaku
iHppacTpykTypn 3 MeTow 3aBgaHHsa icToTHOI wkoan CUA, cnig
30IMCHAUTX  MOYaTKOBE  OUiHIOBaHHS  ypasnuBOCTI, a  MoTiMm
3abe3nevyBaTy NeEpPioANYHI OHOBIEHHS.

2. MNnaHyBaHHsA. Ha nigcTaBi ouiHKM ypa3nuBoCTi po3pobnsioTb
pPEKOMEHOBAHMWI MMaH iX YCYHEHHS. Y MnaHi matoTb OyTW 3a3HauyeHi
CTPOKM peanisauii 3axoAiB, BiANoBiAanbHICTb i iHaHCYBaHHS.

3. MNonepeaxeHHsa. HauioHanbHU UEHTp nonepemkae npo
3Ha4Hi aTakum Ha iHPaCTPYKTYpy, pO3pobnsawyM cuctemy ans
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BUSIBNEHHS 1 aHani3y Taknx aTak 3 MakCMMarnbsHO MOXINMBOKO y4acTHO
NPUBaTHOIO CEKTOPY.

4. Bignosigb. HeobGxigHO po3pobutn cucTtemy pearyBaHHs Ha
iCTOTHY aTaKky iHgpacTpykTypu nig 4ac 1i 34iMCHEHHA 3 MEeTOoH
i3onauii Ta miHimisauii Hacnigkis.

5. BigHoBneHHA. [Ona pi3HWX piBHIB aTak iHdpacTpyKTypu
CTBOPIOIOTL ~ CUCTEMY  LUBMAKOrO  BIAHOBMEHHA  MiHIManbHO
HeOobXiaAHMX MOXITMBOCTEN.

6. [HbopMoOBaHiCTb. Y Mexax [epXaBHOro Ta MpuMBaTHOro
cekTopiB cnig 3anposaguTu Nporpamy nigBULLEHHS iHDOPMOBAHOCTI
i NPOCBITK 3 NUTaHb YPa3NMBOCTI, OO NPUBEPHYTU yBary HacerneHHs
00 BaxnuBOCTi 6e3nekun, HaByaTK ix ctaHaapTiB 6esnekun, nepeaycim
oo kibepcucrem.

7. DocnipkeHHsa | po3pobku. PepepanbHi  OOCHIOKEHHS W
po3pobkn ans 3abe3neyvyeHHst 3axXUCTy iHPPACTPYKTypU matoTb ByTn
KOOPAMHOBaHNMU, NIaHoOBUMN, ypaxoByBaTu OOCTiAKEHHS
B MpMBaATHOMY CEKTOpi Ta HaneXHo iHaHCOBaHi.

8. IHTenekT. MNepenbayeHo po3pobneHHa Ta peanisauilo nnaHy
woado 3bupaHHa 1 aHanidy 30BHILLUHLOI 3arpo3v AN HauioHanbHOI
iHbpaCTPYKTYpH, LLO OXOMNIIOE, OAHAK He OBMEXYETbCSl 3arpo30t0
iHO3eMHOI KibepiHdopMaLiiHOT BilHN.

9. MixHapogHe cniBpobiTHMLTBO. CTOCYETbCA PO3POGIEHHS
nnaHy po3WKUpPeHHs1 cniBpobiTHMUTBA B ranysi 3axucty Ki
3ogHoaoymuaMKM  Ta  APYXHIMU  KpaiHamu, MiXXHapoAHUMN
opraHisauisiMy, 6araToHauioHanbLHUMK KopnopauisiMmu.

10. 3akoHogaBui Ta GromKeTHI BUMorn. OXONnmTb OLiHIOBAHHS
opraHamu 3aKoOHOOAB4YOi Ta BUKOHaBYOi Bnagn  OoOKEeTHUX
npioputeTis wopao Kl.

Y OUWpeKTuBi BW3HA4YeHO CYO'EKTiB, siKi BXOASATb OO CUCTEMM
s3axucty Kl, okpecneHo ixHi MNOBHOBaXeHHs, cybopauHalito,
cniBnpaLio 1 iHWi acnekTn AisnbHOCTI.

HauioHanbHu KoopauHaTtop 3 b6esneku, 3axucTy
iHbpaCTpyKTypu Ta NpoTULii TEPOPM3My BiAMOBIAAE 3a KOOPAUHALLiKO
peanisauii gvpektuBu. Llei cyB’ekT He 30INCHIOE KepiBHULTBO
JenaptaMmeHTamMy W areHTcTBamu, npote 3abesnedye MikBigomuy
KoopavHauito Ans po3pobneHHst Ta 3A4iiCHEeHHst MOMiTUKM | Mae
po3rnsagaTtv KpU3oBi 3axoau LWoao nogin y ranysi iHppacTpykTypu 3a
yyacTio  iHO3eMHMX  napTHepiB  (ydacHukiB).  HauioHanbHun
KoopavHaTop (opMyIioe pekoMmeHAauii B Mexax pidHOoro GromkeTy
wopo OwaxeTiB  yctaHoB ana  3axucty Kl HauioHanbHun
KoopAuHaTop 3A4iIMCHI0E pOBOTY 3@ TAKUMU HaNPsIMamu:

— MWTaHHA BIAMNOBIAANbHOCTI, WO MNOCTalTh YHACMIQOK yyacTi
KOMNaHin MpuBaTHOro CEKTOPY B npoueci obmiHy iHpopmauieto;

— HasIBHI OPUANYHI NepenoHn Ha Wsixy 0OMiHy iHbopmalLieto;
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— Knacucpikauia OOKyMeHTIB Ta iHdopMmauii Ana BU3HAYEHHs
obcAry iX NOWWpPEHHA Ta BUKOPUCTAHHA 3i  30epexeHHaM
KOHMIAEHUINHOCTI, HeOonywWeHHss PU3UKy PO3KPUTTSA iHdopmauii
cyb’exTaM, sIKi MOXYTb HEHO 3MTOBXMBATH;

—3axucT, LWo oxonne 6e3nedHi CUCTEMM MOLUMPEHHS 1
onpauoBaHHSs iHpopmaLii Npo TAEMHUL NPOMUCIOBOI TOPriBNi, iHLLUi
KOH(iaeHUinHi 6isHec-aaHi, iHpopMaLito MPaBOOXOPOHHMX OPraHiB i
JoKa3oBu Mmartepian, iHgopmalilo npo HauioHanbHy 6e3neky,
HeknacudikoBaHi Martepiann, wWo BigobpaxalwTb YypasnMBOCTI
NpUBaTHUX CTPYKTYP;

— Hacnigkn obmiHy iHdopMalieto 3 iHO3eMHMMN OpraHisauisimu,
SKWO Take CnifbHe BUKOPUCTaHHA BBaXalwTb HeoOXigHUM Aans
6e3neku iHdpacTpykTyp CLUA;

— NOTEHUiiHa KOPUCTb Bif cTaHaapTiB 6e3neku, Wwo nependadae
cybcuaitoBaHHs abo iHWY [OoMoMOry, CTpaxyBaHHsSl AMNS OKpPeMMX
nocTavanbHUKIB KPUTUYHO BaXKNMBOI iHPPACTPYKTYPU, SKi NIaHyloTb
BecTu BisHec i3 CLUA.

HauioHanbHUin LEeHTp 3axucTy iHPPacTpPyKTypu € T[ONOBHUM
opraHoMm, WO 3A4iNCHIOE  OLIHIOBaHHA  3arpo3un, ypasnuBOCTI,
3anobiraHHs, NPaBOOXOPOHHY LIANbHICTb Yy ranysi iHpacTpyKkTypw.
Micis HauioHanbHoro ueHTpy nonsirae y cBoedYacHomy 3anobiraHHi
MiKHapogHuMM 3arposam, ycebiyHomy aHanisi, poscrnigyBaHHi Ta
pearyBaHHi NPaBOOXOPOHHMX OpraHis.

Yci BMKOHaBYi opraHuM Ta BigomMcTBa cniBnpauioloTs 3
HauioHanbHMM UeHTpPOM | HapgaloTb gonomory, iHdopmadito,
KOHCynbTauil, Aki BiH 3anuTye. [JO HbOrO Hanexatb CTPYKTYPHi
ereMeHTH, WO BignoBigalTb 3@ MONepeXeHHsa, aHanis,
KoMM'loTepHe  3abesnedveHHs, KOOpAWMHALK  pearyBaHHs  Ha
Haa3BuYanHi cuTyauii, HaBYaHHS, iHpopmMauiiHo-NponaraHANCTCLKY
poboTy, pO3pO6MEHHs 1 3aCTOCYBaHHS TEXHIYHMX 3acobiB. Kpim
TOoro, HauioHanbHUA LEHTP BCTAHOBIOE BIQHOCMHM Ta 3B'SA3KM 3
NpMBaTHUM CEKTOpOM i 3 Oyab-SKUMKW oOpraHisauigmMm oOMiHy
iHdbopmauieto n aHani3y, AKi MoXe CTBOpoBaTN NPUBATHUA CEKTOP.

LleHTp oOMmiHy iHdopmalieto Ta aHanidy. HauioHanbHui
KoopAMHAToOp, SAKWUA  CniBrpauloe 3  KOOpAUHaTopamMu  CEKTopY,
nocagoBumn ocobamu 3i 3B’'A3KiB i3 cekTopoM i HauioHanbHot
E€KOHOMIYHOIO Pafol, KOHCYNbTYETbCA 3 BMACHMKaMu N onepaTopamm
KPUTUYHO  BaXNUBUX  iHPPaCTPYKTYp 334N 3a0XOYEHHs  Ta
3anpoBafKeHHS CriNbHOI CUCTEMW BUKOPUCTAHHS 11 aHanisy iHbopmauii
B npuBaTHOMY cekTopi. dopmaTr poboTv Ta YHKLi LEHTPY, HOro
3B’A30K i3 HauioHanbHUM LEHTPOM BM3HAYa€E MpPUBATHUA CEKTOP,
KOHCYNbTYIOUUCh i3 dheaepanbHUM ypsaoMm i 3a Moro nigTpuMkn. Takun
LEHTP CNnyrye MexaHisaMOM Ans 30upaHHs, aHanidy Ta MNOLUMPEHHS
iHdbopmaii. TobTo 0bMmiH iHdOpMmaLield Npo ypa3nMBOCTI, 3arpoaw,
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BTOPrHEHHS Ta aHomanii Ma€e BupillanbHe 3HAYeHHs Ans YChiLHOro
napTHepCTBa MK ypsg0M i IpOMUCHOBICTHO [4].

Omxe, dnpektnBa oxonnoe BinbliCTb BaXXNUBUX NUTAHb LLOA0
CTBOPEHHs1 cuctemm 3axucty Kl Ta 3axoais, Wwo HeobxigHi 4ns uboro.

IHWi gokymeHTW, Wwo crocytoTbea 3axucty Kl, po3pobneHo Ha
BMKOHAHHS  MpoOaHanisoBaHoOl AMpPEeKTMBM Ta  BignoBigHO a0
BM3HA4YeHUX Yy HiN 3aBAaHb: HaudioHanbHWM nnaH  3axucTy
iHdbopmauiHmux cuctem (National Plan for Information Systems,
2000); Ykas lNMpeangeHta CLUA Ne 13231 (Executive Order 13 23,
2001); Crparteria HauioHanbHoOi ©e3neku (National Strategy for
Homeland Security, 2002); HauioHanbHa cTpaTeria  3axucTy
KpuTnyHo Baxnuemx o6’exTiB (The National Strategy for the Physical
Protection of Critical Infrastructures and Key Assets, 2003); Ykas
MpesngeHta CLUA Ne 13228 (Executive Order 13228, 2003);
pe3ynbTaTtiB 3 no3uuin 6e3nekun, i nepexig 4O cUCTeEMWU yrod npo
cniBnpauto, siki HagaTb MOXIUBICTL deaepanbHOMY ypsaay Ta Noro

JepxaBHuMM | MicueBMM napTHepam edeKkTUBHO aHanisysatu
pesynbTaTu.

KpuTurka HasiBHOro nigxony CTOCYETbCA TaKMX MOro acnekTiB:

— CKIMagHicTb iHppacTpykTypwm. He copmoBaHo

OndepeHLInoBaHOro nNigxody OO0 BU3HAYEHHS CTYMNEHs PU3KNKY 1
pos3noAiny pecypcis. ToBTo He BCs iHpacTpyKkTypa nigaaeTbecs

pU3NKy  TepopuaMy i  CTUXIMHMX NUX, TOMY  OUiHIOBaHHS
HaLioHanNbLHOro PU3NKy He Mae CEHCY, OCKINbKW Pi3Hi PiBHI pU3nKy B
cy4acHin iHpacTpyKTypi YHEMOXMNUBMIOOTb CTBOPEHHS

CTaH4apTU30BaHOMo PO3pPaxyHKy pU3MKY;
— HagmipHa kBanigikauis. MNpobnema BU3HAYEHHS KPUTUYHOCTI
nonsrae B TOMy, O HEK 4acTo 3M0BXunBaTb. [Nonitukam HeBurigHo
BM3HaBaTW, LLO He BCiM Hanagam abo HewacHMM Bunagkam MOXHa
3anoBirTu, Wo BU3HaYaTb sIK KPUTUYHICTb, TOMY Lie BUMarae gegarni
Ginblie pecypciB y BCii iHpacTpykTypi, 3amicTb TOro, wob6
CrpsAMOBYBaTK pecypcu Tyau, e Le crnpasii BaXnueo;

— TEepPMiH «CTiIMKICTb A0 BiAMOB» He Mae BKasyBaTW Ha BCi
BuTpatM (oxopoHa, 36pos, Oygieni), noe’sizaHi i3 3axuctom KI.
MpaBunbHe Bu3HA4YeHHA nepefbayae 3axoauM ANa  MiABULLEHHS
nvoBipHocTi Toro, wo Kl moxe npogoXyBaTu oyHKUiOHyBaTh abo
WBKOKO BigHOBMOBATUCA Nicnsl Hag3BW4YamnHoi nogii (3gatHicte Ki
LWBMAKO BiAHOBUTUCSA MiCNsl TEPOPUCTUYHMX aTaK, CTUXINHUX KX, WO
NigBMLLYE MOXIMMBICTb KPUTUYHO BaXKMMBKX aKTUBIB gonatu 360i Ta
nocuntoe eqEeKTUBHICTb aMEPUKaHCbKOI €KOHOMIKM — Le TFonoBHa
meta 3axucTty Kl);

— HegockoHani  kaHanu oOmiHy iHdopmalieto; npobnema
NOWMpPEHHs iHpopMaLiil MK JepXaBHUM i MPUBATHUM CEKTOpamu.
MpeacTaBHUKM NPUBATHOrO CEKTOPY BUCHOBUIU 3aHEMOKOEHHS LLIOA0
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npaBoBUX i HOpPMATMBHMX HACMIOKIB HadaHHS YpsiAOBUM OpraHam
BaXIMBUX OaHMX, 30Kpema nponpietapHux, y ranysi Kl. Kpim Toro,
MEHeKEPU KOMMAHIM MOXYTb Heoxoye AiNUTUCA KOMEPLINHO
TaeMHMLEI Ta iHWO iHopMaLielo 3 rany3eBMMU napTHepamu, sKi
TaKoX € iX KOHKypeHTamu. [1ns po3e’a3aHHa npobnemu cnig ykueatu
3axofiB  Wodo obMexeHHs JocTyny Ao 6yab-akMx - OaHux,
00BpOBINbHO HagaHMX KOMMNAHIAMK, a TaKoX YNpoBagKyBaTU KepiBHi
NPUHUMNK, WO OOMEXYOTb BUKOPUCTAHHS AEpXaBHUMU OpraHamu
uiel indbopmauit;

— BU3HAYE€HHS MapPTHEPCbKUX BIAHOCKMH. Taki BIOHOCUHWU MiX
OEePXaBHMM i MPUBATHMM CEKTOpaMU MalTb BaXITMBE 3HAYEHHS,
OCKiNMbKM MPMBATHUIM CEKTOp Bornogie Ta ynpasnse 6nusbko 85 %
yciei KI CLUA. TpuBaTtHi cyb’ekTM MatoTb LUMPLLI MOXIMBOCTI ANs
BM3HA4YeHHs Ta peanisauil cTpaTerii 3HWKEHHSA pu3nkiB i pobotun 3
pisHUMK 300siMK. [epxaBHi YCTaHOBM MOXYTb HagaBaTW BaXKuMBI
OupektmBa [pe3ngeHta woao  HauioHanbHOi  6e3nekm  Ne 7
(Homeland Security Presidential Directive 7, 2003, wo 3amiHioe
avpektmBy 63); [lnaH 3axucTy HauioHanbHOI iHPaCTPyKTypy
(National Infrastructure Protection Plan, 2006); lMnaHu 3axucTty
HauioHanbHOI iHpacTpykTypu (National Infrastructure Protection
Plans, 2007); HauioHanbHuin nnaH 3axucTty iHpacTpykTypu
(National Infrastructure Protection Plan, 2013).

Taka npaBoBa MoOsMiTMKa 3yMOBeHa MeTO 3abe3nedyeHHs
KOHTPOMIO Ta MOHITOPVHIY CUTYyauii Wwo[o 3miH i pusukis y cuctemi Ki
3 BiOMOBIOHWM KOpPWUryBaHHAM CeKTOparbHMX MMaHiB, MporpaMHux
enemMeHTiB, KoHUenuin Towo. TOBTO KOXEeH HacTynHWA OOKYMEHT
po3pobnsanu BigNOBIAHO 4O NOTOYHOIO CTaHy M akTyarnbHUX Npobnem
3axucty Kl, wo gano amory npoaHanisysaTu 1 OLiHUTU ePEKTUBHICTb
Pi3HMX 3axofdiB, CBOEYACHO pearyBaTM Ha akTyanbHi 3anuTn Ta
noTpebu ceKTopiB i cuCTeMU 3aranoM, BU3Ha4aTu cpepy i Hanpsmu
NpaBOBOro PErynoBaHHS.

Y CWA po o6’extiB Kl, Wwo nignaraioTb 3axucTy, Hanexarb:
CinbCbke rocnogapcTeo i NPOAOBONLCTBO (hepMu, nignpuemcTea 3
BMPOOHULITBA MPOAOBONbYMX NPOAYKTIB); BOAHI pecypcu (deaeparnbHi
pe3epByapu, MyHiuunanbHi BOAOCTOKW, Oambu); cycniflbHa OXOpoHa
3[10pOB’si (3apeecTpoBaHi rocnitani); 0o6cnyroByBaHHs1 B
Hag3BMYaMHMX CUTyaUiax (HaceneHi MyHKTW); 3axuCT iHOYCTpianbHOI
6a3u (dipmn 1 NigNpUeEMCTBA); eHepreTuka (enekTpocTaHLii); aBiauis
(cycninbHi aeponopTn); NacaXvpCbKi 3arni3HuULi (OCHOBHI 3amnisHuu);
aBTOAOpPOrM W  aBTOMODINbHUA  TpPaHCMOPT  (OOPOXHI  MOCTW);
HadTorazoBuin  komnnekc (HadTonpoBoaM, Micus  BUOOOYTKY);
MOPCBLKUI TpaHCMopT (nopTu Ha Yy3bepexcki W OCTpoBax); MacoBi
nepeBe3eHHs rpoMaasH (TPAHCMOPTHI KOMNaHii); 6aHkiBCbka crnpasa i
chiHaHcK (hiHaHCOBI IHCTUTYTK); XiMiYHI Ta iHLWI Hebe3neyHi maTepianm
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(ximiyHi BMpOBHMUTBA); nowToBa cnyxba i MopennaBcTBO (MYHKTU
[OCTaBKM); HauioHarnbHi NaM'siTkKn Ta 300paxeHHs (icTopudHi Oygieni);
aTOMHi enekTpocTaHuii (KoMepUilHi aTOMHI enekTpocTaHLuii); 3acobu
obcnyroByBaHHA ypsiay (3acobu, WO HanexaTb/BUKOPUCTOBYHOTHCS
ypSooM); KOMepUinHi cnopyan (BUCOTHI cnopyawn) [5]. 3a BignosigHMm
CeKTopamu BM3HAYEHO ranyseBi (BianoBiganbHi) areHTCTBa (opraHu):
JenapTtamMeHT  CinNbCbKOro  rocrnogapcrtBa,  MNpoAdoBonbCTBA |
MeOUKaMeHTIB; aenaptameHT KasHa4yewncTBa; aenaptameHT
BHYTPILWHbOI  ©e3nekun; MiHICTepCcTBO  OBOpPOHW;  aOenapTaMeHT
eHepreTuku; BiOAin BHYTPILWHIX cnpas; agMiHiCTpauis TpaHCNopTHOI
Ges3nekun; genapTamMeHT OXOPOHW 340POB’'S i couianbHUX ChyXo0;
ynpaeniHHA 6e3nekn Ha TpaHcnopTi, beperoBa OXOpoHa; areHTCTBO 3
OXOPOHW HABKOMMLLIHBOIO CEpeaoBMLLa.

BogHovac, nonpu 3Ha4Hi HanpauloBaHHA LWOAO CTBOPEHHS
cuctemun 3axucty Kl B CLUA, noctae Huska npobnem, Ha HAKux
aKUEHTYIOTb yBary HaykoOBUi Ta MpakTuku. 3okpema, asTopu
OOCNIMKEeHHA  «FK  BUMpPaBWUTM  NNaHW  3aXMCTy  KPUTUYHOI
iHppacTpykTypn HauioHanbHoi 6e3nekn: HacTaHoBK AN KoHrpecy»
3a3HavaloTb, WO npobnema peanisauii nnany 3axucty Kl nonsirae B
NpaBUNbHOMY BW3HAYEeHHi TOro, $Ki iHPaCTPyKTypu cnpasgi
BaXIMBI, SIKi 3 HWX BaknuBi, oAHAK He 3aBXau HeoOXxigHi. [Hie
86 KoMiTeTIB i NiAKOMITETIB, SKi 34IMCHIONTL Harnag, y cdepi 3axucty
Kl, cTBOpIOKOUM CKNagHy W ODTSPKEHY CUCTEMY, sika MEPELUKOIKaE
YCMiLHOMY 3AINCHEHHI0 AepxaBHOI nonitukn. PekomeHnpauii aons
KoHrpecy cdopmoBaHi B napTHEpCTBI 3 afMiHiCTpaui€to, NnpuBaTHUM
CEKTOPOM | Pi3HUMW OepXaBHUMKU W MicueBumu cyb’extamu. BoHu
nepeanbayatoTb:

— KoHrpec mae 6yayBatu poboTy Tak, wWo6 3akoHoaaBui
iHiLiaTMBM I'PYHTYBaNNCA Ha BiAOMOCTAX NPO PU3UKN;

— POKyC Ha CTilKicCTb 00 BiOMOB 3 OCOOMMBMM BW3HAYEHHAM
3axucty Kl, pynHyBaHHS SIKOro CPUYNHUTL KaTacTpoddiyHi Hacnigku;

— MPOAOBXEHHA B3aEMOfii 3 NpuBaTHUM CEKTOPOM (30Kpema
BITYM3HAHMM Ta iHO3eMHMM 6i3HeCOM) LWMNSXOM YOOCKOHAanNeHHs
KaHanis oOMiHY iHdoOpMaLielo Ta NPOAOBXKEeHHS iHdOopMaLiHO-
nponaraHguCTCbKOI AiANbHOCTI, OPIEHTOBAHOI Ha Manun i cepegHin
Oi3Hec;

— NiABULWEHHS piBHS OCBITU, iHpOpMOBaHOCTI Ta NPodecinHOT
NiAroToBKM cneuianicTiB 3 nuTaHb 6e3nekn, Aki 3afigHi B cucTemi
3axucty Kl, a Takox iHiuitoBaHHS i NiaTpUMKa gocnigpkeHs i po3pobok
y ranyasi Kil;

— nepernag HasiBHOrO nigxody, OPIEHTOBAHOrO Ha TrpaHTU B
HanpsaMi PO3LUMPEHHS MOXIMBOCTEN Ha [epXaBHOMY N MiCLEBOMY
PiBHSX, OCKINIbKM NepLuunin YacTto He 3abe3neyye HeobxigHUX pecypcis
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ansa 3axucty Kl, a Takox HagineHi LUMPOKMMU MOXITMBOCTAMMU OIS
npoTtuail 3arposam. Hanpuknazg, BOHW BOJSIOAIKOTb  YHIKaNbHUMM
OaHUMU LLOAO0 IHO3EMHUX TEPOPUCTUYHNX 3arpo3 [6].

BucHoBku. Otxe, cuctema 3axucty Kl B CLUA dopmysanacs
LWASXOM  MOCTYMOBMX | MOCAIOOBHUX  MOMITUYMHWUX, MPaBOBUX,
yrpaBniHCbKMX pilleHb Ta Al WOoAO0 BW3HAYEHHS 3aranbHOro
(HauioHanbHoro) nnaHy 6esnekn Kl (BusHavyeHHsa ob’ekTiB Kl, aHani3
ypasnunBoOCTIi, Nporpamu wWoao 3anobiraHHs, HerWTpanisadii, nikeigauii
HeraTMBHUX HacnigkKiB); CTBOPEHHSA 3acaj [Oep)KaBHO-NPUBATHOMO
napTHepcTBa Ta B3aeEMOAil 3 BW3HAYEHHAM BigNOBIAANbHOCTI;
CTBOPEHHSI BMKOHAB4YMX OpraHiB, BignoBiganbHuX 3a 3abesneyeHHs
6e3nekn enemeHTiB (00’ekTiB) Kl B pi3HMX ranyssx; koopauHauii
DiSANbHOCTI pi3HUX CyB’eKTiB (OepXXaBHUM i NPMBATHUIA CEKTOpW), LIO
ctocytotbca 3axucTy Kl Ha HauioHanbHOMY piBHi; GhopMyBaHHS
CUCTEMU HPOPMYBAHHS Ta CMOBILEHHS. BaxnueuMM BUCHOBKOM
CTano HagaHHa nepeBarn npeBeHUil Hag pearyBaHHAM. YTiMm
npakTn4Ha peanisauis 3a3HayeHux Ta iHWKX  3axofis
cynpoBogXyBanacsi npobnemamu, siki 3asganerigb BusHaumTtu Oyno
cknagHo abo Hemoxnueo. [eTanbHe BMBYEHHS Ta HarnpautoBaHHS
WnsxiB X pPO3B’'A3aHHSA — OKPeMWU Hanpsim  poboTn  wWwoado
BOOCKOHaneHHs cuctemn 3axucty Kl. lMowumpeHnm € TnymayeHHs
cuctemn 3axucty Kl gk npouecy, SKkuiA BMMarae MNOCTIMHOIO
BOOCKOHANEHHA Ta KOPWUryBaHHS BIiAMOBIOHO A0 MOTOYHMX LAHUX,
akTyanbHux notpeb, BuMmor, npiopuTeTiB. YKpaiHi  AouinbHO
OopieHTyBaTUCA Ha Takun nigxig, $SKMn HagacTb  MOXMUBICTb
CBOEYACHO 1 eheKTUBHO BUKOHYBATK 3aBAaHHs y cdepi 3axucty Kl,
30Kpema LLoAo aAMiHICTPaTUBHO-MPaBOBOro peryroBaHHs.

CITMCOK BUKOPUCTAHUX OXXEPEN

1. BiptokoB . C. 3axucT KpUTUYHOI iHppaCTPyKTypu: Npobnemn Ta NepcnekTMBm
BrpoBagxeHHa B Ykpaidi / [I. C. Biptokos, C. |. Kongpatos. — Kuis : HICH, 2012. —
96 c.

2. 3eneHa KHUra 3 nNUTaHb 3axXUCTY KPUTUYHOI iHDpacTpykTypu B YkpaiHi : 36.
mMatepianiB MixHap. ekcnepT. Hapag / [ynopsa.: [. C. bipiokos, C. . KoHgpaTos] ;
3a 3ar. peg. O. M. Cyxoponi. — Kuis : HIC[, 2015. — 176 c.

3. lNMpo cxBaneHHs KoHuenLii CTBOPEHHS AepXXaBHOI CUCTEMU 3aXUCTY KPUTUYHOT
iHppacTpykTypu [EnekTpoHHuI pecypc] : po3nopsaxeHHs KabiHeTy MiHicTpiB YkpaiHu
Bia 6 rpya. 2017 p. Ne 1009-p. — Pexum poctyny: http://zakon3.rada.gov.ua/laws/
show/1009-2017-%D1%80. — Ha3Ba 3 ekpaHa.

4. Presedential Decision Directive PDD 63. May 22, 1998 [Electronic
resource]. — Mode of access: https://fas.org/irp/offdocs/pdd/pdd-63.htm. — Title from
the screen.

5. Critical Infrastructure Sectors. Homeland Security [Electronic resource]. —
Mode of access: https://www.dhs.gov/critical-infrastructure-sectors. — Title from the
screen.

368


http://zakon3.rada.gov.ua/laws/show/1009-2017-%D1%80
http://zakon3.rada.gov.ua/laws/show/1009-2017-%D1%80
https://fas.org/irp/offdocs/pdd/pdd-63.htm
https://www.dhs.gov/critical-infrastructure-sectors

ISSN 2410-3594. Naukovij visnik Nacional’noi akademii vnutrisnih sprav. 2018. Ne 2 (107)
Haykoeuti sicHuk HaujoHarnbHoi akademii 6HympiluHix cripas

6. Baker McNeill J. How to Fix Homeland Security Critical-Infrastructure
Protection Plans: a Guide for Congress [Electronic resource] / J. Baker McNeill,
R. Weitz. — Mode of access: https://www.heritage.org/homeland-security/report/how-
fix-homeland-security-critical-infrastructure-protection-plans-guide—  Title from the
screen.

REFERENCES

1. Biriukov, D.S., & Kondratov, S.I. (2012). Zakhyst krytychnoi infrastruktury:
problemy i perspektyvy vprovadzhennia v Ukraini [Protection of critical infrastructure:
problems and prospects of implementation in Ukraine]. Kyiv: NISD [in Ukrainian].

2. Biriukov, D.S., & Kondratov, S.l. (2015). Zelena knyha z pytan zakhystu
krytychnoi infrastruktury v Ukraini [Green Book on Ciritical Infrastructure Protection in
Ukraine]. Zb. materialiv mizhnar. ekspert narad, Sb. Materials International Expert.
Meetings. Kyiv: NISD [in Ukrainian].

3. Rozporiadzhennia Kabinetu Ministriv Ukrainy "Pro skhvalennia Kontseptsii
stvorennia derzhavnoi systemy zakhystu krytychnoi infrastruktury": vid 6 harud.
2017 r. No. 1009-p [the Cabinet of Ministers of Ukraine "On Approval of the Concept
for the Creation of a State System for the Protection of Critical Infrastructure" from
December 6, 2017, No.1009-p]. (n.d.). zakon2.rada.gov.ua. Retrieved from
http://zakon3.rada.gov.ua/laws/show/1009-2017-%D1%80 [in Ukrainian].

4. Presedential Decision Directive PDD 63. May 22, 1998. Retrieved from:
https://fas.org/irp/offdocs/pdd/pdd-63.htm.

5. Critical Infrastructure Sectors. Homeland Security. Retrieved from:
https://www.dhs.gov/critical-infrastructure-sectors.

6. Jena Baker McNeill and Richard Weitz. How to Fix Homeland Security
Critical-Infrastructure Protection Plans: a Guide for Congress. Retrieved from:
https://www.heritage.org/homeland-security/report/how-fix-homeland-security-critical-
infrastructure-protection-plans-guide.

Cmamms Hadilwna do pedkoneeii 17.04.2018

Telenyk S. — Ph.D in Law, Researcher of the National Academy of Internal
Affairs, Kyiv, Ukraine

The Experience of Legal Regulation of the Critical
Infrastructure Protection System in the United States

The experience of law-making and law-enforcement practice in protecting critical
infrastructure in the USA is analyzed. The concept of «critical infrastructure», the
system of protection of critical infrastructure, authorities of state bodies, the principles
of cooperation with the private sector, objects of critical infrastructure are considered.
Critical positions regarding regulatory and legal regulation and activity of state bodies
and ways to solve a number of problems offered by foreign scientists are given. The
critical infrastructure protection system in the United States was formed over a period
of time through gradual and consistent political, legal, managerial decisions and
actions on the definition of a general (national) critical infrastructure safety plan
(identification of critical infrastructure objects, vulnerability analysis, prevention,
neutralization, and elimination of negative consequences); creation of the
fundamentals of public-private partnership and interaction with definition of
responsibility; creation of executive bodies responsible for ensuring the safety
of elements (objects) of critical infrastructure in various fields; coordination of activities
of various actors (public and private sector) related to the protection of the critical
infrastructure at the national level; formation of a system of information and
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notification. An important conclusion was to give preference to the prevention
response. However, the practical implementation of these and other measures was
accompanied by problems that it was difficult or impossible to determine in advance.
Careful studying and working out of ways of their solution is a separate direction of
work on improving the system of protection of clinical trials. The vision of the critical
infrastructure protection system has now been confirmed as a process that requires
continuous improvement and adjustment, taking into account current data, current
needs, requirements, and priorities. It is understood that in Ukraine it is advisable to
focus on such an approach, which will allow to timely and efficiently carry out tasks in
the sphere of protection of the critical infrastructure, in particular in relation to
administrative-legal regulation.

Keywords: administrative-legal regulation; critical infrastructure; protection;
foreign experience; regulatory acts; directive.
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