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m Abstract. The purpose of the study is to investigate relevant issues of examination of computer equipment
and software products during the investigation of crimes in the field of use of electronic computing
machines (computers), systems, computer networks, and telecommunication networks. General and special
scientific methods are used to achieve this goal. In particular, the method of analysis, system-structural, and
statistical methods provided an opportunity to examine the place of the expertise of computer equipment
and software products in the system of forensic examinations, and identify its tasks and varieties. The main
subtypes of forensic expertise of computer equipment and software products are identified: an examination
of computer equipment, software products, information, and information-computer research. The basic
rules and requirements for the formation of questions for the forensic expert are proposed, an approximate
list of issues that can be resolved during the research, and typical mistakes made by the initiators of
conducting examinations of computer equipment and software products are highlighted. It is established
that forensic examination of computer equipment and software products is a type of computer-technical
forensic examinations that belongs to the class of engineering and technical forensic examinations and
is internally divided into three subtypes. The basic requirements and rules for formulating questions for
solving them within the framework of expertise of computer equipment and software products have been
developed. Typical errors in the appointment of forensic examinations of computer equipment and software
products are identified
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= Introduction

The active introduction of computer equipment and
computer technologies in the official activities of
state bodies and private organisations is accompa-
nied by the spread of a range of criminal offences
related to their use.

Tens of thousands of criminal offences are
committed annually in the world using computer
technologies, software tools and other technological
equipment. According to the authoritative American
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company McAfee, specialising in computer secu-
rity, and the Centre for Strategic and International
Studies (CSIS), illegal interference in the operation
of electronic computing machines (computers), sys-
tems and computer and telecommunications net-
works during 2020 cost the world economy over a
trillion dollars, or 820 billion euros. Compared to
2018, researchers report an increase of 50 per cent.
One of the factors that contributed to the increase in
the number of cybercrimes is that a substantial num-
ber of employees this year switched to remote work
due to the pandemic caused by the spread of the
SARS-CoV-2 coronavirus (COVID-2019), and have
remote access to working computer systems [1].

The process of investigating criminal offences
in this area often involves masking the illegal ac-
tions of offenders and other related persons. As el-
ements of disguise, they use changing the virtual
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addresses of personal computers, using dynamic IP
addresses, changing the identification data of indi-
vidual elements of computer systems, committing
criminal offences through remote control of techni-
cal means, etc.

Such types of criminal offences are latent in
nature, they leave a limited number of traces that
are difficult to detect, fix, and collect. These cir-
cumstances make it necessary to use modern special
knowledge in the field of computer and information
technologies for the purpose of investigating crim-
inal offences in the field of using electronic com-
puting machines (computers), systems, computer
networks and telecommunication networks. In the
vast majority of cases, the appointment and conduct
of computer-technical forensic examinations is a
necessary condition for an effective investigation of
criminal proceedings.

Problematic aspects related to countering,
identifying, using special knowledge, and investigat-
ing crimes in the field of using electronic computing
machines (computers), systems, and computer and
telecommunication networks were investigated by
such researchers as: V.V. Areshonkov, V.M. Ata-
manchuk, V.M. Butuzov, A.A. Vozniuk, V.G. Hon-
charenko, I.V. Hora, M.V. Hutsaliuk, A.V. Ish-
chenko, O.V. Kopan, O.V. Kravchuk, S.A. Kuzmin,
V.I. Osadchyi, M.A. Pogoretskyi, A.A. Sakovskyi,
Ye.D. Skulysh, O.A. Fedotov, V.G. Khakhanovskyi,
D.M. Tsekhan, S.S. Cherniavskyi, Yu.M Chor-
nous, V.P. Shelomentsev, M.G. Shcherbakivskyi,
O.M. Yurchenko, and others.

Notably, today there is a lack of thorough re-
search on theoretical and practical issues related to
using modern information technologies directly in fo-
rensic expertise during computer-technical forensic
examinations, the definition of their tasks and objects.

The purpose of the study is to conduct a sys-
tematic analysis of the features of the appointment
of forensic examinations of computer equipment
and software products in the investigation of crimes
with the use of electronic computing machines
(computers), systems, computer and telecommu-
nication networks. The following tasks were set to
achieve this goal:

1) determine the place of examinations of com-
puter equipment and software products in the sys-
tem of forensic examinations, outline its varieties;

2) develop rules and requirements for the formu-
lation of questions for a forensic expert when ap-
pointing an expert examination of computer equip-
ment and software products;

3) identify typical errors in the appointment of
forensic examinations of computer equipment and
software products.

The main subtypes of forensic expertise of
computer equipment and software products are
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identified: an examination of computer equipment,
software products, and information-computer re-
search. The basic rules and requirements for the
formation of questions for the forensic expert are
proposed, an approximate list of issues that can be
solved within the framework of the study, and typ-
ical mistakes made by the initiators of conducting
examinations of computer equipment and software
products are highlighted.

= Results and Discussion

Investigation into the use of electronic computing
machines (computers), systems, and computer and
telecommunication networks is the process of inves-
tigating, analysing, and recovering critical forensic
digital data from networks involved in an attack.
This can be the Internet and (or) a local network —
to identify the authors of digital crimes and their
true intentions.

Investigators of this category of criminal of-
fences must be computer science experts who under-
stand not only software, file and operating systems
but also how networks and equipment work. They
need to be sufficiently knowledgeable to determine
how these components interact, form a complete
picture of what happened, why it happened, when
it happened, who exactly committed the crime, and
how victims can further protect themselves from
these types of cyber threats [2].

One of the most effective and, undoubtedly,
decisive means (sources of evidence) in the inves-
tigation of such crimes is the examination of com-
puter equipment and software products, which is
actively used by law enforcement agencies in dif-
ferent countries.

To effectively use the capabilities of forensic
examination of computer equipment and software
products during the investigation of criminal of-
fences, it is necessary, not only to have information
about the possibility of solving a range of issues
(which is also important) but also about its place in
the system of forensic examinations.

In Ukraine, the implementation of forensic ex-
pert activities for conducting forensic examinations
and expert research is regulated by the Constitution
of Ukraine, the Law of Ukraine “On forensic exper-
tise”, and other regulatory acts. Art. 1 of this Law
states that forensic examination is a study based on
special knowledge in the field of science, technolo-
gy, art, crafts, etc. of objects, phenomena, and pro-
cesses to provide an opinion on issues that are or
will be the subject of judicial proceedings [3].

According to paragraph 1.2.2 of the Instruction
on the appointment and conduct of forensic exam-
inations and expert examinations, approved by the
order of the Ministry of Justice of Ukraine of Octo-
ber 8, 1998, No. 53/5, the examination of computer
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equipment and software products belongs to the class
of forensic engineering-technical examinations [4].

Notably, another regulatory document, name-
ly the Regulation on the Central Expert Qualifica-
tion Commission under the Ministry of Justice of
Ukraine and the certification of forensic experts,
approved by the order of the Ministry of Justice of
Ukraine No. 301/5 of March 3, 2015, defines the
indices of expert specialities. In accordance with the
provisions of this document, index 10.9 “Examina-
tion of computer equipment and software products”
is defined, which is classified as a type of comput-
er-technical forensic examinations [5].

Thus, according to the results of the analy-
sis of regulatory documents, it is concluded that the
forensic examination of computer equipment and
software products is a type of computer-technical
forensic examinations, which belongs to the class of
engineering-technical forensic examinations.

In recent years, new ways of committing
crimes in the field of using electronic computing
machines (computers), systems, computer net-
works and telecommunication networks have be-
come widespread, among which the following can
be distinguished: the use of so-called ransomware
programmes, through which attackers encode data
and demand a ransom for their decoding, phishing
and DoS attacks, theft of email accounts, the use
of spyware, and the theft of cryptocurrencies, both
through unauthorised access to virtual client wallets
and through online interception of payments, etc.

The legal basis for conducting a forensic ex-
amination of computer equipment and software
products is the decision of the investigator (pros-
ecutor, detective), issued based on Art. 243 of the
Criminal Procedure Code of Ukraine or the decision
of the investigating judge to conduct this type of
examination in cases where it is necessary to estab-
lish factual data relevant to the criminal offence un-
der investigation and related to the use of computer
equipment or equipment, with its help, certain ac-
tions are conducted that can be detected as a result
of using special knowledge in the field of program-
ming and computer technologies [6].

Notably, part two of this Article of the crimi-
nal procedure legislation also gives the defence the
right to involve a professional forensic expert in
conducting research, however, on contractual terms.

Considering the issues of objects of forensic
examination of computer equipment and software
products, now there is no clear opinion among both
researchers and practising specialists on this issue.

On this occasion, M.H. Shcherbakovskyi be-
lieves that the object of expertise is a categorical
concept that has a number of features. Classification
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of the object of expertise as a logical procedure in-
volves the division of the concept, which results in
the creation of a system of subordinate concepts and
their distribution into classes. Such classification
should be conducted on a certain basis according
to the laws of logic; the basis should be substantial,
essential for highlighting the essence of this concept
as an integral system, which is the actual foundation
for performing scientific and practical tasks [7].

According to V.G. Honcharenko & I.V. Hora,
the objects of this type of research can be comput-
er equipment with storage media (floppy disks,
hard disks, CDR disks, flashcards, etc.), peripher-
als (printers, scanners, sound cards), and software
products. The objects of this expertise can also be
devices that are not computers in the classical sense
of the word, for example, electronic cash registers,
slot machines, card readers, etc. [8].

On the official website of The Independent
Institute of Forensic Examinations, the objects of
this type of expertise include computer equipment,
“peripherals” (scanners, printers, plotters, etc.), var-
ious media (magnetic, optical, laser, etc.), software,
other information stored on media and storage de-
vices (permanent and operational), and organisers,
pagers, mobile phones, and other devices that are
manufactured and work based on technologies for
building personal computers [9].

Representatives of the expert service of the Min-
istry of Internal Affairsof Ukraine to the objectsofforen-
sic examination of computer equipment and software
products include hardware (computer system blocks,
their components, servers, laptops, hard drives, flash
drives, modems, routers, etc.), and software prod-
ucts (computer programmes, databases, etc.) [10].

In the vast majority of cases, the objects of fo-
rensic examination of computer equipment and soft-
ware products in the investigation of crimes in the
field of the use of electronic computing machines
(computers), systems, computer networks and tele-
communication networks are means of committing
crimes. However, there are criminal offences in
which the object of encroachment is not the actual
material object, but the information contained in it,
or on some medium, or software.

The objects of forensic examination of com-
puter equipment and software products can be di-
vided into three main types: hardware, software,
and information objects [11].

Considering the types of objects of foren-
sic expertise of computer equipment and software
products under study, the features of the main tasks
that are implemented, it is considered appropriate
to distinguish three relatively independent subtypes
of these forensic examinations:
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— expertise of computer equipment (establishes
circumstances and facts related to the functioning
and operation of computer systems);

— expertise of software products (establishes cir-
cumstances and facts related to methodological,
structural, and hardware features of software devel-
opment and use);

- information and computer programmes ex -
pertise (establishes circumstances and facts related
to information processing of the contents of file sys-
tems, their storage and reproduction on computer
storage devices).

An important component of the successful
outcome of the investigation of crimes in the use
of electronic computing machines (computers), sys-
tems, and computer and telecommunication net-
works is the efficiency and completeness of the ob-
tained sources of evidentiary information.

When appointing an expert examination of
computer equipment and software products, it is
necessary to focus on the stage of preparation for
the appointment of a forensic examination, and also
consider that due to incorrectly asked questions,
difficulties may arise both in investigative and judi-
cial practice, which, in turn, leads to the return of
the decision to clarify the initiator of the expert ex-
amination or even a reasonable return of materials
without their implementation.

Considering the above, persons initiating an
expert examination should carefully and responsi-
bly treat the initial stage of sending materials for
expert research.

When determining the range of issues that
should be clarified within the framework of a fo-
rensic examination, the initiator of the study must
adhere to general rules and recommendations based
on the classical principles of criminalistics, namely:

- not to go beyond the expert's special knowl-
edge and not to have a legal nature;

— to be specific and concise;

- to have a logical sequence;

— to be characterised by completeness and have a
complex character [12].

It is believed that when formulating questions
for solution within the framework of expertise of
computer equipment and software products, it is
necessary to adhere to the following basic require-
ments and rules:

— use a generally accepted conceptual framework
(do not use slang and semi-professional terminolog-
ical units (for example,

“terabyter”,” logs and passes”,” iron”, etc.);

- the question should be formulated as clearly
as possible, so that the forensic expert can provide
an unambiguous answer. They should not concern
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the stages of Information research (description of
the characteristics of information carriers and fea-
tures of placing information on them, restoration
and research of information among destroyed files
is a mandatory stage of information research), have
a legal area and go beyond the competence of a fo-
rensic expert of a certain expert specialty (special
knowledge);

— adhere to the methodological sequence of ques-
tions (they must comply with the current methodologi-
cal and technical base available for the forensic expert,
be aimed at establishing the specific circumstances of
the event related to the subject of proof, they should
be formulated so that the costs (financial, technical,
time, etc.) for conducting research when perform-
ing specific tasks of the investigation are minimal).

Based on the results of the analysis of forensic
expert practice, a number of typical mistakes made
by the initiators of conducting examinations of com-
puter equipment and software products, which, as
a result, complicates or makes it impossible to con-
duct it are distinguished. In particular:

— objects that do not and cannot contain informa-
tion relevant for proof are submitted for examination;

— one resolution appoints forensic examinations
for an excessive number of objects, making it impos-
sible to examine them in a timely and proper manner;

— one resolution appoints expert examinations
for various types of objects (servers and personal
computers or mobile phones and “tablet” comput-
ers), for the study of which it is necessary to involve
appropriate specialists;

— the forensic expert is provided with objects
that, for objective reasons, cannot be properly ex-
amined (due to the lack of appropriate software,
hardware, and devices).

Notably, computer systems (primarily serv-
ers) operate with so much information that their
volumes can reach or even exceed university and
academic libraries.

This means that the question of defining and
installing an array of databases on it and the task of
printing it out are incorrect

It should also be considered that the exami-
nation of computer equipment and software prod-
ucts does not solve the issue of the legality of user
actions; licensing of software products; the cost of
computer equipment and software products, since
such issues go beyond the tasks facing this type of
forensic examination.

= Conclusions

It was determined that forensic examination of com-
puter equipment and software products is a type of
computer-technical forensic examinations belonging
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to the class of engineering- technical forensic ex-
aminations, and is internally divided into three
subtypes: examination of computer equipment, soft-
ware products, and information-computer expertise.
The main requirements and rules for the for-
mulation of questions for solving within the frame-
work of the examination of computer equipment
and software products were developed, including:
the use of a generally accepted conceptual frame-
work, clarity and unambiguity of formulation,
methodological sequence of questions.

Typical mistakes made during the appoint-
ment of forensic examinations of computer equip-
ment and software products are highlighted, name-
ly: objects that do not contain and cannot contain
information relevant for proof are provided for ex-
amination; within the framework of one resolution,
examinations are appointed for an excessive num-
ber of objects; one resolution appoints examinations
for various types of objects; objects are provided for
the forensic expert, which for objective reasons can-
not be properly investigated.
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AKTyalbHi NTUTaHHA NPU3HAYEeHHS €KCNepTU3mn
KOMMN'IOTEPHOI TEXHIKU | NPOrpaMHUX NPOAYKTIB
nig Yac po3scniayBaHHA 3/1I0MUHIB Yy cdepi BUKOPUCTaHHSA
€NeKTPOHHO-064YMCcNIoBa/IbHMX MallMH (KoMn'loTepiB),
CUCTEM, KOMIT'IOTEPHUX MEPEX | MepeXX efIeKTPO3B'aA3KY

BpoHicnas BpoHicnaBoBu4 TennnubKUn

HarnionasipHa akazemisa BHYTpIILlIHIX clipaB
03035, Cosom’ssHCBKa IT0INa, 1, M. KuiB, YkpaiHa

m AHortamisa. Meta crarti moJsiarae B cmpo6i JOCTIOUTU aKTyaJibHi NMUTAHHS TPOBENEHHS €eKCIepTU3U
KOMIT'IOTEPHOI TeXHiKM Ta MPOrpaMHUX IPOAYKTIB MifJl 4ac po3cigyBaHHA 3JI0YNHIB ¥ cepi BUKOPUCTAHHA
eJIEKTPOHHOOOYHCJTI0BAJIbHUX MalIiH (KOMIT'I0TePiB), CICTeM, KOMIT I0TEPHUX MepeX iMepex eJIeKTPO3B A3KY.
JJ1A [ocATHEeHHA MOCTaBJIEHOI MeTH BUKOPHUCTAHO 3arajJlbHOHAYKOBI Ta clieliajabHi MeToau, fAKi € 3acobaMu
HayKOBOI'O MOIIYKy. 30KpeMa, MeTOJ| aHaJli3y, CUCTEeMHO-CTPYKTYPHHUU i CTaTUCTUYHUIN METOAU Hadau
MOXJIMBICTh [OCJIiAUTU Miclle eKCIepTHU3M KOMITI0TEPHOI TeXHiKM Ta MPOTpaMHUX INPOAYKTIB y cHUCTeMi
CyIOBUX €eKCNepTHU3, BUOKPEeMHUTHU 11 3aBAaHHA U pi3HOBUAU. Bu3HaueHO OCHOBHI HiABUAU CYAOBOI
eKCIIepTU3u KOMIT'I0TEPHOI TeXHiKM Ta NpOTrpaMHUX MNPOAYKTiB: AOCIiMXKEHHA KOMI'IOTepHOI TeXHiKH,
JOCJIiI)KeHHA MPOrpaMHUX NPOAYKTiB, iHPOpMaLiliHO-KOMIT'IOTEPHI JOCJIi/)KeHHs. 3alpONIOHOBaHO 0a30Bi
npaBuja 1 BUMOTH 10 GOpMyBaHHA NUTaHb CyJOBOMY €KCIEPTYy, a TAKOX OPi€eHTOBHMI NepeJiiK NUTaHb,
110 MOXyTb OyTH BHpillleHi Mif] yac AOCJigXeHHA, BUOKPEMJIEHO TUIIOBi MOMWJIKH, AKUX IMPUILYyCKAIThCA
iHiiaTOpu MpoBeJeHH: eKCIIepTU3 KOMIT'I0TepPHOI TEXHIKU Ta MPOTrpaMHUX MPOAYKTiB. 3’AC0OBaHO, [0 CyJ0Ba
eKcIiepTri3a KOMI'I0TepHOl TeXHiKM Ta NIPOrpaMHUX NPOAYKTIB € BUAOM KOMIT'IOTEPHO-TEXHIUHUX CYIOBUX
eKCIIepTu3, 0 HaJIeXUTh A0 KJIacy iHXeHepHO-TeXHIUHUX CYyJOBUX €KCIepTU3 i BHYTPIIIHbO MOAiJIAEThCA
Ha Tpu niaBuau. Po3poOJieHO OCHOBHi BMMOTHM Ta mpaBuja (GOpMYJIOBaHHA NUTaHb [JiA BUPilIEHHA B
MeXax eKCIepTHU3X KOMIT'I0TEPHOI TeXHiKU Ta IPOrpaMHUX NPOAYKTiB. BU3HaueHO THIIOBi NOMMJIKY Mif 4ac
NpU3HAUYeHHA CYIOBUX €KCIIePTU3 KOMII'I0TepPHOl TeXHIKN Ta MPOrpaMHUX IPOAYKTiB

m Ki110490Bi cj10Ba: crierfiaibHi 3HAHHS; CyOBa €KCIIEPTH3a; eKCIIEPTU3a KOMIT'IOTEPHOI TEXHIKY i MPOrpaMHUX
MPOAYKTiB; pO3CJilyBaHHA 3JI0YMHIB; IPHU3HAUYEHHs eKCIepTH3
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